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Abstract

Wireless technology has become one of the vitalismeticommunication and Bluetooth is
playing a major role in advancing its global spreamhnecting electronic devices worldwide
without cables. Bluetooth is recognized and glgbaltcepted mainly through Bluetooth
enabled mobile phones, which cover almost 60% efBluetooth market. However, with
other technological innovations, the advancemerlietooth enabled mobile phones also
caused serious security breaches. Although Bluetoabile phones are equipped with built-
in security modes and policies, the intruders campse the mobile phones through existing
security vulnerabilities and limitations. Informani stored in mobile phones, whether it is
personal or corporate, is valuable to mobile phosers. Such information also seeks the
attention of intruders. Moreover, an intruder campromise the mobile phone, and use it as
a medium to get into other mobile phones. Mobilerghusers are unaware of this current
dilemma. Therefore, the need to protect informatiaa well as mobile phone users to
supervise their incoming connections, is very vifad additional security mechanism was
therefore realized, especially at the mobile phenmsser level, and which could be useful to
the mobile phone users. Bluetooth Logging AgentABLs such a mechanism. It helps in
alleviating the current security issues by makimg tisers aware of their incoming Bluetooth
connections and giving them an option to eithereptor reject these connections. Besides
this, the intrusion detection and verification mieduses databases and rules to authenticate
and verify all connections. The BLA when compartogthe existing security solutions is
unique in that; it is equipped with a Bluetooth s@ge logging module. This logging module
reduces the security risks by monitoring the Bla#dtocommunication between the mobile
phone and the remote device.



Table of Contents

R A =@ 15 16 L O 1 (O] TR 15
1.2 MOTIVATION FOR THIS RESEARCH. ... et 17
1.2.1 CRIME THROUGH BLUETOOTH-ENABLED MOBILE PHONES ... cucuttuieieieeeeieaeeeeasnsenensenenens 17
1.2.2 PROPAGATION OF VIRUSES AND TROJANS INTO CORPORATE NETWORKS VIA
BLUETOOTH MOBILE PHONES ... eueuteutttttteteeete et ea st s eeesese aeen s en s en s e s e enrerneeneneen 18
1.2.3 THE INEFFICIENCY OF THE EXISTING BLUETOOTH PROTOCOL IMPLEMENTATION AND
BLUETOOTH SECURITY MANAGER IN MOBILE PHONES ...cuteutueeieee et e eeeeeseaeaseneaensenensenenens 19
1.2.4 BLUETOOTH UNAWARENESS OF MOBILE PHONE USERS ....tveuitiinieteeeeaeaenseasnsenensenenees 20
1.3 ISSUES TO BE ADDRESSED ...t et ettt e e e e e e aenenn 20
1.3.1 WHAT IS BLUETOOTH WIRELESS TECHNOLOGY AND WHAT IS ITS SIGNIFICANCE IN
Y 0] S TH =l =T 10 ] N =S 21
1.3.2 WHAT IS BLUETOOTH SECURITY, AND HOW IMPORTANT IS IT IN MOBILE PHONES? ........ 21
1.3.3 THE PROVISION OF ADDITIONAL BLUETOOTH SECURITY MECHANISMS INMOBILE PHONES
..................................................................................................................................... 22
1.4 PATH TO BLUETOOTH LOGGING AGENT (BLA)....ccci i 22
1.5 RESE AR CH GO A LS .o e ettt ettt et et et r et e e eeaenenn 23
1.6 RESEARCH METHODOLOGY ..ottt ittt ettt et ettt r e e e e e e e eeaenenn 24
L. 7 TE ST ST R AT E GY e e et eans 25
1.8 TERMINO L O GY oottt et ettt ettt e e ettt et et ea ettt e e e e aee e eenenenn 25
IS T N =TI U S o T 1 1 TR 25
1.8.2 BLUETOOTH MOBILE PHONE ....eeie ittt ettt ettt et ettt et e et e e e ae e een e aenenean 26
1.8.3 BLUETOOTH PROTOCOL STACK ...ttt ittt ittt et ettt e et e ettt ettt e e e eeaanee e aenenenn 26
1.8.4 BLUETOOTH DEVICE ADDRESS ... ettt ittt ettt eaeeteata st ea e ensaeaeaaearnreasnrearnreaenenn 26
IS TN nd (ot N = T 26
S T T 1N 1112 26
1.8.7 DISCOVERABLE IMODE .....uciiie ittt ettt et ettt ettt e ettt ettt e et e et e e e eneenenrenenenn 26
1.8.8 NON-DISCOVERABLE IMODE-......ccttteitie ittt et e et e ettt e e ettt e e e enaeaenreaenreenean 27
1.8.9 LOGICAL LINK CONTROL AND ADAPTATION PROTOCOL (L2CAP) ...ouviiiiiiieieeeeieieee 27
IS T K O 2 O A = @ =Y N N = IR 27
1.8.11 BLUETOOTH CONNEGCTION ..ututttuteienenteneneeenseeseeseseseseneeseensaneseaeasnseasnreaenreaeneen 27
I S T 2 I 1N S TR 27
IS T G 3 = =1 N (TR 27
1.8.14 PERSONAL IDENTIFICATION NUMBER (PIN).....iiiiiiiiiiii e 28
L1.8.15 TRUSTED DEVICE ... .ttt et et ettt ettt et e et e et e ea e en et e e enrenenreenenn 28
IS T ST [N i = 10 [0 ] TR 28
1.8.17 INTRUSION DETECTION (ID) ...ttt a e 28
S T R B [N R = 10T 0] = = ES TR 28
1.8.19 INTRUSION DETECTION SYSTEMS (IDSS) ..uuuuuiiaiaiieie ettt 28
L.8.20 VULNERABILITY .ttt ttutt ettt et aeeteaeeteeateee s ea s e e et eaee e eaeeenee e ea s en s e sa e eneeenreeneen 28
IS T2 BV A = LU SRR 29



IS T2 I =10 N 1Y N PR 29

1.9 DISSERTATION LAY OUT ...ttt ettt e a e e e e e e e e ae e e e e as 29
2.1 WHAT IS BLUETOOTH? ..ot ettt e 31
2.2 THE HISTORY OF BLUETOOTH. ..ottt et 32
2.3 BLUETOOTH TECHNICAL SPECIFICATIONS ......ccoiiit it 33
P T Y = =T =V U RR 33
2. 3.2 RANGE ...ttt e e e e 33
PG T 1LY P 33
PG B D 7 /N o 1 =P RR 33
2.3.5 CONNECTION SPECIFICATIONS ...vtutuitttteeetinaeseetasasesnnseessnnseesesnseesneessenseassnseseesnns 33
2.4 BLUETOOTH PROTOCOL STACK ...ttt eeeeee ettt 34
2.4.1 BLUETOOTH CORE PROTOCOLS ...uuuiiitiieiti e e ieas e et eee e e e ee e aae e e e e e e eean s 36
P I 2 7= 11T o =V Lo USSR 36
2.4.1.2 Link Management PrOtOCOL..........oo ittt ettt be e et se e e eeeeeees 37
2.4.1.3 Logical Link Control and Adaptation ProtOCOI ............cceiuiiieiiiie e 37
2.4.1.4 Service DISCOVEIY PIOTOCOL. ... ..cci ittt ettt ettt sttt eae e b e eese e s e e seeereeeees 37
2.4.2 CABLE REPLACEMENT PROTOCOL - RFCOMM .....coiiiiiiiiiic e 38
2.4.3 TELEPHONY CONTROL PROTOCOLS ...cuuuuiiitiiiiiieiineeetieeeesinseeeetaneeeseneeesenaeassnneeeesnnnas 38
P Nt R 1 S 3 =71 -1 o USRS 38
PG T A I o] 4109 T= U g Lo USSP 38
2.4.4 ADOPTED PROTOGCOLS ...uuiiiiiiiiiitiee ittt e eeti s e e aeas e e et e e es s s aeaaaasseest e e s aenn s aeennaneeesnn s 39
2440 PPP oottt s £ RR e RE ARt Re ettt 39

2.4 4.2 UDPITCP/IP ..ottt e a2t h a8ttt be ettt 39
P A @21 =) = (] (o oo OSSPSR 39

2 AL WAP ..ottt e s E SRR 2R RE AR b Re ettt 39

2.5 BLUETOOTH PROFILES. ..ottt ittt e a e e e e e 40
2.5.1 GENERIC ACCESS PROFILE (GAP) ...ttt 40
2.5.2 SERIAL PORT PROFILE (SPP) ..ttt ee e 40
2.5.3 SERVICE DISCOVERY APPLICATION PROFILE (SDAP) ...cuitiiiiieiiie i 40
2.5.4 GENERIC OBJECT EXCHANGE PROFILE (GOEP)......cciiiiiiiiiiiieiee e 40
2.5.5 OBJIECT PUSH PROFILE (OPP)....uutiiiiiaei et ee e 40
2.5.6 FILE TRANSFER PROFILE (FTP) ..ttt ee e 40
2.5.7 SYNCHRONISATION PROFILE (SP) ..uuiiiiii it 41
2.5.8 HEADSET PROFILE (HSP)....eetittititiii ettt e e e e eeeeeeeeaeaeeaeaes 41
2.5.9 HANDS-FREE PROFILE (HFP) ...t 41
2.5.10 CORDLESS TELEPHONY PROFILE (CTP) oottt 41
2.5.11 INTERCOM PROFILE (IP) ..eetttittititaie ettt e e e e e e e eaee e e eaeaeennans 41
2.5.12 DIAL-UP NETWORKING PROFILE (DUN)......cciiiiiiiiiiiiiiiiiii e 41
2.5. 13 FAXPROFILE (FP) ..ottt ettt e e e e e e e e eeeeeeeeeenaenas 41
2.5.14 LAN (LocAL AREA NETWORK) ACCESS PROFILE (LAP).....ccociiiiiiiieieiieieeieeeeeieieiiee 41
2.6 NETWORK TOPOLOGY ...ttt e ee ettt e e e e e e e ee e 42
P2 S T B TN = PP 42
2.0.2 SCATTERNET 1ttt ttttut ettt e eeten e ee ettt e e eat e eeeas s e e et s asaeeaa e e ae s e aeaeaaneeesan e e e aenaeeeeanneeeesnn s 43



2.7 OPERATIONAL PROCEDURES AND MODES........ccccooi it 44

2.7. 1 INQUIRY PROCEDURE ....cutuittietittiie ittt et e ete s s e et e e et e s e et es s s s saeasa st easesrerneas 44
2.7.2 PAGING PROCEDURE. ... ..iuitiiit it ettt et et e ettt ettt e e e e e e et e e e eens 44
2.7.3 CONNECTED MODE ..ottt ittt ettt et ettt et e e et r et e e e e e e e e e e e e e e eeens 45
2.8 APPLICATIONS OF BLUETOOTH TECHNOLOGY ..cuceniit e 45
P2 S T A 1N =@ N Y =3 45
2.8.2 LOAD TRUCK IMANAGEMENT ..ttt tttt ettt e e et e e e et e et e e ee e e e et e e et e ea e e ee e e ae e e e reneeens 46

2 T T B 11 N[0 1S [ T 46

2 SR Y/ [ = ) [ Y TP 46
A S AN U 0]V (@ 1LY/ T 46
2.8.0 POINT-OF-SALE PAYMENT S . .ttt ittt sttt et e e e e e e et e et e et et et e re e e ee e te e ae e enrenenaens 46
2.0 SUMM A R e e e e e 48
3.1 WHAT IS BLUETOOTH SECURITY 2 o e ettt 50
3.1.1 FREQUENCY HOPPING ...cuituiitiittieneetieetteaeetaeet s seassaeesssnssnestsssnssensesaesterenssrneesarenss 50
312 AUTHENTICATION .t ittt et ettt ee et e e e e e e e e et e ee e e ee e ee s e e e et e e e e eeeeneeeaneeae e reneneens 50
I I ot Nl = = [0 ] T 51
3.2 BLUETOOTH SECURITY ARCHITECTURE ... e 51
3.2.1 BLUETOOTH SECURITY MODES ....ccciiiiiiiiiiiiiii ittt e 52
3.2.2 BLUETOOTH SECURITY LEVELS ...coiiiiiiiiiiiiiii ittt 52
3.2.2.1 Authentication and AULNOTIZATION ... .....ueeeeeee ettt ettt e et e et e e e e e e e e e e eeeeeeeeeeeesseesse e s e aennannn 53

I v o= 11 g1 g 1o I TaTo I =T ] s o 1 o OSSPSR 53
3.2.3 BLUETOOTH SECURITY ARCHITECTURE ...ttt ettt ettt ee et e et eae e e eeeeeneeaeneeeeneneeneneens 53
3.3 WIRELESS SECURITY VULNERABILITIES ...t e 55
T AR VY =T B = AV N T 55
3.3.2 DENIAL OF SERVICE (DOS) ATTACKS ... iiieieeeeeeiee et eeeeeeieieit s e s e e e e e e eaeaeaeanneesnnnns 56
3.3.3 MAN-IN-THE - MV IDDLE ATTACKS ..ttt ittt et ettt ettt et e e et et et e ee e ee e ae e e reneneens 57
3.3.4 ADDRESS RESOLUTION PROTOCOL (ARP) POISONING ....cuuvuueninaaraeeaeeaeeereeeeeenenennenns 57
3.3.5 WIRED EQUIVALENT PRIVACY (WEP) INTRUSIONS ....ccuttiitutininiaaaareeeaeeeeeeeeeeeeeeeeesnenes 58
3.4 BLUETOOTH SECURITY VULNERABILITIES ...t e 59
3.4.1 FUNDAMENTAL VULNERABILITIES .t ttututttte ettt et ettt et eeae s e e e es e e e eaeaeeseeeseenreneeens 59
3.4.2 IMPLEMENTATION-INDUCED VULNERABILITIES......cucuiiiiiiiiiiiiie e 60
3.5 BLUETOOTH SECURITY LIMITATIONS .. ..ot e e 61
3.0 SUMM A Y e e e et e e 63
4.1 BLUETOOTH INTRUSIONS . ..ottt e e ettt e e e e et r e e e aearenes 64
o I = T 0= = U T TP 64
o 2 = T O | =N 1Yot N[ TP 66
o IR =TI O=ASY NY = ] =TT 67
o I S T O | SASY NY = = o TP 67
. 1.5 BLUESMACK ..ttt ettt et ettt e e e e e e e e et e et et e et e et e e et e ent e ee t e e e rnrare e 68
o I 3 I 0 =1 = 1Y 1 =2 TP 68



O A = T 0 |1 5 LU =TT 68

o S 3 =TI 0 = O T =TT 68

i e B o [ =T 0 1Y, [0 K TP 69
4.1.10 CARWHISPERER ...ttt ittt et e e e et e e e ee e ee e ee s et e e ea e e eeteenteeeseensanernrenrnrens 69
o I I VAV Y = N1 =] =T N TP 69
4.1.12 BLUETOOTH VIRUSES AND WORMS . ...ttt ettt teeeteee e e e eaeeseaeetenensenee s easeaererenrarenes 70
I 2 T 0 o || PR 70
A.1.12.2 IMADIEA ettt e e et et e et eae et e et e e et eee e e e ae et eee et et et et eeeeee e ete et e et eee et eeeeeeeteeteneae e e eennenn 70

g G T I Y=Y o o 1 AN 71
I 2 S O Y 0 010177z U4 0] SE TR 71

4.2 THE NEED FOR AN ADDITIONAL BLUETOOTH SECURITY M ECHANISM.......... 72
4.3 SUMM A RY e e e s 72
5.1 EXISTING BLUETOOTH SECURITY SOLUTIONS ... e 75
5. 1.1 AIRDEFENSE BLUEW AT CH M ittt e e e et eens 75
oI 2 = =10 B B ] = 1 =T o LT 76
oI R = TR =7 AU ] @] = ST 76
5. 1.4 AIRMAGNET BLUE SWEEP T . ittt e e e e e ettt e e e eens 76
5.2 PROPOSED BLUETOOTH SECURITY SOLUTION ..c.iiiis e 77
B 3 S UMM A RYY e e 79
6.1 BLA DEVELOPMENT PROCESS ... oo e 80
6.2 BLA ARCHITECTURE ....ce it e e e aeenn 82
6.2.1 BLUETOOTH MODULE IN MOBILE PHONES. ... et ittt ettt e e ae e ee e e ee e eeeeeeeeeeeneeneneens 84
6.2.2 BLA - BLUETOOTH MODULE INTERFACE (BBMI)....ccuviiiiiiiiiiii 86
6.2.3 INTRUSION DETECTION AND VERIFICATION MODULE (IDVM).....ciiiiiiiiiiiiieeeeeei e 86
6.2.3.1 Connection and Disconnection Module (CDM) ........cociiiriiareeie e 86
6.2.3.2 Authentication MOAUIE (AM) ... ittt ettt re e et e st e es e easesseesseebeemeesneeseeeaeeereeaees 89
6.2.3.3 SEIVICE MOAUIE (SIM).. . ittt ettt ettt st e e ree et e ete e seeessesas e seesseenbeemtesneeseeeaeeeneeaees 91
6.2.4 LOGGING MODULE (LIM) ..ttt ettt e e e e e e e e e eeeeeeeeaenannas 93
5. 2.5 B LA DAT ABASE .. ettt ettt et et et et e e e et et e e e ettt e e 95
6.2.5.1 Connection DAtabase (CDB) .......cociioiiiieiieiee ettt st ea e e b be s e e s e e see e seeereeeees 95
6.2.5.2 Trusted Devices Database (TDDB) .......ccoioiiiiiiiiire ettt s see e seeeeeeeees 95
6.2.5.3 Non trusted Devices Database (NTDDB) .......c.coceiiiiieiirieereereeeiee e e seesee e e see e seeeeeeeees 95
6.2.5.4 Services and Devices Mapping Database (SDMDB) ........cccoooiiririerieeiesie e s 95
6.2.5.5 LogQging Database (LD B) ......cc.eoiiiiiiieeiee ettt st ettt seeea e eae et b et eae e see e e e eneeeees 95
6.2.6 MOBILE PHONE USER INTERFACE (MPUI).....coiiiiiiiiiiiiiee e 96
6.3 BLA AND BLUETOOTH MODULE INTERFACE... ... e 96
8.4 SUMM A RYY .o e s 97
7.1 PROTOTYPE COMPONENTS, ASSUMPTIONS ... 98
7.2 BLA/BIS SPECIFICATIONS AND PRE-REQUISITES FOR D EPLOYMENT ........... 99
7.3 BLA/BIS COMMUNICATION MESSAGE TYPES. ...t e, 100
T B .o e 102
T 4.1 BLA MENU OPTIONS ...t tttt ittt ettt ettt e e e et e ee e e ee et e e eetearererareenrenenrenenranenns 103



T4 LT STAMBLA....cceee e e et h e bbb et nr e nr e er e er s 103

T.4.1.2 ACCEPT REMUEST ...ttt ettt ettt sttt e st e e e be e e et e e abe s s e e anbseesaeeeaneesnbeeas 104
7.4.1.3 DISCAIT REOUEST ..ottt ettt te e te et e see e seeeaeeeseesnee b e e nbesmeesaeesaeeseeeseeeeeanees 104
A oo - Tod ] TSRS 105
TALD SIOP BLA ..ottt ettt et ettt et eeaeee e tas ettt ettt et e asee sttt ettt e et et e naeen s 106
7.4.1.6 POWET Off BIUBTOOTN ...ttt ettt et te e e e e et ee e e s s saab e e ee s s eebabeeaeessanas 106
S = 107
7.4.3 BLA DATABASE LAYOUT IN SMARTPHONE ... .cttituiitiitiieitieetieeesieesseenseeneeseesnnsennns 108
A TN = 1 111
7.5.1 BIS GENERAL MENU OPTIONS ...uuiitiitiiteit et ieeee et e eeese et se s s sateessssnseseeeneennns 112
7.5.2 BIS SAFE REQUESTS MENU OPTIONS ..cuuiitiitiiiniiieetiieieiieeteeeesieessesnesineeseesnnsennns 114
7.5.3 BIS INTRUSIONS IMENU OPTIONS. .....iuuiitiiitiietiieeiieet e eieetseensinesteessssneeseesaeennns 114
7.5.4 BIS RANDOM SAFE/UNSAFE REQUESTS MENU OPTIONS.....ccvuiiiniiiinieiie e eeieeeennn 115
7.6 COMMUNICATION BETWEEN THE BIS AND BLA......ccet e, 116
7.6.1 SAFE CONNECT REQUEST AND RESPONSE.......cuuiitietiieiiieetieeesiieesieenseeneesiesnneens 116
7.6.2 SAFE AUTHENTICATION REQUEST AND RESPONSE .......cciiitiitieeiiiieetieeieiieeeeeneennns 119
7.6.3 SAFE SERVICE ACCESS REQUEST AND RESPONSE ....vucvuiiiiitieeiiieeteeeeeieeseeeaeennns 122
7.6.4 CONNECTION ATTACK FROM BIS AND RESPONSE FROM BLA .. ..o 124
7.6.5 AUTHENTICATION ATTACK FROM BIS AND RESPONSE FROM BLA.......ccoviviiiiiiiennns 127
7.6.6 SERVICE ACCESS ATTACK FROM BIS AND RESPONSE FROM BLA ......covviiiiiiiiiienens 128
7.6.7 RANDOM CONNECT REQUEST AND RESPONSE FROM BLA ..ot 129
7.6.8 RANDOM AUTHENTICATION REQUEST AND RESPONSE FROM BLA ......cceiviiiiiiiiennns 133
7.6.9 RANDOM SERVICE ACCESS REQUEST AND RESPONSE FROMBLA ......coiiiiiiiiiiniennns 134
7.6.10 SAFE REQUEST/RESPONSE SESSION BETWEEN BLAAND BIS......cooviiiiiiiiiienn, 136
7.6.11 BLA DISCARDING A REQUESTFROM BIS .. .oviiiiii e 137
A1 L1 1L A o 22 139
8.1 RESEARCH SYNOPSIS. ..ot e 140
8.2 SIGNIFICANCE OF THE BLAPROTOTYPE. ...t e, 141
8.3 VERIFICATION AND VALIDATION OF TEST RESULTS ... o, 143
8.4 HOW VALUABLE IS BLA TO MOBILE PHONE MANUFACTURE S......cccceeveeeen. 145
8.5 FEASIBILITY OF IMPLEMENTING THE BLA PROTOTYPE | N MOBILE PHONES
....................................................................................................................................... 145
8.6 SCOPE FOR FUTURE RESEARCH ... e 146
BIBLIOGR APHY oot e e e et et e e e et e e e e 147
APPENDIX — PROTOTYPE IMPLEMENTATION DISK ....ciiivs e 162



List of Figures

FIGURE 2.1 THE OFFICIAL BLUETOOTH LOGO.....cuitiitiiiiiieeeee ettt e e et ee s e aaaen s 32
FIGURE 2.2 BLUETOOTH PROTOCOL STACK. .. cuitiitiitiii it et e e e e et e et ea s e eeeaaes 35
FIGURE 2.3 BLUETOOTH PICONET (POINT-TO-POINT) ....uataeeeeeaeeeeeeeeeeaeeesnsnesinn e eeeeaeaeaeeens 42
FIGURE 2.4 BLUETOOTH PICONET (POINT-TO MULTI POINT) ... eetiviitiiseeeeeeetiieeeeeeesnnnnneeeeeeesnnnes 42
FIGURE 2.5 BLUETOOTH SCATTERNETS ...iuuiuiuiitteteettetsiaeiaseaseassassnssnssassassnsesssesessassssnseernes 43
FIGURE 3.1 BLUETOOTH SECURITY ARCHITECTURE ....cuiiuiinieieieeeete e e eeee e s s esansans e enennns 54
FIGURE 6.1 COMPLETE DESIGN OF BLA. ... .iuuiuiuetteteteeaetaeeseasessasssssnseaseassnsssssssessasesnsesrnnns 80
FIGURE 6.2 BLUETOOTH MODULE ... cuiitiitie it e et e et ee e ee e s e s e e et s sas s s s s s easssssnssns b annsenrnnns 85
FIGURE 6.3 THE FLOW OF INFORMATION THROUGH CDM ..o 88
FIGURE 6.4 THE FLOW OF INFORMATION THROUGH AM. .....iniiii e eaea s 90
FIGURE 6.5 THE FLOW OF INFORMATION THROUGH SM......cuiiiiiiiiiee e eaea s 92
FIGURE 6.6 THE FLOW OF INFORMATION THROUGH LM ...c.iniiii e ea e 94
FIGURE 6.7 COMMUNICATION BETWEEN BLA AND BLUETOOTH MODULE ......cccvviviieieeeens 96
FIGURE 7.1 BLA GRAPHICAL USER INTERFACE. ... ..ttt ieee e e ee e e eeee e s es e aeans s aenees 102
FIGURE 7.2 BLA MENU OPTIONS . ... et itiitie it e et e et ee i ee e e ss e s et s et s sas s s s s s s sassnssnssnsenaenees 103
LT = S R Y = 3 = 1 Y A 103
FIGURE 7.4 ACCEPT REQUE ST ..itiitiiiiit ettt ittt ettt s et e et e e et e e e e e e et e e et ren e s bne et reneanees 104
FIGURE 7.5 DISCARD REQUEST ... ittt ittt ittt et e e e et e e e e e et e e et e e e e e et eeneanees 105
FIGURE 7.6 LOG P ACKET .ttt et ettt et e et e et et e e et e e s e s s e s s e enees 105
FIGURE 7.7 STOP BLA ..o ettt e e e e e e e e e e e e e e e e s e e enaes 106
FIGURE 7.8 POWER OFF BLUETOOTH ....ititiii it et e et e ee et ee e e et e et s ets s e e ssassaassessnssnsanannees 107
FIGURE 7.9 EXITFROM BLA ... e et ettt et et e et e e e e s e s s e eaaes 107
FIGURE 7.10 BLA DATABASE ...cenitit it ittt ettt et ettt e e e et e et e e s e s e e s e s e s e ssns s s snsbaaenes 108
(LT = = I R 10 1 | J 109
(LT = = 2 A T I5 = 109
FIGURE 7.13 SDIMDB ..o ettt e e e e e e e e s s e e ees 110
LT = = I O 5 ] = T 110
FIGURE 7. 15 LB ..o ettt et et et e et e e e e et et e e e e e e e e e s aas e annees 111
FIGURE 7.16 BIS GRAPHICAL USER INTERFACE. .. ..ct ittt ieee et ee e e eeee e e e s ene s s anaees 112
FIGURE 7.17 BIS IMENU OPTIONS. ..ce it ittt it et et et e et ee s s et s et s aas e e s s s s sassessnssnsbnaenes 112
FIGURE 7.18 BLUETOOTH INTRUSION SIMULATOR STARTED.....cuittiitietiineineieeeeeeeesnssnssneennes 113
FIGURE 7.19 EXIT BLUETOOTH INTRUSION SIMULATOR. ....iuinieieteeteee e eeee e e e s ensans e enannees 113
FIGURE 7.20 BIS SAFE REQUESTS .. ituiitiiitiittiiieet it sie et te e seetee s saeetesasranesteestereneesneees 114
FIGURE 7.21 BIS INTRUSIONS ...cuitit it et ce et e ee et et e e e e et et s s s e e s e s e s e s sns s s s baenees 115
FIGURE 7.22 BIS RANDOM (SAFE/UNSAFE) REQUESTS....cciiiiieieieiee ettt e 116
FIGURE 7.23 BLA RECEIVING CONNECT REQUESTFROMBIS ..., 117
FIGURE 7.24 BLA CHECKING TDDB . .. ettt ettt e e e e e e 117
FIGURE 7.25 BLA ALERTING MPUI OF A SAFE CONNECTION ...uvuiitiitiitiineeneeeeeeeeeeanssnevnaenas 118
FIGURE 7.26 BIS RECEIVING A SUCCESSFUL CONNECT RESPONSE ....cuiiuiiniiieieeeeeee e eenaes 119
FIGURE 7.27 REMOTE DEVICE ADDRESS ADDED TO CDB DATABASE......cccuiiiiiiieeeieie e 119
FIGURE 7.28 BLA RECEIVING AUTHENTICATION REQUESTFROMBIS .......cooiiiiiiee, 120
FIGURE 7.29 BLA ALERTING MPUI OF A SAFE AUTHENTICATION REQUEST .....cvvviviiiviieneeinnen, 121
FIGURE 7.30 BIS RECEIVING A SUCCESSFUL AUTHENTICATION RESPONSE .....cucvnvvnieniineineenees 121
FIGURE 7.31 BLA RECEIVING SERVICE ACCESS REQUESTFROM BIS........ccoiiiiiiiiieen, 122

10



FIGURE 7.32 SM CHECKING SDB ... it ettt et e et ettt e e ee e 123

FIGURE 7.33 BLA ALERTING MPUI OF A SAFE SERVICE ACCESS REQUEST ......cvvvvvivieneinnes, 123
FIGURE 7.34 BIS RECEIVING A SUCCESSFUL SERVICE ACCESS RESPONSE .......ceuvvvivniiniineeness 124
FIGURE 7.35 BLA CHECKING NTDDB..... ettt ettt et e e e s e e eaees 125
FIGURE 7.36 IDVM ALERTING MPUI OF THE INTRUSION ....cuuiuiiiiitieieee e eeeeeeee e e ans s vneenees 125
FIGURE 7.37 BIS GETTING A DISCONNECT REQUEST AND INDICATION THAT THE INTRUSION
ATTEMPT ISDETECTED BY BLA . cee e 126
FIGURE 7.38 CONNECTION ATTACK LOGGING INFORMATION OBTAINED FROM LDB................. 126
FIGURE 7.39 IDVM ALERTING MPUI OF THE INTRUSION ....cuuiuiiiietiiteee e eeeeeeee e eeansasvneenees 127
FIGURE 7.40 AUTHENTICATION ATTACK LOGGING INFORMATION OBTAINED FROM LDB............. 128
FIGURE 7.41 IDVM ALERTING MPUI OF THE INTRUSION ....cuuiuiiiiitieieee e eeeeeeee e eeans e aneenees 128
FIGURE 7.42 SERVICE ACCESS ATTACK LOGGING INFORMATION OBTAINED FROM LDB .......... 129
FIGURE 7.43 RANDOM CONNECT REQUEST AND RESPONSE (SAFE CONNECTION)................. 129
FIGURE 7.44 RULE MATCH REQUEST RECEIVED BY BISFROMBLA.......ccoiiiiieeee, 130

FIGURE 7.45 TDDB, AFTER A SAFE RULE MATCH REQUEST FOR CONNECTION FROM BIS ...... 131
FIGURE 7.46 CDB SHOWING THE CONNECTION TO THE REMOTE DEVICE AFTER GETTING A

POSITIVE RULE MATCH RESPONSE FROMBIS ..o 131
FIGURE 7.47 LDB AFTER GETTING A RANDOM CONNECTION ATTACK FROM BIS.................... 132
FIGURE 7.48 NTDDB AFTER GETTING A RANDOM CONNECTION ATTACK FROM BIS .............. 132
FIGURE 7.49 RANDOM AUTHENTICATION REQUEST AND RESPONSE .....cuviviviviieeitieerieeneevnen 133
FIGURE 7.50 LDB AFTER GETTING A RANDOM AUTHENTICATION ATTACK FROM BIS............... 134
FIGURE 7.51 RANDOM SERVICE ACCESS REQUEST AND RESPONSE..........ccvvviiiiiieeiieeneeinnn 135
FIGURE 7.52 LDB AFTER GETTING A RANDOM SERVICE ACCESS ATTACK FROM BIS.............. 136
FIGURE 7.53 SAFE REQUEST/RESPONSE SESSION BETWEEN BLAAND BIS ......coiiiviiinnnennn, 137
FIGURE 7.54 BIS GETTING THE INDICATION THAT REQUEST IS DISCARDED BY BLA................. 138
FIGURE 7.55 LDB AFTER SENDING A DISCARD REQUESTTOBIS.....ccciiviiiiiieee, 138
FIGURE 8.1 BLA TEST RESULT: LOG FILE SHOWING INTRUSION DETECTION .....cuvvuienieniineineness 144
FIGURE 8.2 BLA TEST RESULT: INTRUSION DETECTION ALERT IN USER INTERFACE................. 144

11



Acronyms and Abbreviations

The following is a list of acronyms and abbreviatidhat are used commonly throughout this

dissertation.

ACL Asynchronous Connectionless Link
AM Authentication Module

AM_ADDR  Active Member ADDRess

API Application Programming Interface
ARP Address Resolution Protocol

BBMI BLA - Bluetooth Module Interface
BD_ADDR Bluetooth Device ADDRess

BIS Bluetooth Intrusion Simulator

BLA Bluetooth Logging Agent

CDM Connection and Disconnection Module
CDB Connection Data Base

CF Compact Framework

CPU Central Processing Unit

CTP Cordless Telephony Profile

DUN Dial-up Networking

DoS Denial-of-Service

EPROM Entrepreneurial Programming And Research On Mqiitenes
ETSI European Telecommunications Standards Institute
FP Fax Profile

FTP File Transfer Profile

GAP Generic Access Profile

GOEP Generic Object Exchange Profile

GPS Global Positioning System
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GUI
GSM
HCl
HFP
HSP
ID
IDS
IDVM
IEEE
IMEI
P
L2CAP
LAN
LAP
LMP
LM
LDB
MAC
MITM
MMS
MPUI
NTDDB
OBEX
OPP
PC
PIM
PIN
PDA
PM_ADDR
POS
PPP

Graphical User Interface

Global System for Mobile Communication
Host Controller Interface

Hands-Free Profile

Headset Profile

Intrusion Detection

Intrusion Detection System

Intrusion Detection and Verification Module
Institute of Electrical and Electronics Engineers
International Mobile Equipment Identity
Intercom Profile

Logical Link Control and Adaptation Protocol
Local Area Network

LAN Access Profile

Link Management Protocol

Logging Module

Logging Database

Media Access Control

Man-In-The-Middle

Multi Media Service

Mobile Phone User Interface

Non Trusted Devices Database

OBject Exchange Protocol

Object Push Profile

Personal Computer

Personal Identification Module

Personal Identification Number

Personal Digital Assistant

Parked Member ADDRess

Point-of-sale

Point to Point Protocol
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RF Radio Frequency
RFCOMM Radio Frequency Communication

SCO Synchronous Connection Oriented
SDP Service Discovery Protocol

SDAP Service Discovery Application Profile
SDMDB Services and Device Mapping database
SIG Special Interest Group

SM Service Module

SMS Short Message Service

SP Synchronization Profile

SPP Serial Port Profile

SSID Service Set Identifier

TCP Transmission Control Protocol

TCS Telephony Control Protocol

TDD Time Division Duplex

TDDB Trusted Devices Database

UDP User Datagram Protocol

WAP Wireless Access Protocol

WAE Wireless Application Environment
WEP Wired Equivalent Privacy

WWWD World Wide Wardrive

14



Introduction

1.1 Introduction

Information technology has improved communicatidam the numerous services it provides
today, with Internet in particular being the mosed medium. The only predicament is that
this type of communication started taking placehwitires connecting the communication
mediums. In other words, there was a physical oblaconnecting the two people who were
communicating. A person using this type of commatian had to be at a specific place to
communicate, just like when using wired telephoridgs was one of the limitations that
wired communication faced. Wireless technology th@mrercame this restriction, and
communication is now performed by sending electgmetic signals through air. This

means that two or more communication mediums canext wirelessly.

Wireless technology, in its variety of forms, isapidly developing area of Electronics.

This technology has become extremely popular becaok its vast effectiveness,
communication infrastructure enhancements andiefify, greater mobility, and reduced
costs [1]. Furthermore, wireless technology allow$work managers to setup and enhance
networks without having to install or move wiresislused in a variety of new applications
which includes, but is not limited to Point of S4ROS) terminals, defense and access

control applications to enhance security, data mement applications, Global Positioning
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Systems (GPS) and Satellite communication systémeddition, it is the ideal replacement

for all the scenarios which can be accomplishedgugiired communication [2].

The mobile phone is the most used wireless dewctab This fact is not likely to change
any time soon, if ever. Mobile phones are easy appealing to use. They are also
comfortable and equipped with more or less eveapstdeature the modern user desires. The
research conducted by Entrepreneurial Programmimd)y Research on Mobile phones
(EPROM) shows the following statistics: There argm@sent more than 2.4 billion mobile
phone users globally and more than 1,000 new mgitthe subscribers are added every
minute. In 2005, the mobile phone consignment e®ed by 19 percent to 810 million units
and was expected to rise by 15 percent to 930anilinits in 2006 [3].

As according to Sir David Brown, Chairman of MotaoMobile phones on the market
today have the same processing power of yester®aysonal Computers (PCs) [4]. The
Bluetooth integration in mobile phones changedwags in which a mobile phone can be
used. “Bluetooth wireless technology is a shorgemnommunications system that takes the
place of cables, connecting portable or fixed eteit devices” [18]. Bluetooth-enabled
mobile phones are very powerful computing deviced,only useful for voice calls or text
messaging, but also for a much wider variety ofliappons. The incorporation of Bluetooth
in mobile phones has advanced the mobile commuaicgéchnology to such an extent that
mobile phone users no longer have to even toucghghene or take it out of their pocket to
receive or make a call. If they choose to answealla they can simply answer it with their
Bluetooth-enabled headset, leaving their phone tetely untouched. This is possible

through establishing a Bluetooth connection betwesadset and the mobile phone.

The recent development of Bluetooth watches frorssFoand Sony Ericsson affirms that
Bluetooth will make a big difference to our moblikes. These watches enable users to see

who is calling, and to silence or reject a caledily from the watch. Today’'s mobile phones

! Fossil http://www.fossil.corl the company offers a wide variety of fashionatiesumer products
which mainly includes a series of fashion watch
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have increasingly advanced features that somets@es to get in the way of the basic task
of making and receiving phone calls. When enaliemhswer and place calls without having
to hold the phone in our hands; we experience maltia improvement in the responsiveness

of our communications [5].

In spite of all the above-mentioned advantagesyrggcemains a big concern in mobile

phones. Wireless technology is tremendously exptsedcurity attacks and eavesdropping.
Bluetooth is not different in this [6]. The bas@dio communication medium for wireless

holds a serious exposure to attacks [7]. Inherdn¢tBoth security performance in mobile

phones is weak and a Bluetooth firewall is not labde by default [6]. Intruders thus use

Bluetooth as an outlet for launching serious intms in Bluetooth mobile phones. The idea
that there needs to be an additional Bluetooth rggcomechanism in mobile phones lies

behind this research, which is further motivatelbve

1.2 Motivation for this Research

The following motivated this research:

1.2.1 Crime through Bluetooth-enabled mobile phones

There has been a massive increase of wireless ragatp in the past few years and
Bluetooth wireless technology is growing at a fete [22]. Although Bluetooth-enabled
mobile phones are globally accepted, it also hamumber of disadvantages. The most
important disadvantage in particular is the crim@mmitted through Bluetooth-enabled

mobile phones.

Common criminal activities that intruders use Bhogh security vulnerabilities for include,
stealing valuable information from mobile phonesavesdropping on confidential
conversations and accessing mobile phone commadled#lysfrom the mobile phone. This
enables intruders to use the attacked phone ngttorrhake calls, but also to get access to
the Internet. Security vulnerabilities have disastr consequences for phone owners; they

are often heavily charged and even prosecutedifmirals’ anonymous activities.
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Recent incidents from south Manchester re-affirat thigh profile criminal activities are
happening through Bluetooth. The intruders in sddtimchester carry Bluetooth-enabled
mobile phones as they walk near parked cars thatarp expensive laptops or mobile
phones [106]. The intruders’ Bluetooth phones halgm find what they are looking for.
Once they find the devices, they try to compromisem through Bluetooth security

vulnerabilities.

This incident is picked from the hundreds of soptased crimes that are happening daily
through Bluetooth. The number of intrusions commaitthrough Bluetooth-enabled mobile
phones is increasing at a rapid rate and it iggh hsk to neglect them. The major financial
institutions and high profile business firms worldes are an easy target of intrusions. The
wireless technology and its vulnerability to cylmeime has become an acute sign of our
times [8].

Crime forms the primary motivation of this studyhel second motivation for the study

follows below.

1.2.2 Propagation of viruses and Trojans into corpo  rate networks via
Bluetooth mobile phones

Intruders today are increasingly targeting Bludtoohobile phones as a means for
propagating viruses and Trojans into corporate agdsv According to Greg Dey, a security
analyst at McAfee, monetary theft is extremelynate mobile phone payment systems. For
this reason, a major virus targeting the systentnig a matter of time [20]. In 2004, the
Cabir Worm SYMBOS_CABIR.A appeared on the Symbitages as the first mobile threat
[9]. Although the worm did not cause too much daeagproved the concept of mobile
worms. According to Vishal Dhupar, the Managingddior of Symantec India, there were
40 reported Symbian threats as of April 29, 200%esSE hazards consisted of 20 variants of
the Cabir virus, 8 variants of the Skulls Trojansl @ significant number of others. “Eighty
two percent of businesses worldwide agree that tleegider the damage from virus attacks

the same or greater on a mobile network than axed hetwork” [10, 11].
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A virus or Trojan in a mobile phone can easily camiate to the corporate network
and cause great damage. It can, for example, doarfydl corporate network and delete or
change valuable company information. Cardtrp isabila phone virus that is capable of
infecting PCs. Trend Micforeported this virus in September 24, 2005, andkeththe
beginning of the latest class of converged virugég Cardtrp virus spreads via Bluetooth
and Multi Media Service (MMS) messagel?]. If the mobile phone is equipped with a
memory card, then Cardtrp copies the Window's warsfi the virus onto the card. As soon
as the user of the mobile phone inserts the mermarg to his or her PC, the virus is
installed. If this virus is installed on a PC whishin a corporate network then ultimately the
full corporate network will be infected [12].

The second motivation for this research was indping propagation of viruses and Trojans
into corporate networks. The third motivation foetstudy follows below.

1.2.3 The inefficiency of the existing Blue tooth protocol implementation and

Bluetooth security manager in mobi  le phones

The inefficient implementation of the Bluetooth fm@ol stack in mobile phones is presently
the primary cause for the existing security issid® greater part of the Bluetooth mobile
phones on the market are subject to one or anotlpementation issue [14]. For example,
the Personal Identification Number (PIN) code ufmdauthenticating a remote Bluetooth
connection is too short or the default PIN is altazin majority of Bluetooth mobile phones.
Even though the Bluetooth security specificatioooramends a long PIN code (up to 16
bytes), many implementations limit the PIN lengitonly four digits. This procedure simply
makes it easier for an intruder to crack the PIhg @ attack the system [13]. The Bluetooth
OBject Exchange (OBEX) Protocol and Radio Freque@@mmunication (RFCOMM)

services uncovered severe performance issues.oBlhesecurity architecture also revealed

% Trend Micro Incorporatechftp://www.trendmicro.coil offers a variety of antivirus products and seesi to protect
the corporate network and to safeguard the seaufritye Internet content.
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a shared Master key for all Bluetooth devices ia fhiconets and a number of other

vulnerabilities [15].

Besides these vulnerabilities, the lack of propkreBoth knowledge among users is also

responsible for many intrusions. This gives wath next motivation, which follows below.

1.2.4 Bluetooth unawareness of mobile phone users

To a certain extent, many intrusions are a resuBloetooth unawareness among mobile
phone users. A large number of these intrusionpeaeentable if users turn Bluetooth to a
non-discoverable mode when they find themselvasniknown locations. The same should
apply when users are not using the Bluetooth feaifline users can also increase the security
of their devices and prevent critical informaticakage by not connecting with unknown
devices. However, it remains unrealistic to crd&iteetooth awareness in millions of mobile
users before they start using Bluetooth-enabledilmpiones [16]. Mobile phones should
be equipped with a solution to identify intrusicensd to give alerts to user as and when it

occurs.

The motivations explained thus far, makes it cthat it is highly important and necessary to
conduct this research. The intention of the re$esr¢o come up with a solution to address

the aforementioned problems.

1.3 Issues to be addressed

This research recognizes the significance of Bhtktsecurity in mobile phones. The key

issues that are addressed in this research ategather in the questions below.
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1.3.1 What is Bluetooth wireless technology and wha t is its significance

in mobile phones?

Bluetooth wireless technology connects electror@eices and enables seamless data and
voice communication by forming short range radioreections. The key traits of Bluetooth
are its low price and minimal power usage. In addjtBluetooth technology has gained
global acceptance and any Bluetooth-enabled devaom anywhere in the world, can

connect to other nearby Bluetooth-enabled devices.

Within a short period, Bluetooth technology hasdmee very popular. All major mobile
phone manufacturers are now providing the Bluetde#ture in majority of their mobile
phones. Data from the NPD Grdupveals that nearly one in six mobile phones dalihg
the third quarter of 2005 was Bluetooth-enabledieRioth Wireless Technology has greatly
expanded in the variety of applications used in ilegbhones and has played a significant

role in producing new applications in mobile phofieg.

However, with the popularity of Bluetooth technofomm mobile phones, intruders are
inclined to find new ways to compromise mobile pésithrough Bluetooth technology. This

has created the need to secure Bluetooth-enablbdenpiiones.

1.3.2 What is Bluetooth Security, and how important is it in mobile

phones?

Bluetooth security is a way to secure Bluetooth wamication between various devices.
The Bluetooth Special Interest Group (SIG) hasgmieed different security modes and

security levels in its security specification [18). Bluetooth security is of the uttermost

% The NPD GroupHttp://www.npd.corh focuses in providing market research informafama wide variety of
industries.
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importance in mobile phones. Manufacturers of nelpihones do currently determine the
level of Bluetooth security required and implemé&nHowever, a large number of mobile
phones on the market today have one or more Blttetadnerabilities. The intruders target
these vulnerabilities to access valuable infornmatianging from mobile phone address
books to significant corporate data. Subsequestlgh valuable information needs to be

highly secured in mobile phones.

To protect the valuable information in mobile phené¢here needs to be an additional
Bluetooth Security mechanism. The next sectionegkss this issue.

1.3.3 The provision of additional Bluetooth Securit y mechanisms in

mobile phones

Numerous Bluetooth security susceptibilities in melphones exist. This is either because
of weak security implementation or due to weaknesse the Bluetooth security
specification. Intruders exploit these securitynarhbilities and compromise mobile phones.
Current security mechanisms in mobile phones atecapable of fully securing mobile
phones. As the number and usage of Bluetooth-ethabteile phones increase, there needs

to be additional security mechanisms in mobile @son

1.4 Path to Bluetooth Logging Agent (BLA)

In this research, an attempt is made to conduetaildd study; to analyse the existing
Bluetooth security mechanisms, the Bluetooth s@carchitecture and the current Bluetooth
security vulnerabilities and limitations, whichelborated in chapter 3. The study is
extended to chapter 4 to identify the Bluetoothusibns and the viruses and worms created
as a result of flaws in the existing Bluetooth sgguAfter analysing each of the Bluetooth
intrusions, viruses and worms as identified in ¢eag, this research realizes that the
Bluetooth security issues in mobile phones carllbgiated if an extra Bluetooth security

mechanism exists at the mobile phone's user |&wel existing Bluetooth security products
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are then recoganized and studied to see if theyesive the current Bluetooth security
issues and vulnerabilities in mobile phones andbeansed as an additional security
mechanism to protect the mobile phones from inbnssi A detailed examination of each of
the existing Bluetooth security products are codaemechapter 5. The findings of this study
reveals that, none of the existing Bluetooth séggplutions are capable of resolving the
issues addressed in this research and offers dewséprotection in mobile phones. As a
result the need to develop an extra Bluetooth ggauechanism in mobile phones at the
user level arises; that could trace all the Blu#t@ctivities happening in the device and
instantaneously give alerts to the user as and Wieynoccur. The security system proposed
and prototyped in this research for this purposmlied the Bluetooth Logging agent (BLA)

which is further addressed in the research goathwisi as follows.

1.5 Research Goals

Existing Bluetooth enabled mobile phones do notehtne facility to capture anonymous
Bluetooth connections that are being targeted tdsvaélhem. It is very important that the
mobile phones should be equipped with a Bluetoetusty solution such as BLA that could
monitor and identify all Bluetooth activities anke the user of intrusions as and when they
occur. A security system at user’s level such a# Bl.needed to alleviate this problem so
that intrusions and anonymous activities can belagld by users. The main goal of this
research is to prove that, if an additional Bluétosecurity mechanism such as BLA is
implemened in mobile phones, then the current Bhtat security vulnerabilities and
intrusions can be alleviated and as a result, trexadl security in mobile phones can be

improved.

This research will provide comprehensibility onngsBLA in mobile phones by following a
specific research methodology.

The following section explains the resharethodology used to in this research.
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1.6 Research Methodology

The research methodology used in this researclkeosnination of mainly three approaches
that are typically used in the problem solving@ftware engineering projects. They are the

waterfall model, the prototyping model and the gatVe model.
The next sections discuss this research in comtdhrthe models.

The research begins, by adapting the process @rviat model. The waterfall model is a
systematic and sequential approach, in which thesldpment of the software is seen as
flowing progressively downwards through the phasksanalysis, design, implementation,
testing and support [114]. The research starts aithlyzing the feasibility of the research
and identifying the problem statement in chapterAmalysis is further continued into
chapter 2 and chapter 3 by giving a detailed extian of Bluetooth and the existing
Bluetooth security, its vulnerabilities and limitats respectively. The analysis of chapter 3
was led into chapter 4 by discussing the currettusions in Bluetooth that were created
from the existing security flaws. The researchhertprogresses into chapter 5 by discussing
the existing security solutions in Bluetooth andnparing these solutions in line with
problem statement of the research to propose di@olto the problem statement. After a
proper analysis has been carried out, the resediagbts the next process of design in
chapter 6 by designing the solution proposed fer rdsearch and each component in the
design is extensively explained.

The research, after the design process followsmbgwtion of the waterfall model and
prototyping model. In the prototyping model, thedtional prototype model is used in the
research. This model attempts to simulate the desigpugh a functioning prototype [114].
Chapter 7 explains the implementation of the desliigpugh a prototype, which is the BLA.
Through the BLA, the research attempts to proveifithis proof of concept is extended to
Bluetooth mobile phones and at a user level, therctirrent Bluetooth security issues can be
alleviated. After the prototype was implementedwds tested, thus coming back to the

waterfall model to verify that the expected resuléese achieved.
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The research then progresses into the last chhptadapting the test strategy which is
outlined in the next section for verifying and daliing the test results.

1.7 Test Strategy

The test strategy used in this research is baseth@gualitative research methodology.

The qualitative research is defined as “a procésmairy with the goal of understanding a
social or human problem from multiple perspectiwsiducted in a natural setting with a
goal of building a complex and holistic picturetioé phenomenon of interest” [115]. The
gualitative research uses, direct observation aobthe techniques for data collection and
analysis [116]. In this approach, photographs atithets are collected as one of the methods
for data validation [117]. By following this appi@a in this study, the screenshots and traces
of the Bluetooth activities in BLA are collectedtast data during the testing phase of the
BLA Prototype for analysis, which is elaboratedtiapter 7. The test data thus collected are
further analysed, verified and validated againsteakpected conditions to see if the proof-of-
concept implementation of the prototype is capalblkesolving the research goals. The

verification and validation of test data are furtelaborated in chapter 8.

The following section explains terminology thatlwdcur throughout this dissertation.

1.8 Terminology

The following terms are used frequently throughtbiet dissertation and their definitions are
provided in sections below. These terms will becassed in detalil later in the dissertation,

when they are encountered.

1.8.1 Bluetooth

Bluetooth is a wireless connectivity technologyngsshort-range radio frequency waves. It
is as an economical, wireless connection systenalfoclasses of portable devices which

includes but is not limited to laptops, mobile pasnPoint Of Sale (POS) terminals and
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Personal Digital Assistants (PDAs). In additionjsitalso used to wirelessly inter connect
Central Processing Unit (CPU), monitors, print&es;boards and mouse of a PC [18].

1.8.2 Bluetooth Mobile Phone

The ‘Bluetooth mobile phone’ is a mobile phone wah inherent (built-in) Bluetooth

functionality.

1.8.3 Bluetooth Protocol Stack

The ‘Bluetooth protocol stack’ is a group of pratbtayers that can bring about Bluetooth
wireless communication. A more precise definitiogplains Bluetooth protocol stack as a
layered set of functional units, which communicatga a particular protocol. This

communication ultimately depends on function. Thees each layer in a protocol stack has
clearly defined duties and responsibilities. Eaamyel also has clearly defined interfaces to

adjacent layers in the protocol stack [18].

1.8.4 Bluetooth Device Address

The ‘Bluetooth Device Address’ is basically an addrof a Bluetooth device. It is termed
the BD_ADDR and it is a 6 byte field which is usedecognize each Bluetooth device [18].

1.8.5 Piconet

Piconet refers to a group of Bluetooth devicestjdagether into a short-range network
through Bluetooth connections [18].

1.8.6 Inquiry

‘Inquiry’ is a procedure whereby a Bluetooth devsends out its inquiry messages to other
Bluetooth devices and waits for inquiry reply. Tdim is to discover other Bluetooth devices
that are within its area of coverage [18].

1.8.7 Discoverable Mode

‘Discoverable mode’ of a device refers to the maden that device is discoverable. This
means that a device communicating with anothercgewan ‘see’ or locate that device. It is

identifiable by any other device within a speciamge of that device. Another definition is
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as follows: A Bluetooth device is discoverable ill respond to inquiries. This means that

other Bluetooth devices in the area can discoserrgésence [18].

1.8.8 Non-discoverable Mode

Devices which are in this mode are not visibledantifiable to other Bluetooth devices and

they will not reply to any inquiry messages [18].

1.8.9 Logical Link Control and Adaptation Protocol (L2CAP)

This protocol is implemented in the L2CAP layertbé Bluetooth and it makes available
segmentation and re-assembly services which enkytps packets to pass across Bluetooth

links. It also allows multiplexing for higher layprotocols and services [18].

1.8.10 L2CAP Channel

An ‘L2CAP Channel’ is basically a logical connectiat the L2CAP level between two
Bluetooth devices and its purpose is to facili@tngle application per channel or a higher
layer protocol [18].

1.8.11 Bluetooth Connection

‘Bluetooth connection’ fundamentally refers to tBRietooth wireless connection between
two Bluetooth devices. Another definition is asldals: Bluetooth connection is ‘a
connection between two peer applications or hidgnggr protocols mapped onto an L2CAP
channel’ [18].

1.8.12 Link key

A link key is a secret security key which is shabgdtwo Bluetooth devices and is used to
protect the communication between them. A link kayhenticates one device to the
other [19].

1.8.13 Pairing

Pairing is a security procedure used to generadlitk key to safe guard the Bluetooth

communication between two devices [19].
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1.8.14 Personal Identification Number (PIN)

This refers to a user-friendly number that musebtered in the device to get the Bluetooth

access to a remote device and is the start ofdlmm@ process [18].

1.8.15 Trusted Device
This refers to a device that is trusted by the lla@evice and is flagged as trusted in the

security database [18].
1.8.16 Intrusion

In this dissertation, ‘intrusion’ is the most commhpused term. It is also known as ‘attack’,

hence the terms intrusion and attack will be uségf¢hangeably throughout the dissertation.
Although the meaning of this term is quite cleaisidefined as an ‘attempt to compromise
the confidentiality, integrity, and availability do bypass the security mechanisms of a
system’ [24].

1.8.17 Intrusion detection (ID)

ID is the process of capturing intrusion attempt<losely watching the activities occurring

in a system [25].
1.8.18 Intruders

Intruders are also known as attackers and hense th terms will be used interchangeably
throughout this dissertation. Intruders are ausiealior unauthorised users who may gain
access to a system by anonymously obtaining aaugists or by misusing the existing

access rights allocated to them [26].

1.8.19 Intrusion Detection Systems (IDSs)

‘IDSs’ are used to detect intrusions by the useanious intrusion detection approaches [27].
1.8.20 Vulnerability

Vulnerability is basically defined as part of atgyn that is easily exposed to damage [28].
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1.8.21 Virus

A ‘virus’ is essentially a program written with amension to cause disastrous results to the

system in which the virus program is running andefaicate itself to other systems [21].
1.8.22 Trojan

Trojans are analogous to viruses, with the except@at they are not powerful enough to

replicate themselves [23].

The research plan and layout of this dissertasqmrésented next.

1.9 Dissertation layout

This dissertation is organized as eight chapt@sapter 1 introduces the dissertation,
explains and motivates the research problem, pespdlse BLA model, identifies the
research goals, explains the research methoddesgystrategy and clarifies the terminology
used.

Chapter 2 provides the basic concepts of Bluetooth technglegplains Bluetooth protocol
stack and gives a better idea of Bluetooth prafillss addition, it discusses Bluetooth

applications in mobile phones and other devices.

Chapter 3 gives a general idea of the current Bluetooth sigcarchitecture. It points out the
issues in wireless communication, the limitatiorfsttoe present security architecture of
Bluetooth and the vulnerabilities and intrusionweng in Bluetooth-enabled mobile

phones. It also deals with Bluetooth security impdatation issues in mobile phones.

Chapter 4 analyses each type of Bluetooth intrusion in dleltaglso addresses the need for
an additional Bluetooth security mechanism.
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Chapter 5 proposes a solution to overcome the current vulnigias and intrusions. It also
attempts to compare the proposed solution withethisting security products in its bid to
prove the value of the research.

Chapter 6 explains the proposed solution in detail with atlioe of the overall development
process, the proposed design, explanation of iddalimodules and data flow diagrams.

Chapter 7 explains the prototype implementation for the psgmbdesign. The prototype is
also illustrated.

Chapter 8 concludes the dissertation by summarizing the itamaze of the study, verifies

and validates the research results, analyses #s@iity of implementing the prototype in
Bluetooth mobile phones and addresses the sctgrevis for future research.
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Overview of Bluetooth

For many people who use wireless devices, a dreaneg true because they are able to
effortlessly communicate with others. In this seemadifferent classes of wireless devices
communicate simply by entering each other's protimiThis state of wireless
communication enables one wireless device to futfile need of another. Although
Bluetooth wireless technology started at the outaet a simple solution for cable
replacement, it has now become an economic wiredekgion, satisfying the dreams and
requirements of many people. This chapter aimsréwige an insight into the Bluetooth

wireless technology.

2.1 What is Bluetooth?

Bluetooth is designed as a cable replacement témimausing radio waves to improve
wireless communication. It fulfills wireless intermections in the form of ad hoc networks
and synchronises the data and voice communicate&twden various wireless devices.
Bluetooth has become widely accepted due to its dost, low power consumption, low

complexity and robustness [29, 31].
In order to recognize Bluetooth technology andattures, one should first understand the

basics of this technology. A good starting pointhis history of Bluetooth, which is set out

below.
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2.2 The History of Bluetooth

Bluetooth wireless technology originated in 1994ew Ericsson Mobile Communications
started a study to examine the alternatives tac#ides that linked their mobile phones with
accessories. The study looked at using radio lidsause of its naive advantages over
infrared links, used previously to connect portatideices. The radio is not directional and

does not need line-of-sight, so it has obliviougaadages over infrared links [29, 34, 35].

The name "Bluetooth” was coined from the King - &idBlatand who ruled Denmark in the
tenth-century. The name was adopted because; tletdBth wireless technology is expected
to unify the telecommunications and computing irtides. Although, the name Bluetooth
was an informal name for the Bluetooth projechatame the trademark of this technology
and the Bluetooth Special Interest Group (SIG) 28,35]. The next paragraph elaborates

on this.

The Bluetooth SIG came in to existence in Febrdfd98 as a result of the efforts from
Ericsson Mobile Communications AB, Intel Corp., IBG&brp., Toshiba Corp. and Nokia
Mobile Phones, who were the core promoters of tdtbnology. The idea was to gain and
endorse acceptance for Bluetooth technology amtefime an open Bluetooth specification.
The core promoters released Version 1.0 of the tBaike specification in the website,
http://www.bluetooth.comn July 1999. The core promoters group was expamwiéh the

addition of Microsoft, Lucent, 3Com and Motorola December 1999 [29, 32]. These

members have been a critical factor to the sucakEBduetooth wireless technology as they

had influenced its direction and development. Tifigai “HB” for Harald Blatand was an

inspiration and became official logo for Bluetootthich is represented in Figure 2.1.

€3 Bluetooth’

FI6URE 2.1 THE OFFICIAL BLUETOOTH LO6GO [32]
(Courtesy: http://www.bluetooth.com)

The next section explains the technical specificetiof Bluetooth.
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2.3 Bluetooth Technical Specifications

The following sub-sections discuss Bluetooth techlhspecifications.

2.3.1 Spectrum

Bluetooth devices operate in the unlicensed indsscientific and medical (ISM) band at
2.4 to 2.485 GHz (Giga Hertz). In France it opesade 2.4465 to 2.4835 GHz frequency
range whereas in the rest of the world it operate®.4 to 2.4835 GHz [29, 31]. The next

section defines specification of range.

2.3.2 Range

The operating range of Bluetooth is determinedlbgscof Bluetooth device used which falls
into the following three classes [31]:

Class 3 devices — These devices operates withimarter.

Class 2 devices — These devices operate withimegars, and are mainly used in mobile

phones.

Class 1 devices — These devices operates withimiHérs.

2.3.3 Power

Bluetooth is designed with a view of minimal poveensumption and Bluetooth radios are

powered down when in inactive [31].

2.3.4 Data Rate

Bluetooth operates within 1 Mbps (Mega Bits perdel) data rate [31].

2.3.5 Connection Specifications

The Bluetooth connection setup procedures arellasvio[31]:
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A Bluetooth device can take the role of either avel or a master during the
connection setup. The device that initiates theraamcation, usually takes on the
master role and the slave device accepts the comatiom request.

« The master and slave device transmits or receimesven and odd time slots

respectively.

* Bluetooth ad-hoc networks called piconets are farteeshare the communication
channel. A piconet has a master device which centtte communication and
supports up to seven slave device.

* Bluetooth supports two data transfer modes. They &CO (synchronous
connection oriented) for voice transmissions and LAQasynchronous

connectionless) for data transmissions.

The next section analyses the Bluetooth protoeakst

2.4 Bluetooth Protocol Stack

The Bluetooth protocol stack was developed with dima of taking advantage of and re-
using existing protocols for different purposestte¢ higher layers. The following figure

illustrates the architecture of the Bluetooth pcotcstack.

34



Commands i m

FIGURE 2.2 BLUETOOTH PROTOCOL STACK [38]
(Courtesy: http://www.tutorial-reports.com)

As seen in Figure 2.2, the Bluetooth protocol staoksists of Bluetooth specific protocols
combined with non Bluetooth specific protocols likéser Datagram Protocol (UDP),
Transmission Control Protocol (TCP), Internet Pcoto(IP), Object Exchange Protocol
(OBEX), vCard, vCal and Point to Point Protocol FpPThe main advantage of this
structural design or architecture is the modificatof available applications to operate with
the Bluetooth Technology. It also grants accesscammonly used applications over
Bluetooth specific protocols. This architecture, @fiect, provides new applications and

existing applications (developed by different versjioto gain maximum benefit from
Bluetooth [36].

The protocol stack is categorised into four corgeta based on their functionality. The
protocols belong to the layers as presented ineT24l.
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Protocol Layers Protocols in Bluetooth stack

Bluetooth Specific Protocol Baseband, LMP, L2CAP and SDP

Layers

Cable Replacement ProtocoRFCOMM

Layer

Telephony Control Protoco| TCS Binary and AT-Commands

Layers

Adopted Protocols PPP, UDP/TCP/IP, OBEX, vCard, lyCa

WAP and WAEA

TABLE 2.1

Bluetooth Radio is at the bottom of the stack dadunction is to transmit and receive data
on the physical radio channel. The Bluetooth speatibn also recognizes a Host Controller
Interface (HCI) in addition to the above protocaydrs mentioned in Table 2.1. This layer
provides an interface between the higher layers siscL2CAP and RFCOMM and lower
layers such as Baseband and Link Management Ptaofiolet®) of the protocol stack. In
situations where the higher layers executes orsadevice’s processor and the lower layers
on the Bluetooth device, HCI acts as interfacingmaaism between these two devices. A
typical set-up is a Bluetooth card plugged intdCa I this case, the higher layers will run in
PC, the lower layers will be in the Bluetooth caadd the HCI component will provide the
necessary interfacing functionality [31]. The neefction gives an overview of the core

Bluetooth protocols.

2.4.1 Bluetooth Core Protocols

The core Bluetooth protocols defined by SIG areeBasd, LMP, L2CAP and Service

Discovery Protocol (SDP) and they are set outénfetflowing sub-sections.

2.4.1.1 Baseband

The Baseband layer’'s functionality is to provideplaysical Radio Frequency (RF) link
between two Bluetooth devices. It carries out sev@perations at the link-level according to
the higher-level commands from the Link ManagemBnttocol. Baseband offers two
different kinds of links between device, namely S&@ ACL links. ACL links are used for
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transmitting data where as SCO links are useddta dnd audio transmissions [36, 37]. The

following subsection clarifies the audio component.
2.4.1.1.1 Audio

A major function of Bluetooth is to be a carrier afidio information. SCO packets
encapsulate the audio data and the Baseband direates these packets. It does not make
use of L2CAP. The audio functionality enables tsage of built-in Bluetooth devices like
wireless headsets [36, 37]. Above the Basebandgubtis the LMP protocol, which is

explained in the next section.

2.4.1.2 Link Management Protocol

The LMP is responsible for creating, modifying, aredeasing links between Bluetooth
devices. LMP is also responsible for authenticaéing encrypting logical links. It also helps
to control the power modes and the connection statehe Bluetooth devices in piconets
[36, 37]. Above the LMP protocol is the L2CAP prood, which is described in the next

section.

2.4.1.3 Logical Link Control and Adaptation Protoco I

L2CAP operates over the Baseband, and it interfaggs SDP, RFCOMM and TCS. The
main purpose of L2CAP is to offer data servicestite upper layer protocols through
protocol multiplexing capability, segmentation améssembly operations and using group
abstractions. L2CAP layer presents logical chanfoalbed L2CAP channels), which permits
the applications and protocols above L2CAP to exghalL2CAP data packets up to
64 kilobytes in length [31, 36, 37]. As explainearler, SDP is one of the protocols that

interface with L2ZCAP protocol. The next sectionbeleates on this.

2.4.1.4 Service Discovery Protocol

The SDP layer is responsible for querying the sesvioffered by other Bluetooth devices.
Its main functionality is to discover the servieesl their attributes that are available in other
Bluetooth devices [36].
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Besides SDP, another protocol that has interfacgd W2CAP is RFCOMM. The next
section discusses this protocol.

2.4.2 Cable Replacement Protocol - RFCOMM

The cable replacement protocol-RFCOMM emulatesRBe232 ports functionality used for
transferring data and signaling. It operates over Bluetooth Baseband and provides
services for upper layer protocols that use sénialas a mechanism for transferring data
[36, 37].

The last protocol that interfaces with L2CAP is @S Binary. The next section explains
this further.

2.4.3 Telephony Control Protocols

The Bluetooth framework uses the TCS Binary and £bmmands to achieve its telephony
functions. The next sub-sections details theseopods.

2.4.3.1 TCS Binary

Telephony Control Protocol — Binary, TCS Binary lomgs how telephone calls transmit
across a Bluetooth link. It gives guidelines foe #hignaling to set up both point to point and

point to a multipoint calls [36, 37].

2.4.3.2 AT- Commands

A number of AT- Commands transmit control signals telephony and makes use of the
RFCOMM for data transmission [36]. Besides the a&bdluetooth specific protocols,
Bluetooth protocol stack reuses the functionalindscertain adopted protocols. The next

section explains these adopted protocols.

* RS-232 is an acronym for 'Recommended Standar23®. This is the EIA (Electronic Industries Assitin)
approved standard for communication via pc spaas.
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2.4.4 Adopted Protocols

The following sub-sections clarify the adopted pooils used by Bluetooth framework.

2.4.4.1PPP

The Point-to-Point Protocol (PPP) runs over RFCOlsiM is used to carry packets from the
higher layers across RFCOMM [36].

2.4.4.2 UDP/TCP/IP

The UDP/TCP/IP standards are provided to enableBthetooth devices to communicate
with other Bluetooth units connected and to user td®P/TCP/IP services, such as the
Internet. The Bluetooth unit in this case can waska bridge to the Internet. Internet Bridge
and OBEX use the TCP/IP/PPP protocol configurasinod the UDP/IP/PPP configuration is
used in WAP [36].

2.4.4.3 OBEX Protocol

Object Exchange Protocol (OBEX) is designed tovalttevices to exchange arbitrary data
objects. For example, a PDA might pull a file franmobile phone, or a mobile phone
synchronising an address book might push it inap&op. OBEX primarily makes use of the

vCard and vCal content formats to swap data [3, 37
2.4.4.4 WAP

This protocol facilitates the mobile devices to egx the Internet and to use telephony
services. In WAP protocol, the Wireless ApplicatiBnvironment (WAE) forms the top
layer of the architecture, and it provides an eainent for developing WAP applications.
The WAP is adopted as a part of the Bluetooth staclassist in the reuse of these
applications [36, 37].

Besides the Bluetooth protocol stack, Bluetoothickssare also equipped with Bluetooth

profiles. Bluetooth profiles guarantee interopeibiand prescribe the use of Bluetooth

specification in applications. The next sectionegivan overview of Bluetooth profiles.
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2.5 Bluetooth Profiles

Bluetooth profiles refer to a set of procedures gteould be followed when developing
applications over Bluetooth. The aim of the pr&file to make sure that different Bluetooth
devices from different manufacturers will be aldernteroperate [39, 40, 41].

The following sub-sections explain the major Bluetoprofiles.
2.5.1 Generic Access Profile (GAP)

GAP defines a basic set of procedures that all 8ate devices use both in handling

connections and user interfaces [41].

2.5.2 Serial Port Profile (SPP)

SPP defines how the serial ports should be emuiatBtlietooth products. By adopting this
profile, the applications that use serial ports wank over Bluetooth [41].

2.5.3 Service Discovery Application Profile (SDAP)

This profile specifies how a service discovery aagtion should be supported in Bluetooth
products [41].

2.5.4 Generic Object Exchange Profile (GOEP)
This profile defines how the Bluetooth devices iempént the OBEX data models [41].
2.5.5 Object Push Profile (OPP)

This profile defines the Object push use case wiislolves the pushing, pulling and

exchanging of data objects between Bluetooth de\&®].
2.5.6 File Transfer Profile (FTP)

This profile defines the wireless file transfer wsse which involves the transferring and

browsing of files in Bluetooth devices [40].
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2.5.7 Synchronisation Profile (SP)

This profile defines how to facilitate the data dyronisation between Bluetooth
devices [41].

2.5.8 Headset Profile (HSP)

This profile defines the requirements of the Blogiioheadset usage model between devices

such as headsets, mobile phones and laptops [39].

2.5.9 Hands-Free Profile (HFP)

HFP defines how to provide the hand-free usage himteveen Bluetooth devices [40].
2.5.10 Cordless Telephony Profile (CTP)

This profile defines how to support cordless tetaphin Bluetooth [40].

2.5.11 Intercom Profile (IP)

The IP defines the intercom functionality of Bluetto [39].
2.5.12 Dial-up Networking Profile (DUN)

This profile defines how Bluetooth can be useddresas a network by means of a Bluetooth
device which can provide a dial-up connection fearaple by the use of a modem or a
mobile phone [39, 40, 41].

2.5.13 Fax Profile (FP)
The Fax Profile defines the procedures for sendimgjreceiving faxes without wires [39].
2.5.14 LAN (Local Area Network) Access Profile (LAP )

The LAN Access Profile defines how Bluetooth desieecess a fixed network by the use of
Bluetooth LAN Access Points [39, 40].
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The next section explains the network topology usdsluetooth.

2.6 Network Topology

The Bluetooth network topology is classified asanpto-point connection or a point-to-
multipoint connection [29, 31].

The following sub-sections explain Bluetooth netvtmpologies.
2.6.1 Piconet

Piconet is defined as a collection of Slave deviopsrating together with one common
Master. The simplest piconet is formed when theeeaamly two devices to communicate,
and this scheme is illustrated in Figure 2.3.

FIGURE 2.3 BLUETOOTH PICONET (POINT-TO-POINT)

Another Piconet scheme involves multiple devices.tHis case, where multiple slaves
connect to the master, the communication topolaggomes point-to-multipoint and Figure
2.4 illustrates this [42].

FIGURE 2.4 BLUETOOTH PICONET (POINT-TO MULTI POINT)
(Courtesy: http://www.wirelessdevnet.com)
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In order to maximize the use of the available sp@&ct several piconets can co-exist exist in

the same area to form scatternets. The next sestjplains this.

2.6.2 Scatternet

A group of piconets that are joined together by smn members is called a scatternet [29].
Figure 2.5 illustrates the scatternets. The membeing the piconets can be Slaves on both

piconets and a Master of one piconet and a Slawanother.

Slave
Master Maste

Slave

Slave

FIGURE 2.5 BLUETOOTH SCATTERNETS

Figure 2.5 depicts two different examples of sea#ts. On the first scatternet, a device acts
as a master in one piconet where as it acts asva 8l another. On the second scatternet, a

device is a slave to two different masters.
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The next section discusses Bluetooth operatiomalguiures and modes.

2.7 Operational Procedures and Modes

Bluetooth devices operate by establishing connestiand exchanging data with other
devices in its range. A number of operational pdoces form piconets to enable subsequent
communications. The operational procedures and made relevant at different layers and
device can be in multiple modes and procedurehatsame time. The following sub-
sections give an overview of the operational pracesl and modes used by the Bluetooth

devices.

2.7.1 Inquiry Procedure

This procedure is used by the Bluetooth devicefinth out other Bluetooth devices in its
range. The Bluetooth device that tries to find othearby devices is called an inquiring
device. An inquiring device sends inquiry messamg/ely; other Bluetooth devices listen
for the inquiry requests and they respond to tlgaiy messages and their by they will be

discovered in the process [29, 31].

The next sub-section explains the procedure ofnEagi
2.7.2 Paging Procedure

The paging procedure is also known as connectiogegiure. In this, the device which

initiates the connection or page procedure seng® paessages to other devices in its
vicinity; other device stays in the page scanningder In page scanning, the Bluetooth
device is waiting for paging or for a connectioguest from the other device and respond to

the paging message [29, 31].

When the paging succeeds, the devices enter iatoahnected mode; this is described in the

next sub-section.
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2.7.3 Connected Mode

After a successful connection procedure, the devace physically connected to each other.
In connection mode, there is a physical link betwt®e devices and there are logical links.
When in the connected mode, it is possible to eraat release additional logical links, and
to change the modes of the physical and logic&sliwhile remaining connected to the
piconet physical channel. It is also possible fog tevice to carry out inquiry, paging or
scanning procedures or to connect to other picom#tout having to disconnect from the

original piconet physical channel [29, 31].

Now that the operational procedures and modes wétBbth technology are explained, the

next section will highlight the applications of Blwoth technology.

2.8 Applications of Bluetooth Technology

Bluetooth has remarkable applications and a hugengal in information transfer and
synchronization especially in confined settingse Tollowing sub-sections are only a small
representation from numerous Bluetooth applicatitmdhe near future, a huge increase of
more complex Bluetooth applications can be expel@2gd43, 44].

2.8.1 Infotainment

Bluetooth integrated infotainment systems can comoate with Bluetooth in mobile
phones to access data. The Global System for M@wifamunication (GSM)modules may
use this data, their by avoiding the need for atfiteshal SIM card. A Bluetooth hands-free
profile implemented in the car can establish Bla#tacconnections with the mobile phone of

the user, and it also allows the user to make tifeecsame mobile phone in different cars.

> GSM is a mobile phone technology based on Timesiin Multiple Access (TDMA).
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2.8.2 Load Truck Management

Load trucks use PDAs as a user interface for névigaystems and fleet management. The
PDA may connect to the system via Bluetooth; arfdoke related information might also be

supplied to the PDA via Bluetooth.

2.8.3 Diagnostics

The replacement of cables with Bluetooth connesti®implifies diagnostic equipment for
vehicle repair. For example, serial cables areagable by Bluetooth links and the data can

be exchanged from the vehicle and the diagnostiagpeent
2.8.4 Medical

Bluetooth has noteworthy benefits in the medicaldfi Bluetooth is extensively used to
monitor the activities of patients remotely, to wap the biometric data wirelessly and in

medicine dispensers.
2.8.5 Automotive

Bluetooth can remotely control audio or video equapt of a car. However, the main usage

of Bluetooth in a car is the hands-free telephony.

2.8.6 Point-of-sale payments

The Bluetooth-enabled mobile phones and PDAs aensively used as a method of

payment in point-of-sale (POS) terminals.

Apart from the above-mentioned applications, Blo#tdechnology has a wide range of

applications which are explained as follows.
* We can eliminate the involved and monotonous dutyestablishing network

connections between the computing devices in aerpmde if we setup the
enterprise with a Bluetooth network installation.

46



» With the usage of Bluetooth device one is not gairstd to work in fixed locations
as the Bluetooth device can establish connectiatisother devices in its range and
can make the computing very easy

* By using Bluetooth, the peripherals of a PC ordaptan be interconnected

wirelessly.

* With Bluetooth, mobile phones and digital cameras send still or video images to
photo processing kiosks and get the prints insteaatasly.

» Bluetooth phones support the three way phone use é4 home, it can be used as
a portable phone, when the user moves betweenspladenctions as a mobile
phone and when the phone comes within the vicwiitgnother Bluetooth enabled
phone it functions like a walkie-talkie.

* Bluetooth is very handy in business conferencesmeadtings in that it can send

documents and exchange business cards instantéyneous

* The Bluetooth headset can be connected to the enplbibne or any Bluetooth

computing device to keep us hands-free for doihgmoimportant tasks.

» Bluetooth offers automatic data synchronizationween various computing
devices.

* Bluetooth is also used in a wide variety of appi@as in the airline industry and
hotel industry.

Now that the applications of Bluetooth technologwé been explained, the next section

summarises this chapter.
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2.9 Summary

Although Bluetooth started as a cable replacemesthnblogy to improve the

communication, it has become one of the most pawdechnologies and a day-to day
necessity. This chapter explained the technica sifi Bluetooth, including the technical
specifications, Bluetooth protocol stack, Bluetoptiofiles and Bluetooth operations and
procedures to get a better understanding of theafmentals of this technology. Bluetooth is
now extensively adapted in industries, including thedical, travel and hotel industries.
Bluetooth is also used in pay-point sales, in oay-tb day lives and in many real time
operations. This chapter thus explained Bluetogiplieations and the benefits in using
Bluetooth.

Although Bluetooth has been slowly accepted imtfaeket, it is now starting to become
more and more prevalent. Since it satisfies theénpirgary need of closer range connectivity,
it has a very high potential. However, Bluetoothigh reputation is also linked to several
security vulnerabilities, which are explained ie thext chapter.
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Bluetooth Security, its
vulnerabilities & limitations

Wireless communications significantly improvedee communication infrastructure in
organisations and offers users many benefits.Véia wide range of different capabilities
for various uses and requirements. The four keyefitsnof wireless technology identified

are as follows:

1. Increased efficiency — Improved communicatieasl to faster data-transfer and the
result is in increased efficiency.

2. Portability — With wireless communication, thels no need to carry cables or
adapters when moving from one place to another.

3. Greater flexibility and mobility for users — Wless communication devices can be
easily networked. As a result, people can work ttoge even if they are in remote
places.

4. Reduced costs — Wireless communication is ivelst cheaper to setup and

maintain than wired communication.
Regardless of all these advantages, wireless dewiee less secure than the wired devices

and Bluetooth is not any different [29]. The maeason for this is that the underlying

communication medium employed in wireless devitkee (adio waves) is easily accessible
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to intruders. However, as with any wireless tecbgy] Bluetooth is also equipped with its
own built-in security mechanism. This chapter stady of the Bluetooth’s built-in security
mechanism, which is fundamentally in the form @&dquency hopping, authentication and
encryption. This chapter analyses wireless secwutyerabilities in general, as well as
Bluetooth security vulnerabilities, the limitatioref Bluetooth security and the current
Bluetooth security implementation issues in moplenes.

3.1 What is Bluetooth Security?

With the attractiveness of features that Bluetowaileless technology today presents in
various Bluetooth-devices, it is clear to see tbegganisations use Bluetooth devices
extensively. Just like laptops and PCs, Blueto@¥iats such as mobile phones, PDA’s and
other resource constrained devices are accompysimportant tasks. As a result, the
information residing in these devices is very oftamfidential, highly sensitive and very
valuable. This type of information thus needs to thghly secured. Bluetooth security
essentially is a way of securing the communicabietween different Bluetooth devices and

a way of protecting the information residing in Bleetooth-enabled devices.

The three main security mechanisms used in Bluetac frequency hopping, authentication
and encryption. These security mechanisms are slisduin detail in the following sub-

sections.

3.1.1 Frequency hopping

The design of Bluetooth allows it to function imigént radio frequency settings. Bluetooth
utilizes a speedy frequency hopping scheme to sethw Bluetooth link, and to make it
robust during communication. Comparing to otherelgiss technologies using the same

frequency band, the Bluetooth radio uses fastes laogd shorter packets [49].

3.1.2 Authentication

Authentication in Bluetooth security is in the fowha ‘challenge-response’ scheme which
uses the challenge-response protocol. The chalegg®nse protocol authenticates devices

by verifying a secret key in the devices calledBhatooth link key. There are two devices

50



in the authentication procedure. They are the @ainand the verifier. The claimant is the
device trying to prove its identity, and the vesifis the device validating the identity of the
claimant. The authentication procedure is uni-diod@l, in other words, the procedure
repeats with the roles for verifier and claimantitshed over to achieve mutual

authentication [29].

3.1.3 Encryption

Besides authentication, Bluetooth uses the enamypsecurity mechanism to obstruct
eavesdropping on the air-interface. Encryption eutst the payloads of the packets
exchanged between two devices. The Bluetooth spatith permits three different

encryption modes. These modes are as follows:

* Encryption Mode 1 — There is no encryption on aaffit.
* Encryption Mode 2 — The broadcast transmissionotspnotected, that is not encrypted.
Traffic is encrypted according to individual linkys.

» Encryption Mode 3 — All traffic is encrypted accorgl to the master link key.

The next section gives an outline of the Bluetessburity architecture.

3.2 Bluetooth Security Architecture

With the purpose of providing usage protection eridrmation confidentiality, Bluetooth is
set with its security mechanism both at the apptiodevel and at the link level. At the base
of Bluetooth’s security features is a secret lirgy kwhich is shared by a pair of devices.
When the two devices communicate for the first tim@airing procedure generates this key.
To keep transmissions secure and robust, Bluetoatkes use of frequency hopping. This
not only improves transparency but it also redueasesdropping by permitting only
synchronised devices to communicate with each o#iieBluetooth devices have individual
addresses called the BD_ADDRESS, hence each deaneidentify the other device

connecting to it.
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The initialisation process in Bluetooth devicessuaePersonal Identification Number (PIN).
This PIN is known as the ‘Bluetooth passkey’. TH&l Rength can be up to 128 bits (16
bytes) [29]. The following sections explain the &looth security in more detail.

3.2.1 Bluetooth Security Modes

According to the Bluetooth specification, Bluetoadlevices mainly have three security
modes [19, 52, 53]. They are as follows:

Security Mode 1 - Non secure mode

Security mode 1 is the most insecure mode. Devrcéisis mode do not have any security
procedure and the security functionality is enyireypassed. The Bluetooth device in this
mode is in a promiscuous state or in a discovergian®dhis permits other devices to connect
to it. This mode is mainly used by applicationd th@ not need any security. An example of

such an application is exchange of business cards.

Security Mode 2 - Service level enforced security ode
In this mode, security is imposed in devices afiet2CAP connection is established.

Security is enforced in Mode 2 after L2ZCAP conratis established between the devices.

Security Mode 3 - Link level enforced security mode

Mode 3 enforces that devices commence securityedruaoes before setting up an L2CAP
connection. This security procedure is the inbsdturity mechanism in the device. This
mode also supports encryption and authenticationgua secret link key. A pairing

procedure generates this key when the two devmesnuinicate for the first time.

Apart from the above three security modes, Bludtadso has security levels for services

and devices. These are explained in the followegjisns.

3.2.2 Bluetooth Security Levels

The following sub-sections discuss Bluetooth séglgivels.
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3.2.2.1 Authentication and Authorization

Authentication is the process of identifying thevides before a connection takes place.
Authentication takes place via the secret link lkeyby pairing [19]. The next section
explains pairing in detail.

Authorisation is the process of validating whethgrarticular device has access to a service
on another device. Devices that are allowed a@esknown as the trusted devices, and will
be indicated as trusted. Unknown devices will htovdirst acquire authorisation from the
user before accessing a service. Authorisation also be provided automatically by an
application [19].

3.2.2.2 Pairing and Bonding

The Bluetooth Generic Access Profile (GAP) calls tfevices that recognise that they share
a link key as ‘bonded’. Bonding refers to the digpstep procedure to create a relationship
based on a common link key. Bonding means the lisk created particularly for the
purpose of creating and exchanging a common link Ker the period of bonding, the link
managers verify that they share a secret key tihraughentication. After authentication, the
link managers create and exchange a link key. Ttelével procedures of authentication
and link key generation are collectively calledripay. Bonding may involve higher layer
initialisation procedures as well as link levelpal. The term ‘Bluetooth Bonding’ is used

at the user interface level, to refer collectiviel\bonding and pairing procedures [29].

3.2.3 Bluetooth Security Architecture

Bluetooth Security is typically implemented in dess according to Figure 3.1.
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FIGURE 3.1 BLUETOOTH SECURITY ARCHITECTURE [19]
Courtesy: http://www.bluetooth.com)

The main component in the security architecturtnéssecurity manager. The functionalities
performed by this component are given below.

» Store security related information in the serviatablase for all the services.

» Stores security related information in the deviatabase for all the devices in range.

» Grants or denies access requests using applicatidnsprotocol implementations.

* Imposes encryption and authentication before aection takes place.

» ltinitiates to set up a trusted relationship frardevice by processing the inputs from
a human operating device called the External SgcGontrol Entity(ESCE)

» Starts the pairing process and obtains the PIN #&GE or an application.

The next section discusses the vulnerabilitiesiofless security.
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3.3 Wireless Security Vulnerabilities

By entering even into the remotest parts of theldyowireless technology serves many
convincing human purposes. The IEEE 802:ikeless standards have gained vast public
acceptance and are becoming more widespread imé#rietplace. The deployment of
wireless networks gives customers, partners andoyeps the freedom of mobility from
within and outside of an organisation. Wirelesshtedogy assists businesses in becoming
more productive and effective. It decreases an rosgion’s, costs, improves its
relationships with its business partners, and @traew customers. Conversely, wireless
technology also brings many security vulnerab#itiassociated with traditional wired

networks. The following section addresses thesel@ss security vulnerabilities.

3.3.1 WarDriving

The name ‘wardriving’ was adopted from ‘war diaflings the name suggests war dialing is
the method of using a modem connected to a compatdral telephone numbers (often
sequentially, for example dialing 011-2345844 fa#al by 011-2345845, and so forth) to
locate other computers that are connected to modédis Wardriving uses the same
concept; the only difference is that, it is usedwireless networks. Using a Global
Positioning System (GPS), a notebook computer witteless functionalities and special
software, an intruder can find other wireless ascggints. The special software stores
latitude, longitude and configuration of the acgesmts found along the driver’s route [55].
Once the access points are discovered, the intruskes a software program to map the
results of the wardrive. Based on these resultstatistical analysis is carried out. This
statistical analysis can be of one drive, one aoeaa general overview of all wireless
networks. The concept of driving around to findeléiss networks probably began the day
after the first wireless access point was set\Wardriving became better known when Peter
Shipley, a computer security consultant in Berkelgglifornia automated the process. In

2000, Shipley performed an 18 month survey in BlegkeHis results were presented at the

® Institute of Electronic and Electrical EngineeSKE) is an organization that promotes electricajieeering world
wide. |IEEE has fostered many standards, inctuttie IEEE 802.11 standard for wireless LANSs.
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DEFCON hacker conference in July 2001. His main intenti@s to make people aware of

the insecurity of wireless networks. This laid thendation for the ‘true’ wardriver [54, 55].

Reports by WorldWide Wardrive (WWWD) 4 in June 20@4ealed that 61.6 percent of all
wireless access points put forward to the WWWD riorwere broadcasting data with no
encryption enabled. In other words, anyone listgmincould easily view the data or packets
sent by these wireless devices. Usernames, passworddit card numbers and other
sensitive information could be included in the datae study furthermore revealed that 31.4
percent of the logged access points were usingiieSarvice Set Identifiers (SSIDsyhich
made them easy to find and access. It showed th&t fercent were using no encryption
with default SSIDs [54]. Wardriving is the firsegtperformed prior to an intrusion or attack.
The following sections explain various intrusions atacks occurring in the wireless

domain.

3.3.2 Denial of Service (DoS) attacks

DoS attacks are attacks that prevent users framsamg available services that they have.
A DoS attack can be performed by flooding the nekwwith faulty packets to group
legitimate traffic and to cause systems not to oedp[55]. Wireless networks are more
susceptible to DoS attacks. The cause may be duaritwus factors, like limited bandwidth,
communication medium (open radio waves), mobilitg gpoor routing functionalities [56].

It is difficult to prevent DoS attacks in wirelesstworks. Protection against these attacks is
also complex. Such attacks can cause a severe ddéigra in terms of the achieved
throughput and latency.

DoS attacks fall into two types, those that ar¢hatrouting layer and those that are at the
Media Access Control (MAC) layer. The side effeofsa routing layer-DoS attack in the

"DEFCON fttp://www.defcon.or}jis the world's largest annual hacker conventigig annually in Las Vegas.

8 SSID is unique identifier of length 32 charactattached to the header of packets sent over aNhat acts as a
password when a mobile device tries to conmetttd BSS (Base Station Subsystem). The SSID elifteates one
WLAN from another.
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wireless network are deterioration in the qualitythee connection, frequent route failures,
performance degradation and loss of packets. Tineapy side effect of a MAC layer DoS
attack is battery drainage of the devices in threless network.

The next section explains man-in-the-middle attacks

3.3.3 Man-In-The-Middle attacks

Similar to the DoS attacks, Man-In-The-Middle (MITMttacks also occur more on wireless
networks than wired networks. In an MITM, an intends able to modify or insert a message
between two devices without both of the devicesdkng [57]. The main two MITM attacks

are eavesdropping and manipulation.

In eavesdropping, the intruder listens to the comation between different devices. The
result of eavesdropping is an information leak,which sensitive information can be
provided to a third party without the consent otuat owner of the information. In
‘manipulation attack’, the unauthorised informatioeceived through eavesdropping is
changed to suit the intruder. This information rbayspoofing an IP address, change a MAC

address or any other type of modification [55].

3.3.4 Address Resolution Protocol (ARP) poisoning

In ARP poisoning, objects that use TCP/IP as tbemmunication protocol are allowed to
identify the IP addresses of other hosts in thevoet The ARP will first broadcast a request
to a particular host to identify its IP address.eThost will receive the request and
acknowledge it. Then the source device will stbeeliost's MAC address and IP address in
its cache memory, so that future connections camaée from the reference in the cache

memory.

In ARP poisoning, the intruder sends illegitimaselets with a spoofed IP address claiming
that the IP address belongs to the intruder. Alhsmissions from the host are routed to the
intruder’s device and not to the actual sourcesMiil then allow the intruder's device to

eavesdrop on communications. Responses are evaputaed to intensify the intrusion.
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3.3.5 Wired Equivalent Privacy (WEP) intrusions

A very well known security scheme in wireless natgois the Wired Equivalent Privacy or
WEP authentication. The use of WEP implies that tleéwork is more secure than a
completely open wireless network. Nevertheless, W&PRarticularly inadequate for a
wireless network. The following paragraphs expthm reason for this.

In WEP, each encrypted frame uses an R&ream cipher that is decrypted at the access
point. The data is encrypted as follows: WEP ussscaet key called ‘WEP key’ and adds it
with a 24-bit piece of data called the initialinativector, or IV. WEP key is added with IV
because IV can be changed with each transmissiohnthés will increase the life of the WEP
key. WEP uses this with a random number generatardate the stream. At the receiving
end or access point this stream is recalculatedisamdmpared with the received data to
make sure of its integrity [55].

As WEP is wvulnerable, intruders use various teaesgto compromise WEP schemes.
Essentially, WEP intrusions fall under three categgo brute-force intrusions, passive
intrusions and active intrusions. In brute-forcgusion, determining the shared ‘WEP key’
will identify and exploit the key weaknesses witttie WEP Algorithm. In passive intrusion,
the intruder sniffs the packets and gathers validrmation such as the Access Point (AP)
configuration, the services running in the netwahle, encryption and authentication scheme
employed and the length of the ‘WEP key'. The activrusion focuses on injecting packets
into the current wireless stream. This is posswith the information collected from the
brute-force intrusion and passive intrusion [58].

Now that the general wireless security vulnerabsitare clearer, the next section focuses

specifically on Bluetooth security vulnerabilities.

%In cryptography, RC4 (also known as ARC4) is tleshwidely used and popular software stream cigherused
in popular protocols such as Secure Socketsrl(&® ) and WEP.
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3.4 Bluetooth Security Vulnerabilities

Bluetooth, together with other wireless networks) éorm ad hoc network that has different
security mechanisms and vulnerabilities [62]. In ah hoc network, there are no fixed

infrastructures. As a result, security in the vassl networks is also complicated. In securing
ad hoc networks, the role of authorisation and kenagement is significant. The most

vulnerable points of attack are trusted third paatyd identity-based schemes for key
agreement. However, it is possible to build a gaathentication mechanism for ad hoc

networks in most cases [62]. The use of propereiitation and encryption controls are

necessary when one refers to confidentiality. Witlgard to wireless communications,

attackers are able to sniff messages on the dwowitusing these controls. Integrity attacks
are similar to confidentiality attacks. They octlurough unintentional and intentional radio

interference propagation.

A large number of the mobile phones and other Bl devices on the market today have
critical wvulnerabilities in terms of Bluetooth seity. These Bluetooth security
susceptibilities are classified in to fundamentallnerabilities and implementation

vulnerabilities. The following sub-sections expléwese vulnerabilities.

3.4.1 Fundamental vulnerabilities

Bluetooth is no different from all the broadcastteologies that disclose some information.
Despite Bluetooth’s use of the encryption schemeide the contents of its message traffic,
it is still vulnerable to traffic analysis [51]. #ingle connection may not have much sensitive
information, but the possibility of sensitive infoation in a large number of connections
cannot be ignored. Although Bluetooth devices havemited range, sensitive Bluetooth

receivers can span across a greater distanceltbapérational distance.

Bluetooth is exposed to DoS attack [51]. In orderfdrm ad hoc connections with other
Bluetooth devices in its proximity, a Bluetooth devcontinually broadcasts its identity and
presence. This broadcast contains information ssdte Bluetooth Device Address and the

device name. It may also contain sensitive inforomasuch as the International Mobile
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Equipment Identity (IMEI). The device broadcastastantly until another device recognises
it. An intruder can therefore easily make use a$ thecurity vulnerability to track and
monitor the device. The next section explains imm@etation-induced vulnerabilities.

3.4.2 Implementation-induced vulnerabilities

Most of Bluetooth’s security implementations on ides rarely attain the security embedded
in the Bluetooth security standard or protocol.slikipartially due to the difficulty in
implementing the Bluetooth security standard amtlypdue to the improper Bluetooth
security implementations [51, 59, 60]. The followiparagraphs address some

implementation-induced vulnerability.

The Bluetooth security standard necessitates thatirgdy implementations include (a)
random inputs to key generation routines and (ljalisation vectors for performing
encryption. These values are either selected ralydonfrom the available sample space. If
this is not the case, the Bluetooth security im@etation may be less secure than what the
sample space might suggest. The majority of thetBhth devices do not tackle this issue,

and hence they are vulnerable [51, 59, 60].

When Bluetooth applications are implemented dew®pare prone to include extra
generality and flexibility. Intruders exploit thextra generality and flexibility to their own
benefits [51, 59, 60].

Bluetooth security PINs are of 1 to 16 octets (8 b 128 bits) in length, depending on the
degree of security required in applications. Althlouthe Bluetooth security standard
emphasises the use of long PIN codes, many Bluetseturity implementations use PIN
lengths only up to four. Bluetooth devices thatrid have any user interface for entering
PIN codes such as headsets, car-kits and moderasfirad pre-defined PIN codes that are
values like ‘0000’ or ‘1111'. These PIN codes candasily guessed and hence these devices
are indeed vulnerable [51, 59, 60].
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Based on the Bluetooth security specification, aueBloth device that uses
a unit key® for authentication and encryption can only use oni key for all its secure

connections at any given time. The above requirérmensing the unit key is a Bluetooth
security vulnerability and it opens the door fosgible intrusions. In the unit key scheme, all
the trusted devices participating in the group camication know the unit key. Hence, any
device can eavesdrop on any communication betwkendevices in the group. In a
Bluetooth group communication, the master devigsisildute the unit key to all the devices.
Due to this security vulnerability, any trusted @evcan compromise any other trusted
device, even the master device. Intruders exphatabove vulnerabilities and compromise
Bluetooth devices. The next section addressesthgsions occurring in Bluetooth devices,

especially in mobile phones.

3.5 Bluetooth Security limitations

Bluetooth security implementations are not at atistactory, and have some crucial
limitations [63]. The following scenarios demongtrahe limitations of the Bluetooth

security architecture.

» Scenario 1: Two Bluetooth devices (for example mabile phones) communicate

with each other to carry out a task such as filecByonisation [19, 61].

» Scenario 2: Two or more Bluetooth phones commuaieath each other to carry
out tasks for which security is not mandatory, sashexchanging business cards
[19, 61].

» Scenario 3: This would be in scenarios such as l@lenphone requiring access to
connect to a banking environment through a Bluétdiok. It will first connect to a
Local Area Network (LAN) Access Point. The LAN Aas=Point will connect to

10 A unit key labeled as K is basically a link key which is a 128 bit randaomber. The unit key is created once at
installation of the Bluetooth unit. Thereaftielis very rarely changed.
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the banking services via a wired or wireless LAMisTis a 3-tier configuration:
Tier 1 is the mobile device, Tier 2 is the LAN AssePoint, and Tier 3 is the
banking Services [19, 61].

Based on the three scenarios above, the followingtBoth security architecture limitations

emerge:

« Support for ‘legacy application's’ In all the scenarios, the legacy application will
not communicate with the Bluetooth security manag®ere is no security support
identified for legacy applications in Bluetooth.édrbfore, Bluetooth specific security
application must be implemented to set up secymibcedures with the Bluetooth
security manager on behalf of the legacy applica{ib9, 61, 63]

* It is not the user but only the device that is eatitated. If the user needs to be

authenticated, other security features will be ssapy [19, 61, 63].

» Scenario 1 defines no mechanism to cater for separghorisation of each service.
A more flexible security policy should be put irgoactice for this architecture. This
can be done by modifying the security manager dre registration processes,
without changing the Bluetooth protocol stack [89, 63].

» The approach will only allow access controls wheooanection takes place. The
access check can be asymmetric, but once a cooné¢akes place, the data will flow
bi-directionally. Bluetooth security architecturees not permit one direction flow on
the L2CAP channel. Bluetooth security implementagishould therefore also cater
for options to enforce unidirectional traffic. Suehforcement should occur at the
application level [19, 61, 63].

' When referring to legacy applications and datafiormation technology, we refer to those that hiagen inherited
from languages, platforms, and techniquesezatian current technology.
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» The Bluetooth reference security architecture isedaon the Bluetooth baseband
security procedure. Hence it only deals with thaeBboth link security and device
authentication. To ensure an end-to-end securitynascenario 3, the security
architecture proposes an end-to end solution. Bitietooth devices access services
such as those in Scenario 3, it is important teedam that there is appropriate
enforcement of security at both ends of the lin®][1f not, several passwords may
be required before the link is complete. This woungvitably increase user
frustration [61].

3.6 Summary

A strong security mechanism should be in placeafor technology that sends and receives
critical data. With the development of wirelesshtemlogies, the difficulty of implementing a
secure communication link is greatly increased eBlath has become one of a number of
‘hot and hyped’ technologies of the day [51]. Ndhstanding substantial investment in the
Bluetooth security specification, there are sélige security holes in Bluetooth security. For
example, Bluetooth devices can easily leak semsithformation. Despite the fact that
Bluetooth-enabled mobile phones are set with idtlBluetooth security mechanisms, as
explained in this chapter, it has serious seculéfects. The next chapter elaborates on the
current vulnerabilities and intrusions in Bluetoetmabled mobile phones.
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Bluetooth Intrusions

Chapter 3 discussed Bluetooth’s built-in securigs well as the limitations and
vulnerabilities of the built-in security mechanisifhis chapter offers an insight into the
intrusions occurring in Bluetooth devices. The dbajs organised into two major sections:
The first section focuses on the security vulnéitgds, threats and intrusions occurring in
Bluetooth devices, especially in mobile phones. 3&®ond section addresses the need for an
additional Bluetooth security mechanism. The tefimsuder and ‘attacker’ or ‘intrusion’

and ‘attack’ act interchangeably throughout thigpthr.
4.1 Bluetooth Intrusions

Bluetooth-enabled mobile phones are extensiveld lyethe public and they are definitely
making communication easier. Yet these phones ateersely vulnerable to various

intrusions [64]. Serious Bluetooth security flawscorred in the mobile phones of various
vendors [14]. The following section covers eachdBhoth security attack in detail, focusing

mainly on the attacks occurring in Bluetooth molpit®nes.

4.1.1 BlueBug

BlueBug is a Bluetooth security vulnerability fouma certain models of Nokia, Sony
Ericsson and Motorola phones [65]. Intruders taklwaatage of this vulnerability and
ultimately take control of the mobile phone undarusion. This security flaw is a serious
vulnerability, as it allows intruders to performetfollowing activities in the affected mobile

phone:
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® [nitiating phone calls

The BlueBug security vulnerability permits an imtew to initiate phone calls from a

vulnerable mobile phone. This means that an intreda ask a target phone to make a call
from that phone to the intruder’'s phone. The compsed phone can make a call silently to
the intruder’'s phone and once connected to thadetts phone; it provides a channel for the
intruder to listen to conversations on the compsaaiiphone. The intruder can also make

calls from the compromised phone [66, 67].

» Sending Short Message Service (SMS) to any numbend reading SMS from the
phone

The intruder may manipulate SMSs in the followinays.

 The victim's phone number may be obtained by sendm SMS to the intruder’s
phone from the victim’s phone.

+ SMSs may be sent to premium rate numbers via ttte@rws phone. This will result
in a great deal of financial loss to the victim.

« Reading SMSs from the compromised phone will léwdintruder to obtain secret
information of the victim.

« By sending SMSs from the victim’s phone to the gerprovider, which offers the
location tracking service, the location of the mictnay be tracked.

» Reading and writing phonebook entries
The intruder can manipulate this in the followingys:

« The intruder may analyse the phonebook of themai¢t find out the latest missed
calls and received calls.

» The phonebook entries may be changed to entriesHkney’ with an emergency
number 100.
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« After a list of phone calls have been made fromdbmpromised phone, the list of

dialed numbers may be overwritten.

= Setting call forwards

The intruder may change the call forward numberthercompromised phone.

» Internet Connection
An internet connection can be established by usirey BlueBug loophole. The illegal

injection of mail worms could take place from here.

» Forcing the phone to use a certain service provider
In busy places such as airports, service providansmake use of the BlueBug loophole to

register these phones to their network.

4.1.2 Bluejacking

Bluejacking permits the transfer of business cgmdSards) anonymously to Bluetooth-
enabled devices. It takes place without informihg tiser [68]. Bluejacking is a harmless
attack and the purpose of the attack is not td stemanipulate information, but to make the
user react or to ping the phone. The business btas a clever or flirtatious message in the
name field instead of a phone number [69]. Theuddrs would then send personal or
interesting messages to the phone. Bluejackingocdy be carried out if the sending and
receiving device is within 10 meters. In order twid Bluejacking, phone owners should
avoid adding an unknown receiver's details to tlmmintacts. By doing so, the intrusion
attempt will fail. If a device is set in non-dis@rable mode, it will also not be vulnerable to

Bluejacking.

Bluejacking originated as a gimmick and the purpeses to simply send anonymous
messages to other devices around the neighborlsomh marketing companies took on the
idea and started using it as an advertising tdmiotigh Bluejacking, advertisers could set up

Bluetooth devices next to advertising hoardingsmahops. It started being a useful medium
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to broadcast messages to passers-by. Although d8kiag seems to be an undamaging
attack, there always remains the possibility inestising that one shop can send messages to
tamper the image of other shops. A similar fornn¢rusion, namely BlueSnarf, is explained

next.

4.1.3 BlueSnarf

BlueSnarf is different from Bluejacking, in thatatlows data, such as telephone numbers,
calendars and diary entries, stored in a vulnematabile phone to be stolen by the intruder.
For an intruder to execute a BlueSnarf intrusitve, intruder needs to connect first to the
OBEX Push Profile (OPP). Bluetooth SIG specifiesPdBr the easy exchange of business
cards and other objects between Bluetooth devidesause authentication is not obligatory
for the implementation of OBEX service, the mapwutf Bluetooth mobile devices require

sufficient authentication. The BlueSnarf attack reeets to an OBEX Push target. It then
sends an OBEX GET request for known filenames saschielcom/pb.vcf' for the device’s

phone book [70]. If an improper Bluetooth implenaitn is present in the device, an

intruder would be able to recover all files whehe thame is either known or guessed

correctly.

4.1.4 BlueSnarf++

BlueSnarf++ is a variation of the BlueSnarf intars{71]. The primary distinguishing factor

is that; in BlueSnarf++ the intruder has full remdwrite access to the device's file system
when connecting to the OBEX Push Profile. Devidest tare vulnerable to this intrusion

usually have a full-fledged OBEX Push service immated through an OBEX FTP server
rather than a simple server that only supportsbaeduof the OBEX protocol. This permits

the intruder to connect to the device using an OBHR client. The attacker will then issue

commands that are used to communicate with a re§llR server. Through this intrusion,

the intruder may browse the full file system of ttevice, modify the files and also remove
them [72].
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4.1.5 BlueSmack

BlueSmack is a critical DoS attack and powerfuluggioto hang Bluetooth-enabled mobile
phones with instant effect. The Bluetooth L2CAPelagan request an echo from another
Bluetooth peer. This type of attack manipulatesabeve feature of the L2CAP layer. It also

considerably compromises the device.
4.1.6 BlueBump

A BlueBump attack entails pairing with another @evfor a simple service. Thereatfter, the
pairing is used to attack other services. To cautythis attack, the attacker would have to
get the victim to accept a connection for a trivil@ta exchange. It could be receiving a
business card, calendar entry, or a picture. Alterdata has been sent, the attacker will still
keep the connection open. This will enable theck#iato request a link key regeneration
after the victim has deleted the pairing. Aftereavrlink key has been produced, the attacker
would then have access to the victim's device atiame. The attacker thus would now have

full access to any of the services provided bwikhem's device [73, 74].
4.1.7 BlueDump

For an attacker to perform the BlueDump attack,Bbe ADDR of a set of paired devices
needs to be revealed. The attacker then spoof®fotie device addresses and connects to
the other. Since the attacker has no link key, dttacker's device will respond with an
'HCI_Link_Key Request Negative_Reply’ when the im& device requests
authentication. In some instances this might cuseompromised device to delete its own
link key and go into pairing mode [75].

4.1.8 BlueChop
The intention of this attack is to disturb a picbasing a device that is not in the piconet.
The attacker spoofs one of the device addresdtg ipiconet and links it to the master unit

disturbing the piconet. This is only possible ietimaster unit supports more than one
connection to a scatternet [76].
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4.1.9 HeloMoto

HeloMoto is a vulnerability that is only found imrae of the Motorola phones (hence the
vulnerability is called HeloMoto). During this attg the attacker manipulates the incorrect
implementation of the trusted device. This is aehik by first connecting to the

unauthenticated OBEX Push Profile, pretending todse vCard. The attacker then begins
sending a vCard, but the process is interruptedddgg this, the attacker's device is stored
in the 'list of trusted devices' on the compromigkdne. Once the attacker’'s device is in the
list of trusted devices, the attacker can connethé headset profile without authentication.

Hence, this way, the attacker can control the comsed phone [77].

4.1.10 Car Whisperer

The Car Whisperer attack compromises the carhéadsets, hands-free devices and other
Bluetooth devices inside a car. These devicesuaek interfaces to key in passkeys but are
equipped with a set of known passkeys that areinedjuduring the pairing process. In

majority of these cases, the passkey on these eevug '0000' or '1234', so the Car

Whisperer can easily guess these passkeys [78].aftheker can easily connect to these
devices from a long distance by using sophisticare@nnas and special purpose software
programs. Once a connection is established, thelkat can insert audio data into the car.
The attacker can also record audio from the caokibther devices, and may eavesdrop

conversations from people sitting in the car.

4.1.11 Warnibbling

Warnibbling refers to a hacking technique simitathte War driving attack. In Warnibbling,
the intruder maps the Bluetooth devices in the jpndy of the intruding device. The
intruder then extracts corporate or personal seasibformation from these devices [88].
According to Mr. Ollie Whitehouse, director of Seity Architecture @stake, Inc [88, 89];
Warnibbling can be carried out on a PC which isigged with the Linux Operating System
and a Bluez supported Bluetooth device [90, 91]riWdling was successfully performed
by Mr. Ollie Whitehouse using VMWare on an IBM T8dth an additional TDK USB
based Bluetooth transceiver [92, 93, 94]. Redfaraniexample of popular software used for

Warnibbling. Redfang permits intruders to find Blhuegth devices in the area, and permits
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intruders to access any data on the compromisededdvis also capable of finding devices

in its proximity, even when such devices are in-d@toverable mode [79].

4.1.12 Bluetooth viruses and worms

In addition to the above intrusions, virus writare finding Bluetooth devices (especially
Bluetooth mobile phones) the perfect platform furching viruses and worms. They take
advantage of Bluetooth security vulnerabilitiessforead the viruses and worms through

Bluetooth. The following sub-sections investigatedBooth viruses and worms separately.

4.1.12.1 Cabir

The Cabir worm infects Bluetooth mobile phones Hase the Symbian Operating System.
This system supports the Series 60 User InterfdadoRn [80]. This worm emerged on
14th of June 2004. It can only gain access to @svihat have Bluetooth and are in
discoverable mode [81]. The Cabir worm propagatés mobile phone as an installation
file. If the victim installs the file, the mobilehpne is infected with the worm. Once a Cabir
worm gets into its first mobile phone, it will immiately take control of the Bluetooth
functionality of the phone. It will also start ldok for other Bluetooth mobile phones.
When it finds one, it will replicate itself and tusl into the new mobile phone, which in turn

will begin its own Bluetooth scanning process fplicate to other phones.

The Cabir worm has many variants, which are moreggeieus than the original. The most
dangerous among them are the Cabir.H and Cabind. Tabir worm is able to spread to
only one mobile phone on every reboot, while theiavds Cabir.H and Cabir.I can
propagate to any number of Bluetooth mobile phaneats proximity [82]. Although these
worms do not destroy the data in infected phortesy tan block Bluetooth connections to

other devices. They can also rapidly drain the pfohattery [83].

4.1.12.2 Mabir.A

The Mabir.A worm is similar to the Cabir worm. lttacks mobile phones on the Symbian
Operating System, which supports the Series 60 ldsenface Platform. The Mabir.A worm
gets into mobile phones through Multimedia Servieessages and via Bluetooth. Once this
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worm gets into the phone, it will also spread tbeotphones in the vicinity through
Bluetooth. Apart from the above procedure, this mvowill capture SMS and MMS
messages in the infected phone and send itselfetonessage senders in reply to original

messages [84].

4.1.12.3 Lasco.A

The Lasco.A worm infects only mobile phones on 8yenbian Operating System. These
phones must support the Series 60 User InterfaatfoRrh. The Lasco.A is very similar to
Cabir.H and is embedded on the same source co@akiasH. The main distinctive feature
between Cabir.H and Lasco.A is the infection raeitifhe Lasco.A worm reaches the mobile
phone messaging inbox as an installation file,echllelasco.sis. When the user clicks the
velasco.sis and chooses to install the velaschlsjgshe worm is activated. It then infects
new devices over Bluetooth. In addition, this woni search for installation files in the
device and duplicate itself by infiltrating thosked. This worm will spread if the infected

files are manually copied to other devices or witéninstalled [85].

4.1.12.4 Commwarrior

The Commwarrior is a worm that is quite similaithe Cabir, Mabir.A and Lasco.A worms.
It can only infect mobile phones that are basedhenSymbian Operating System and are
running the Series 60 User Interface Platform. Wasm spreads through Bluetooth, MMS
or by an infected memory card inserted into a dewWwlthen the worm gets in the phone, it
reads the address book and then sends itself BBVES) message to the addresses obtained,
thereby also spreading to other phones. The insitall files that Commwarrior sends each
time are randomly named. As a result, users cammetarned to avoid installation files with

any particular name [86].

The Commwarrior worm has some variants, which dightty more advanced than the
original worm. Among these is Commwarrior.Q, whishby far the most popular and
dangerous. When it gets into a phone, Commwarriee@ls MMS messages from midnight
to 7 am to all the numbers in the infected phooefgact list. It uses a sent message to be

part of the MMS, so that the MMS looks genuine. ldger, Commwarrior.Q stops infection
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after 7am, as it becomes noticeable to the usdr [i8then begins scanning other phones to
infect via Bluetooth. Even though this worm doed damage the phone’s data, it is
classified as highly dangerous, mainly becausant@ause high phone charges by sending

off multiple messages.

The next section motivates the need for an additiBluetooth security mechanism to

safeguard devices from the existing vulnerabilities

4.2 The need for an additional Bluetooth Security

mechanism

The users of the Bluetooth devices realise therggdasues of Bluetooth only when they
fall victim to an attack. Bluetooth-enabled carsdnhecome very popular now; if a car's on-
board computer is compromised, this could put itheslof passengers and the driver at risk.
Similarly, insecure mobile devices enable anomalmde to spread extremely quickly via
Bluetooth. Nevertheless, some of the intrusions wWexe discussed in the previous sections
can be avoided by either switching off the Bluetodinctionality in the device, or by
keeping the device in non-discoverable mode. Taiistion is unappealing since it prevents
devices from using Bluetooth for legitimate appiicas. As a result, there is a need for a
permanent solution to improve Bluetooth Securityvides should be equipped with an
additional Bluetooth security mechanism, which wbble capable of defending against
possible intrusions and safeguarding devices agam€sting Bluetooth security

vulnerabilities.

4.3 Summary

This chapter presented wireless security vulnatasl in general, Bluetooth security
vulnerabilities and Bluetooth intrusions. From $&t#.2, it has become clear that Bluetooth
faces a number of security issues in the form wéigions and viruses. A serious problem in
Bluetooth which has no defense is the DoS attadkbough Bluetooth SIG is finding
solutions to this problem, the initial design tovellep Bluetooth may make this a difficult

problem to defend against. One can conclude hersaging that Bluetooth in its current
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state is incompatible for the transfer of sensitiata. There needs to be an additional
Bluetooth security mechanism to guard against iegjstulnerabilities and intrusions. The
next chapter proposes a solution to improve thstieg Bluetooth security mechanisms.
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Existing Bluetooth security
solutions

With the popularity and advancement of the wirelésshnology, mobile phones are
becoming more connected and subsequently more eapiosintrusions on a daily basis.
Mobile devices form part of a large wireless netbrat links together millions of wireless
devices. Considering the growth in Bluetooth-endlmebile phone adoption in enterprises
as part of the workforce, there are mobile commaenitmtives emerging from the financial
services industries, as mobile computing powereiases. There are also faster 3G mobile
download speeds and a much wider availability obitegohones. At the same time, there is

also a rapid increase in serious security intrusioimuses and malwares.

Bluetooth mobile phones are becoming more busiarabled and have been widely used
by the public network. Because of the wireless meatf these phones, it will become easy

for intruders to cause intrusions and for virugesgdread.

Bluetooth enabled devices are becoming the nexdrgéon Internet security threat because
of the broad number of unprotected, mobile phohbs&s scenario is becoming more of a
reality each day, with the addition of each newneuible Bluetooth enabled device. As the
mobile channel continues its phenomenal growth,dexities of security such as identity

theft, consumer privacy and fraud are also increpsapidly.

The mass adoption of wireless technology is losipged because of security concerns and

Bluetooth is no exception. Because of its develagnand use, it is critical to resolve
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Bluetooth security issues and Bluetooth is stidldaquate for the transfer of high-security
data. The number of intrusions and the extent ¢d tess clearly demonstrate the need for
improved security [95]. Even though mobile phones equipped with Bluetooth’s built-in
security mechanisms, various critical security eu#tbilities exist in the majority of mobile
phones. For this reason, these phones are easilgromised. Consequently, there is loss of
precious information, resources, time and finantoals, to name only a few. This fact

confirms the high need and the significance of Rlath security.

Intrusion risks may be reduced to a certain exté@tproper security policies
are implemented in mobile phones. In spite of titats not always possible to stick to
security policies consistently. This is due to thek of basic security awareness and an
understanding of Bluetooth technology among mopkene users [9, 96, 97]. Therefore,
there is a need for an additional security mecimanis tackle the Bluetooth security
vulnerabilities and to keep the Bluetooth commuticasafe. This chapter firstly explains
the existing Bluetooth security solutions to aviittusions in mobile phones. Secondly, it

discusses the proposed solution.

5.1 Existing Bluetooth Security Solutions

This section focuses on Bluetooth security prodi@tenhance the security in Bluetooth-

enabled devices. These products are explainedan delow.

5.1.1 AirDefense BlueWatch™

AirDefense BlueWatch™ is a security solution whidonitors and identifies all Bluetooth
enabled devices and the communication between Wgrm a specified range. This product
is ideal to be set up in organisations to deteet Btuetooth related security threats. In
addition, it can take up a proactive approach e grevention of intrusion into a network.
AirDefense BlueWatch also detects Bluetooth devig#is no authentication or encryption.
It furthermore also takes steps to close any sgcloop holes that may cause any security
breaches. It runs only on PCs and PDAs installed Windows 2000, XP or Windows CE
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and a Bluetooth adapter [98]. The next section a&mpl another Bluetooth Intrusion

Detection System (IDS) known as Red-Detect.

5.1.2 Red-Detect™

Red-Detect is an enterprise class wireless andt@®itie intrusion detection and prevention
tool from Red-M wireless security solutions. It sexs the wireless network and checks
whether an intrusion attempt has occurred in thevor. If so, it takes counter measures.
Red-Detect comprises of the following three compdstea group of Red-Alert PRO probes,
a central server and a Windows management con88e The Red-Alert PRO probes
capture all the wireless events on a 24X7 basikelt stores the data in a central server. The
central server then compares the captured dates tmternal knowledge base to correlate
intrusions. The purpose of the Windows managemensale is to present an interface to
manage all the aspects of the wireless traffidhan network. Since Red-Detect take care of
the security in a full wireless network, its usageideal for companies that use wireless
networks. It also works effectively in companiesittlare moving from wired to wireless

communications [100].

5.1.3 BlueAuditor

BlueAuditor is a network-auditing tool used to a#tand monitor Bluetooth devices in a
wireless network. It detects, monitors and displiksg information of any device within a
distance of 100 meters. BlueAuditor also permitsvoek administrators to review their
wireless networks against security vulnerabilitessociated with the use of Bluetooth
devices. BlueAuditor runs only on PCs or laptopstatied with Windows 2000, Windows
XP Service Pack2, Windows Server 2003 or Windowsta/and a Windows XP-compatible
Bluetooth adapter. BlueAuditor runs only on topvbErosoft Windows supported Bluetooth
drivers [101].

5.1.4 AirMagnet BlueSweep™

The AirMagnet BlueSweep is a Bluetooth securityltediich is very analogous to
AirDefence BlueWatch and BlueAuditor. This is a gle) user-friendly, Windows-based
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utility that can detect and monitor Bluetooth dedadn a wireless network environment,
within a range of 100 meters. It enables netwonkiadtrators to effortlessly discover and
track Bluetooth devices that are active in the oektwThis then authorises them to act
proactively to guard their network against potdntidnerabilities posed by those Bluetooth
devices. Network administrators are thus also edhtd quickly and easily find the service
or services that any detected Bluetooth devicaasiging or is able to provide. From this
they will know exactly what is going on in the g@iage over the network. At the moment, the
AirMagnet BlueSweep can only be deployed on POsmops installed with Windows XP
Service Pack2 and a Windows XP-compatible Bluetaathpter. It runs only on top of

Microsoft Windows supported Bluetooth drivers [102]

The next section sets out issues with the abowverisgesolutions and puts forward a new
Bluetooth security solution.

5.2 Proposed Bluetooth Security Solution

The previous section discussed the existing BlubttidSs used to improve the security in
Bluetooth devices. These IDSs mainly focus on detgadevices within a certain range.
They demand extensive human intervention in oraént out what intrusions are occurring
in the network (using the data captured from ther usterface). The intrusions are only be

detected once they have occurred.

All the IDSs are available either as a completelWware or software solution or as a software
only solution. IDSs such as Red-Detegtvv.red-m.comand AirDefense

(www.airdefense.ngtare very expensive and lack critical configumatatilities. Hence, they

fail to present important alerts to administrafd@0]. Even though they provide greater
technical support along with a more user-friendlgiface for configuration, monitoring,
and reporting, one of the biggest disadvantagéisask IDSs is their inability to change the
antenna [103]. Instead of just changing to a higfaém antenna, there is always the need to
buy more sensors to get more coverage. This cait res@n increase in the cost of
equipment, as well as an increase in the time retedeetup and maintain additional

devices.
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Existing security solutions are only suitable tomor and detect vulnerabilities that take
place in a full Bluetooth network. They are not @ble of detecting intrusions that are
targeted towards a particular device. In other wprithese security solutions are only
network based intrusion detection systems. Thedsigghortcoming is that none of the
existing Bluetooth IDSs can be deployed in mobhenes as they can only be used in PCs

or laptops.

A large number of mobile phones from different nielphone vendors on the market are
having one or another Bluetooth security limitatifid, 104, 105]. Even though vendors are
aware of these issues, they are not consideriag dritical. As a result, patches or fixes for
security issues are not made available regularlytil Wecently, the intrusions in mobile
phones have been proof-of-concept attacks, resdrioy weak transmission methods and a
reserved target device population. However, acogrdbo Bob Egan, chief analyst at
TowerGroup, mobile phones will gradually become tamet of fraud and identity theft
[106]. Some of the security issues may be correlgyeidstalling the latest firmware released
by mobile phone vendors. However, majority of mebghone owners do not upgrade
firmware from time to time. An upgrade in the firrake is inherently a complicated process
in some of the mobile phone models. The majoritynobile phone users also do not have

sufficient knowledge to upgrade firmware [107].

Even though numerous file scanners and malwarekdtecare available on the market for
use in mobile phones; they are not particularlyedié for detecting the Bluetooth intrusions
at the precise moment when an intrusion attempegstgkace. Examples of those on the
market include Trend Micro Mobile Security [108]yrBantec Mobile Security [109F-
Secure Mobile Security™ [110], McAfee Mobile Setyrjl11l], Gold Lock™ [112] and
Sophos Mobile Security™ [113]. Many intrusions iolmile phones occur without the user’'s
knowledge during the establishment of Bluetoothnemtions. Present mobile phones do not
have a solution for users to identify intrudersimirusions that occur while a Bluetooth
connection takes place from a remote device. ExjstBluetooth IDSs are also not
addressing this concept. If a mobile user is ableléntify an anomalous connection that is
taking place, then the user can be safe from mdnthese attacks. The importance of
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alerting the user of incoming connections is herelogerlined. The proposed solution

revolves around this concept.

The proposed solution to detect intrusion in Blogteenabled mobile phones is to
incorporate a Bluetooth Logging Agent (BLA) in migbphones. The BLA is efficient and
unique since it keeps track of all Bluetooth atida in the mobile phone. The BLA will
identify and alert the user of any intrusion andkena easy for the user to identify any

intrusion or unidentifiable Bluetooth connections.

5.3 Summary

As the prevalent use and recognition of Bluetoathtinues, there are concerns of security
vulnerabilities and privacy issues inherent in ttee of this technology, especially in the
mobile phone spectrum. Inadequate device resousoes lack of user awareness has
complicated this issue where the emphasis on desigatraints, functionality and ease of
use sometimes overshadow security concerns. Thistehdiscussed the existing Bluetooth
IDSs. Although there are some Bluetooth IDSs, thkl fis still only developing and so are

the products. Many products mainly concentrateindirfg devices within a specific range

and detecting where they communicate. As menti@tee, this brings about an increased
cost in equipment and an increase in the time tigpsend maintain additional devices. The
proposed solution is simple, cost effective and el highly useful, since it provides mobile

phone users with the capacity to protect their pisohe following chapter discusses the

proposed solution in detail.
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Bluetooth Logging Agent (BLA)

Bluetooth is an open specification for short-rangeless ad-hoc communication. As an
inter connective and new technology, Bluetooth dacaditional security problems, well
known from the distributed networks. Bluetooth heemehas to cope with these issues on a
new level because security issues in ad-hoc nesaamkmuch more complex, compared to
traditional distributed networks. Moreover, Bluetoaetworks are formed by radio links,
which suggest that additional security aspects babe considered when implementing
Bluetooth applications.

The focus of this research is on suggesting waysnfmove Bluetooth security in mobile
phones. This chapter puts forward the Bluetoothdirog Agent (BLA) model as a way to
improve the effectiveness of Bluetooth security nmobile phones. The information is
organised into three sections. The first sectioplams the overall BLA development
process, the second section explains the propdesidn created for the BLA, individual
modules of BLA and inter-communication between eaddule. The last section covers the

communication between the BLA and the embeddedt&tle module in mobile phones.
6.1 BLA Development Process

The BLA development process is organized as aacgridi the BLA architecture illustrated
in section 6.2. The core logic of BLA lies in therusion Detection and Verification Module
(IDVM) and Logging Modue (LM). The IDVM was firstesigned and developed, which

involved the identification and development of Ceation and Disconnection Module
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(CDM), Authentication Module (AM) and Service Modu{SM). These modules were then
interfaced through the appropriate request ancdressmechanisms. The LM was developed
further to monitor and trace the Bluetooth actestihappening in the mobile phone. The
BLA Database module was then designed and develtpestbre and filter the Bluetooth
activities and to facilitate the intrusion detentiof BLA. The Mobile Phone User Interface
(MPUI) module was further incorporated and populatgth the BLA user interface to

facilitate the communication between the mobilerghaser and BLA.
The IDVM, the LM, the BLA Database and the MPUI wehen integrated and interfaced

with the appropriate request and response mechanduaevelop the final BLA. Each of the

modules in the BLA Architecture is analysed in detathe sections that follow.
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6.2 BLA Architecture
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The numbers in the circles in Figure 6.1 repretkat message exchanges between the

different modules. The number to message mappiag fellows:

Update CDB

CDM /TDDB handshakes; Database update requesteeapdnses
CDM/NTDDB handshakes; Database update requesteeapdnses
AM/CDB handshakes; Database update requests anoingss

SM /CDB handshakes; Database update requests spuhses
SM/TDDB handshakes; Database update requests spoinses
SM/NTDDB handshake; Database update requests apdirses
SM/SDMDB handshakes; Database update requesteapdnses

© ® N o g bk w0 DdPRE

LM/LDB handshakes; Database update requests apdnmess
Communication between the MPUI and LM

[
©

The core functionalities that the BLA is intendedoerform are as follows:

1. The BLA should work closely and communicate witte thmobile phone’s embedded
Bluetooth module’s stack and profiles like OBEX fey Serial Port Profile, Hands Free
Profile and Headset Profile. The Bluetooth Modul# mdicate to the BLA what Bluetooth
activities are occurring in the mobile phone. Theng@pal Bluetooth module should

distinguish the requests from BLA.

2. The BLA will be presented with a preset of trustddvices and their particular
parameters, such as the device name and the BibeDmvice Address. The BLA should
only permit a connection from its pool of trusteevites after it has obtained permission
from the user. When an incoming request is arriimghe mobile phone from a remote
Bluetooth device, the BLA should authenticate théhanticity of the connection with the
required parameter checks and via looking up thebdae. Parameter checks are carried out
by subsequent handshakes with the remote device.
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3. The BLA should cater for remote Bluetooth devicergections, which are not in the
trusted device list. These connections should seicéve, and the mobile phone user should
have the freedom to accept or reject such conmexstiopon further handshakes with the

remote device.

4. The user should be able to stipulate access rtghtsobile phone’s services in BLA. If
the remote device attempts to access a servicenvidicot allowed, the BLA will alert the
user. The Bluetooth connection with that devicd tién be terminated. The BLA should
also signal the user to turn off Bluetooth on thstant that it picks up an unauthorised

operation.

5. The BLA should only accept Personal Identificattdomber (PIN codes) with lengths
that are greater than or equal to 8. For the duratif the authentication step, the BLA

should not accept any connection from a Bluetoetiiak that does not meet this condition.

6. Upon request from the user, the BLA should provige feature of logging all Bluetooth

activities.

As represented in the complete design of the BLRigure 6.2; the BLA consists of various
modules, where each module fulfills a specific iol¢he intrusion detection. The following

sub-sections explain the purpose of each module.

6.2.1 Bluetooth Module in Mobile phones

The Bluetooth Module in Mobile phones is represgmieFigure 6.3. As shown in the figure,
the Bluetooth module consists of the Bluetooth Meanme, Bluetooth protocol stack,
Bluetooth profiles and Bluetooth applications. Biaetooth module is the core module that
handles the Bluetooth activities happening in teeick. This is the module that sends and
receives the Bluetooth messages with other Bluetodgvices in its proximity. It
communicates with the ‘BLA - Bluetooth Module Irfeese’ (BBMI) to deal with the

requests from BLA and to alert BBMI with any mess&gm the remote Bluetooth device.
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6.2.2 BLA - Bluetooth Module Interface (BBMI)

The BBMI is responsible for the communication bedwahe BLA and the embedded Bluetooth

Module in the mobile device. Section 6.3 furtheplains this module.

6.2.3 Intrusion Detection and Verification Module ( IDVM)

The IDVM is the core module of the BLA. It sendsdgmmrocesses the messages to and from the
BBMI, mobile phone user interface (MPUI) and BLAtBlhase. It consists of three sub-modules,
which the following sub-sections discuss in detail.

6.2.3.1 Connection and Disconnection Module (CDM)

As the name implies, this module is responsiblegierconnection and disconnection of Bluetooth
connection. When BLA gets a connection requestattin, the request is sent to the CDM. At
this stage, it becomes the responsibility of theMC® check if the request is genuine or an
intrusion attempt. The CDM performs various stepsde if the request is from a reliable source or

if it is an intrusion attempt.

As the first step, CDM checks the Trusted Devicedabase (TDDB) to determine whether the
device that is attempting to connect is listechm database. If the device is indeed listed, th&®ICD
will assume that the remote device can be trustemin there it will then perform further security
checks to affirm that the remote device is fromabdvsource. If the connection request is genuine,
the connection response will be sent and the newwexdion will be added to the Connection Data
Base (CDB).

If the device that is attempting to connect islistéd in the TDDB, then CDM will check the Non
Trusted Devices Database (NTDDB). If the devicdéisted in the NTDDB, then the CDM will

classify this as an intrusion. An alert will thea bent to the MPUI. The CDM will furthermore
send a disconnect response to BBMI. If a deviageigher in the TDDB nor in the NTDDB, then

the process becomes a bit more complicated. The @D&dich situations will have to determine



whether the connection is from a valid source oethvér it is an intrusion attempt.

Under such circumstances, the CDM follows certaiedpfined rules. The list of valid rules

includes the following:

1. ‘Accept connections from mobile phones only framlist of models of a particular
manufacturer’. Models excluded from the list hawens Bluetooth security vulnerability and

for this reason, BLA assumes that it is unsafectept connections from those devices.

2. If the connect request originates not from a ilegihone but from another class of devices
(for example a laptop or PC), it is vital to ensubat the Bluetooth Device Address
(BD_ADDRESS) falls within the trusted range of BDDBRESS'’s (marked by the BLA).
The BLA can, for example, choose to accept conregpiests only if the BD_ADDRESS is
within the range of 00:AA:10:EE:21:01 to 00:AA:1ER1:0F.

On subsequent handshakes with the remote deviee,CIBM collects the information and
correlates against the rules. If CDM at any stag@sfthat the request from the remote device does
not match the rules, CDM will then mark it as atrusion and alert this to the MPUI. The CDM
will update the NTDDB with the newly marked device.

In the event that CDM finds that the remote devidrom a valid source, the connection is
accepted and a connection response will be seet.CIDM then updates the CDB to reflect the
new connection; and the new remote device is alsiedto the TDDB. Figure 6.3 represents the

flow of information through CDM.
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6.2.3.2 Authentication Module (AM)

The Authentication Module (AM) handles the authehyiof the requests received by the Service
Module (SM). The AM authenticates the request ohthe device is already in the CDB and on
condition that the PIN code length in the requesatileast 8. If the device is not in CDB, AM
classifies the received request as an intrusicamgtt which possibly gained access through an
anomalous Bluetooth connection. The MPUI is thartedl and an authentication-failed response
is sent to SM. As explained in the earlier chaptetsl codes of which the length is less than eight
are classified as a security threat. The reasothisiis that special algorithms can easily crai®k P
codes with a short length [53, 96]. If the devisdadund in CDB and the PIN code length in the
request is less than eight, the AM informs the &bt the authentication has failed. The AM then
classifies the received request as an intrusi@mgit and the MPUI is alerted of this. The NTDDB
is subsequently updated with the remote deviceid not already in the database. The AM also
checks the TDDB and if the device is listed, itresnoved from the database. The disconnect

request is then sent to the CDM to close the Bhtbtoonnection. The CDB is updated.

Figure 6.4 represents the flow of information thgbAM.
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6.2.3.3 Service Module (SM)

The Service Module is in command of offering colixeb access to the Bluetooth applications or
services offered by the mobile phone to other devidt does this by using the AM and the
Services and Device Mapping database (SDMDB). W8&h receives a service request; for
example if remote device A sends a request to adbesinternet through our current device (our
current device in this case will act as a modemngighe Bluetooth 'Dial Up Networking'
application), the SM will trigger the AM to checket authenticity of the request. If the
authentication fails, AM will take further actiomé an authentication failure status will be sent to
SM.

If AM returns a successful authentication statud,\@ll check the SDMDB to see if device A is
allowed to use the Internet Service. If it is Itsta positive response will be sent and device A wi
be granted permission to use the Internet serVicke device is not listed in the SDMDB, then
SM will mark it as an intrusion attempt and the MR\l be alerted. The NTDDB will be updated
with the remote device and the disconnect requélsba/sent to the CDM to close the Bluetooth
connection. In such a case, the remote devicealgti be removed from the CDDB and TDDB.
The SM will send a positive or negative responsta¢oBBMI, depending on the success or failure

of the service access request.

Figure 6.5 represents the flow of information thglh(EM.
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6.2.4 Logging Module (LM)

The LM is in command of logging all Bluetooth adfiies occurring in the device, upon request
from the user. The user, if suspicious of any Ria#t session, sends a request to the LM through
the MPUI. When the LM receives the Log Packet Rstjuetransfers this request to the BBMI

and then all transactions in that particular Blo#tcsession is logged.

The LM updates the Logging Database (LDB) with lthgefile attained in the requested Bluetooth
session. The LDB is very useful for storing andie®ing logs of sessions that are of suspicious
nature to the user. Logged files can thus be useéfarences for tracing all Bluetooth activities
that occurred in the respective Bluetooth sessions.

All logged files in the LDB share some common imfi@ation apart from the message exchanges in
that session. This includes the time in which thes®n started, the time in which the session
ended and the Bluetooth connections active in #ession. Figure 6.6 represents the flow of
information through LM.
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6.2.5 BLA database

The BLA database consists of five databases, wétiate key information about other Bluetooth
devices that have either communicated with BLAaor classified by BLA because of certain

criteria.

6.2.5.1 Connection Database (CDB)

The BLA logs the BD_ADDRESS of the devices thatédhabtained a Bluetooth connection with

BLA in CDB. The CDB maintains a list of currentlgtave Bluetooth connections with BLA.

6.2.5.2 Trusted Devices Database (TDDB)

As the name implies, the TDDB is the storage bdsa list of devices trusted by BLA. The
BD_ADDRESS of the trusted devices are stored irs thhatabase. The BLA only accepts

connections from a remote Bluetooth device if saicievice is listed in the TDDB Database.

6.2.5.3 Non trusted Devices Database (NTDDB)

The BLA also stores the BD_ADDRESS of devices inODB that have attempted intrusion or
devices that are of suspicious nature to BLA amrdidacklisted by the IDVM. The BLA will not

accept a connection from a remote Bluetooth datités listed in the NTDDB.

6.2.5.4 Services and Devices Mapping Database (SDMD B)

The BLA stores the device to application mappirfgnmation in SDMDB. In SDMDB, the BLA
stores information that is accessible to all trdstevices (services or applications) in the mobile

phone.

6.2.5.5 Logging Database (LDB)

All communication message exchanges between BLArambte Bluetooth devices are stored in
the LDB. The messages are logged in LDB between stagt time and end time of the

communication session.
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6.2.6 Mobile Phone User Interface (MPUI)

MPUI is the module that directly interacts with tm®bile phone user. On receiving the intrusion

detection alert from IDVM, this module immediatelerts the user so that the user can power off
Bluetooth through the mobile phone Ul. The MPUIeaeges requests and responses with IDVM
and LM and is responsible for sending user inpoithhése modules. The MPUI should facilitate

the following functions:

1. ‘Start BLA’: As the name suggests, when the gségcts this option, the BLA is started.

2. ‘Accept Request’: This option is to acknowledgguests. The requests may include requests of
connection, service or application access.

3. ‘Discard Request’: This option enables the tselecline a request.

4. ‘Log Packet’: This option in the MPUI is to edaltransaction logging.

5. ‘Stop BLA'’: As the name suggests, the BLA stapgen the user selects

this option.

6. ‘Power off Bluetooth’: This option enables treeuto turn Bluetooth off directly from MPUI.

This is to safeguard the device against intrusistign IDVM detects an intrusion.

6.3 BLA and Bluetooth Module Interface

The following figure represents the communicatietmeen BLA and the Bluetooth Module.

Request T Request

» >

BBMI
Response Responsq

Bluetooth
Module

A
A

BLA

FIGURE 6.7 COMMUNICATION BETWEEN BLA AND BLUETOOTH MODULE

As depicted in Figure 6.7, the BBMI controls thensounication between BLA and Bluetooth

Module. BBMI sends and receives a series of messhg®re it successfully interfaces with the
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Bluetooth Module. For example, when the user sel&tart BLA' from MPUI, a ‘Start Request’
will be sent to the BBMI. On receiving this requebe BBMI will start the process of interfacing
with the Bluetooth Module.

The BBMI will first send a request to power on Bieetooth Module. If the Bluetooth Module is
on, a positive response will be sent, otherwiseegative response will be sent to BBMI. The
BBMI will proceed to the second step only if thesfistep is successful. On the second step, BBMI
will register with the Bluetooth Module to send ameceive the messages and to receive
notifications. If everything goes well in the firanhd second step, BLA will receive a positive
response from BBMI. If not, BLA will receive a ndg@ response. Depending on the message
from BBMI, the BLA will then inform the user thate BLA has started or has ‘failed to start’. The
BBMI takes actions based on the indications fromABand the Bluetooth Module. The core
functionality of the BBMI is to convert the messageeived from BLA to a format that is

understandable to the Bluetooth Module and viceaier

6.4 Summary

The BLA model shows potential to detect intrusibgeenhancing the Bluetooth Security in
Bluetooth mobile phones. This chapter gave a detal/erview of the design of the BLA model,
the communication and interfacing between the warimodules of BLA, and the flow of
information through each module. This chapter visas tan attempt to produce an efficient design
of BLA to remove vulnerabilities through which Bloeth Security is compromised. The next

chapter discusses the prototype that was develmpdite design proposed in this chapter.
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BLA Prototype Implementation

The last chapter discussed a prototype for theqseg BLA design. The purpose of this prototype
is to establish that the BLA will enhance the binlBluetooth Security mechanism. The purpose
in particular is to establish that the BLA, if depéd in mobile phones, will rectify the existing

Bluetooth Security vulnerabilities and safeguarl tiobile phone against Bluetooth intrusions.

7.1 Prototype Components, Assumptions

The research prototype consists of two compone@siely the Bluetooth Logging Agent (BLA)

and the Bluetooth Intrusion Simulator (BIS). The Mlis the component which detects the
intrusions, alerts the mobile phone user and ptetde mobile phone from Bluetooth Security
vulnerabilities. As the name implies, the BIS i tbomponent which generates Bluetooth
intrusions and requests from remote devices. THe BIthus a simulator for generating the
Bluetooth intrusions. In essence, the BIS exadtlglicate the behaviour of remote Bluetooth

devices.

The BLA and BIS communication is implemented thiosgcket communication. It simulates the
Bluetooth link level connection between Bluetoo##vides. A connect request in this prototype
corresponds to the Bluetooth Logical Link ControldaAdaptation Protocol (L2CAP) connect
request. This is a data link level connection usedop of the Bluetooth link level connection and
it is simulated as a socket connection in the pypt
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7.2 BLA/BIS Specifications and Pre-requisites for
deployment

The BLA is implemented in Microsoft .NET CompactRirework (CF). The coding is in C#. The
Microsoft Smartphone 2003 Emulator is selectedvasimulator, which replicates the Bluetooth

mobile phone and becomes the platform from whezeBibA Prototype is implemented.

The pre-requisite for deploying BLA prototype isfaows:
Operating System: Microsoft Windows XP
Main Memory: at least 1 GB

Processor: Intel(R) Pentium (R) 4 CPU 3.06 GHz Processor (recommended)

Software Requirements: Microsoft Visual Studio 2005,
Microsoft .NET Compact Framework version 1.0,

Microsoft Smartphone 2003 Software Development Kit (SDK),
Microsoft Active Sync version 4.2

The BIS is implemented in Microsoft .NET Framewofikhe coding is in C#. The BIS is

implemented as a Microsoft Windows project with adldws Forms Graphical User Interface
(GUI). It corresponds to intrusion devices, whidmpromise Bluetooth mobile phones. Internet
access is a pre-requisite for the BLA and BIS comation. The research prototype is
implemented and tested on top of a Microsoft Winglox®® Operating System, with 1 GB main
memory and on an Intel(R) Pentium (R) 4 CPU 3.0&®¥bcessor.

The next section provides an insight into the comication between the BLA and BIS.
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7.3 BLA/BIS communication message types

Communication between BLA and BIS takes place thhoa structured message exchange format,
which simulates the communication between two Blo#t devices. The message types are

defined as follows:

Message Type Value in Header Description

Connect Request 1 Request to establish a
Bluetooth connection with the

mobile phone.

Connect Response 2 Connect Response from BLA.
The response can be positive|or

negative. If the request is safe

a positive connect response i

U7

sent, otherwise the connect
request is classified as an
intrusion attempt and instead
of sending a Connect
Response, the BLA sends a

Disconnect Request.

Disconnect Request 3 Request to disconnect BLA

and BIS communication.

Disconnect Response 4 Disconnect Response fron
BLA.
Rule Match Request 5 Rule Match Request sent by

BLA to BIS to obtain more
details of the remote device.
The aim is to decide whether
the device is from a reliable
source or whether it is an

intruder.
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Rule Match Response

Rule Match Response from
BIS to BLA. If the rules match
a positive rule match respons
is sent, otherwise, the reques
from the remote device is

classified as an intrusion and

instead of sending a rule matc

response, BLA then sends a
Disconnect Request.

the

(1)

Authentication Request

Authentication Request
received by the BLA from the
BIS.

Authentication Response

Authentication Resportsa f
the BLA to BIS. If the
authentication phase succeeg
a positive authentication
response is sent, otherwise, g
intrusion is detected and,
instead of sending an
authentication response, BLA
then sends a Disconnect
Request.

S,

n

Service Access Request

Request from the BIStto g¢
access to the Bluetooth
services offered by the BLA.

D

Service Access Response

10

Service Access Resigonse
sent by the BLA to BIS if the
request is safe; otherwise, a
Disconnect Request is sent b

the BLA as response.

Request Failed

11

Request Failed message is

sent
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by the BLA to BIS on

conditions where the mobile
phone user discards the request
under consideration. This
happens when the user selects
the ‘Discard Request’ option of
the BLA.

TABLE 7.1

The next section provides a detailed discussidhe@BLA.

7.4 BLA

When BLA is started, the first step is the inisaliion of databases. The Connection Database
(CDB), Trusted Devices Database (TDDB), Non TrudDevices Database (NTDDB), Services
and Devices Mapping Database (SDMDB), and Loggirajabase (LDB) are initialised. On
successful initialisation of databases, the BLAcpels to the second step, which is the connection
to the Bluetooth module. As explained in sectioB 6f Chapter 6, the BLA connects to the
Bluetooth Module through the ‘BLA - Bluetooth Mo@ulnterface’(BBMI). The BLA GUI is put

into practice as in the following screenshot.




The BLA is equipped with six menu options to cdterthe various user interface requirements,
which are described in the following subsection.

7.4.1 BLA Menu Options

The following screenshot shows the menu optionsigeal by the BLA. When the user clicks on
the ‘BLA — Options’ the menu options are poppedegsesented in Figure 7.2.

FIGURE 7.2 BLA MENU OPTIONS
The next sub-sections analyses the BLA menu optoesoy one.

7.4.1.1 Start BLA

When the user selects ‘Start BLA’ option, the BlsAstarted and the Mobile Phone User Interface
(MPUI) is alerted as represented in the followingesnshot.

BLA Started...

R ] —

FIGURE 7.3 START BLA
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7.4.1.2 Accept Request

The purpose of the ‘Accept Request’ menu optiao igrovide the mobile phone user the freedom
to accept one of the following from a remote Blwdto device: A safe connect request, an
authentication request, or a service access regimetitis prototype, a request from the BIS is
accepted and the corresponding response is seytifaitle user selects the ‘Accept Request’.
When the user selects the ‘Accept Request’, the MBlalerted of this as in the following

screenshot.

EJ‘“ mastphe ne 2003 SE fEmBriﬁi

Accepting the Regquest from
Remote device

FIGURE 7.4 ACCEPT REQUEST

7.4.1.3 Discard Request

The purpose of the ‘Discard Request’ menu optido grovide the mobile phone user the freedom
to reject any request from a remote Bluetooth dewithen the user selects ‘Discard Request’, the
MPUI is alerted of this as in the following screleotsand a ‘Request Failed’ response is sent to the
BIS.
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7% Smartphone 2003 SE_[=2] [ || - |[><]

File Flash Halp

Discarding the Reguest from
Remote device

FIGURE 7.5 DISCARD REQUEST
7.4.1.4 Log Packet

This option is provided to enable the logging of timformation exchange between the
communicating devices. The user has the optiom#ble the logging of the information exchange
with the suspicious devices or with any deviceseWlthe user chooses the ‘Log Packet’ option,
the MPUI is alerted of this as in the following senshot.

/R Smartphone 2003SE (=] [~ | |[X]

File Flask Help

Logging Enabled in BLA.

FIGURE 7.6 LOG PACKET
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7.4.1.5 Stop BLA
As the name implies, when this option is selectbd, BLA is stopped. When ‘Stop BLA’ is
clicked, a ‘Disconnect Request’ is sent to the Bifsl the BLA is disconnected from the BBMI.

The MPUI receives a stopping alert as represemntditei screenshot.

vl

I Stopping BLA

-
(]

FIGURE 7.7 SToP BLA

7.4.1.6 Power off Bluetooth

This option is provided to enable the user to dwitéf Bluetooth directly from the MPUI to
safeguard the device against intrusions in casesenine BLA has detected an intrusion attempt.
When this option is selected, the Bluetooth is cvatl off and the MPUI receives an alert as in the

following screenshot.
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FIGURE 7.8 POWER OFF BLUETOOTH

7.4.2 Exit

Apart from the above Menu Options, an exit opti®m@lso provided in the main menu to exit from
BLA application. When the ‘Exit’ option is clickedhe following events take place: All the
databases are de-initialised; all the resourcastheBLA are released; the BIS at the remote side
gets an indication that BLA is closed through as@innect Request’; the MPUI gets the alert

shown in the following screenshot and the BLA exits

2B Smariphone 2003 sE [ ][— || 1 [>

-

FIGURE 7.9 EXIT FROM BLA

The next sub-section explains the BLA Database uayssed in the implementation of the

prototype.



7.4.3 BLA Database Layout in Smartphone

The BLA Database screenshot is represented belagh ®lder shown in the screenshot
corresponds to a respective database. The datadras&®red in the Smartphone’s file system in
the ‘\storage\Application Data\BLADatabase’ foldéach database is stored as a custom database
in the form of a text file. This is attributable $martphone emulator’s limitations in supporting

third party databases.

= Bl ADatabase [':”E| [-_| |E|[§|
ar

File Edit ‘iew Favarites Tools  Help
@Back b4 \J |ﬁ )_j Search h__' Folders v & Falder Sync
Address |2 \StoragelApplication Data\BLADatabase v| G0

~ I~

DB LDB NTODE SDMDE TODE

Other Places

| Application Data
@ My Documents
& My Network Places

FIGURE 7.10 BLA DATABASE

Figure 7.11 to Figure 7.15 represent the statusach BLA database after a successful BLA and

BIS session.

In the representation of the TDDB below, the BlogioDevice Addresses (BD_ADDR) of the
devices trusted by the BLA can be seen. The BLAdifes these devices as safe and accepts

‘Connect Requests’ from these devices. BLA addsw tiusted device to TDDB when it gets a
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new safe device. Likewise, it removes a device ftbenTDDB when it encounters an intrusion

attempt from a device in the trusted device list.

[ TDDB.ixt - Notepad

File Edit Format VYiew Help

11:23:48:41:C2:E5
AE:13:32:27:C7 10
FP:FD:52:AD:02:17
B5:73:02:96:85:31
D2:7C:AD:9] 44 :52

FI6URE 7.11 TDDB

The NTDDB represented below shows the BD_ADDR o¥icks that are not trusted or are
blacklisted by the BLA. The BLA classifies thesevides as intruders and does not accept any
request from these devices. This list is updateenBLA finds a new non trusted device or when
BLA detects that a device in the trusted list hasdme non-trusted.

[ NTDDB.txt - Notepad

File Edit Format VYiew Help

FF:FF:FF:FF:FF:FF
AAIBE:CC:DD:IEE:FF
11:22:33:44:55:06
0L:02:05:04:05:08
AQIBOCO:DOIEQ:FO

FIcure 7.12 NTDDB

The SDMDB represented below shows the BD_ADDR twise mapping generated by the BLA.
According to the mapping in SDMDB, Bluetooth devidd:23:48:A1:C2:E9’ has been granted
access to the Dial Up Networking (DUN), Object Pifofile (OPP), Headset Profile (HSP),
Hands Free Profile (HFP) and Serial Port Profil®Rp service offered by the BLA. Bluetooth
device ‘AE:13:32:27:C7:10’ is restricted to gaincess only to the DUN and OPP service.
Similarly, device ‘F7:FD:52:AD:02:17' can only ass the OPP and HSP service, device
‘65:73:D2:9B:85:31’ can only access the HSP and KHEéRice, and device ‘D2:7C:A9:9144:32’
can only access the SPP and DUN service. The BbhAtgraccess to a particular service as per the
SDMDB database.



I SDMDB. txt - Notepad DEINEE

File Edit Format “iew Help

11:23:48:A1:C2:ESDUN
11:23:48:A1:C2 :ES0OPP
11:23:48:A1:C21ESBHSP
11:23:48:A1:C2ESBHFP
11:23:48:A1:C2:ESSPP
AE:13:32:27:C7:10DuUN
AE:13:32:27 C71LQ0PP
F7:FD:52:AD:02:170PP
F7:FD:52:4AD:02 1 17HSP
00173 ID2I9B1Bh131HEP
G5:73:D2:96:85:31HFP
D2:7C:a5:9] :44 :325PP
D2:7C:ab:9] 144 :32D0UN

FIGURE 7.13 SDMDB

The CDB represented below shows the BD_ADDR ofrémeote device that is connected with the
BLA after a successful connect request and comespbnse. This list is updated in accordance to
the new successful connections with BLA.

[P CDB.txt - Notepad
File Edit Format Wiew Help
11:23:48:81:C2:E9

FIGURE 7.14 CDB

The LDB illustrated below shows the logging of @sen between the BLA and BIS. The LDB
starts logging data when the user clicks on ‘Logkd. All the incoming and outgoing requests to
and from BLA to the BIS are logged into the LDB Weén the start time of the session and the
end time of the session. The LDB is very significemthat it can be used as future evidence to
track intrusions and communication sessions betwdenBLA and BIS. The LDB data is

especially useful in situations where the devids gempromised as a result of an intrusion.
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B LDB.1xt - Notepad e =M=
Flle Edit Format Yiew Help

Session Started at: 2292008 11:04:26 aM

Incaoming Data———>c0nneR§stll:23:48:A1:C2:E9

connect Reguest Receive

The remote Bluetooth device is found in TDDE and is safe to connect.
accept request clicked

connection from the remote device is safe

outgoing Data<—--Conneresp

Incoming Data---xAuthergstll:23:48:01:C21EQ12345678

Accept reguest clicked

authentication succeeded

outgoing Data<---Autheresp

Incoming Data--—->SwAcsROstll:23:48:41:C2 ESDUNLZ345678

Accept raguest clicked

The Service access Request from the remote device is safe. Starting
service. ..

outgoing Data<---SwACSREsp

Incoming Data———}CunpeRastll:22:33:44:55:66

Connect Request Receive

The remote Bluetooth device s found in WTDDE and is a possible
intrusion attempt.

Intrusion Detected and sending alert to MPUI

outgoing Data<---DiscorRgst

Exiting BLA

session Ended at: 27292008 11:05:18 am

FI6URE 7.15 LDB

The next section describes the BIS implementatiatetail.

7.5 BIS

The BIS component simulates the remote Bluetoothcds connecting to the device, which is
equipped with the BLA Prototype implementation. Bi& generates safe requests, intrusions and
random requests in order to test, analyse and éenthla power of the BLA. The BIS is explained

in more detail in the following sub-sections.

The BIS GUI is implemented as in the screenshdatfdliaws.
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* Bluetooth Intrusion Simulator

Options  Safe Requests  Inbrusions RandomiSafeflnsafe) Requests

| — 15
= @

G =

FIGURE 7.16 BIS GRAPHICAL USER INTERFACE

7.5.1 BIS General Menu Options

The BIS general Menu options are represented ifotleving screenshot.

| ¥ Bluetooth Intrusion Simulator l_j@“z|

_Cptians ‘Safe Requests  Intrusions: Randum(éaFeIUnsaF_e] Requests

Skart Bluetooth Simulator

Exit

FIGURE 7.17 BIS MENU OPTIONS

When the ‘Start Bluetooth Simulator’ option is s#é=l, the BIS starts as shown in the following
screenshot.



¥ Bluetooth Intrusion Simulator
Options  Safe Requests  Intrusions  Random(Safe/Unsafe) Requests

Bluetooth Intrusion Simula@] |E|

Bluetoath Inrusion Sirmulatar started. ..

FIGURE 7.18 BLUETOOTH INTRUSION SIMULATOR STARTED

When the ‘exit’ option is selected, the BIS senddisconnect Request’ to the BLA at the remote
side. It then frees all the resources and exit8t8e The following screenshot gives an example of
how the BIS exits.

* Biuetooth Intrusion Simulator
Options ~ SafeRequests  Intrusions  Random{Safeflnsafe) Requests

Exiting Bluetooth Intrusion Simulakor

’

FIGURE 7.19 EXIT BLUETOOTH INTRUSION SIMULATOR




The following three sub-sections sets out the waricequests that are generated by the BIS and
sent to the BLA.

7.5.2 BIS Safe Requests Menu Options

The BIS Safe Requests Menu consists of optionsetwl sa ‘Safe ConnectRequest’, a ‘Safe
AuthenticationRequest’ and a ‘Safe ServiceAccessR&tjto BLA. As the name implies, each of
these options are provided to generate safe rexjteeiie remote Bluetooth device. The following

screenshot represents the BIS Safe Requests maansop

1' Bluetooth Intrusion Simulator. E] Q@g|

Options | Safe Requests | Intrusions:  RandomiSafe/lUnsafe) Requests

Safe ConnectReguest

Safe AuthenticationRequest

Safe ServiceAccessRequest
. ——

FIGURE 7.20 BIS SAFE REQUESTS

@

7.5.3 BIS Intrusions Menu Options

The BIS Intrusions Menu consists of options to san@€onnection Attack’, an ‘Authentication
Attack’ and a ‘ServiceAccess Attack’ to BLA. As timame implies, each of these options are
provided to generate attacks or intrusions to comse the remote Bluetooth device. The

following screenshot represents the BIS Intrusioesiu options.
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*® Bluetooth Intrusion Simulator E] E]EJEJ
:‘Clpj:iuns safe Requests Intrusions - FandomiSafe/Unsafe) Requests

Zonneckion Attack,

Authentication Attack,

Servicedcoess Atkack

S

g

FIGURE 7.21 BIS INTRUSIONS

@

7.5.4 BIS Random Safe/Unsafe Requests Menu Options

The BIS Random Safe/Unsafe Requests Menu consisteptons to send a ‘Random
ConnectRequest’, a ‘Random AuthenticationRequesf’ a ‘Random ServiceAccessRequest’ to
BLA. As the name implies each of these optionspaovided to generate random requests to the
remote Bluetooth device. The Random requests aedb@n random number generation scheme in
the BIS implementation and there is an equal priibalmf random request becoming a safe
request or an intrusion attempt based on the randomber value. The following screenshot

illustrates the BIS Random Safe/Unsafe Requestsimoptions.
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® Bluetooth Intrusion Simulator Q@

Cptions  SafeRequests  Intrusions | RandemiSafefUnsafe) Requests
Random ConnectRequest
Random AuthenticationRequest

/ Random ServiceAccessRequest

oH
B

e

g -~

FIGURE 7.22 BIS RANDOM (SAFE/UNSAFE) REQUESTS

The next section explains the communication betweerBLA and BIS.

7.6 Communication between the BIS and BLA

The communication between the BIS and the BLA #heform of request and response format as
shown in Table 7.1 of section 7.2. The BLA and BIS must be started and be connected
successfully before any request/response exchaagetake place. The following sub-sections
investigate each request/response scheme anddgpectre message processing in the BIS and
BLA.

7.6.1 Safe Connect Request and Response

In this, a genuine connect request from a Blueto@bvice whose BD_ADDR is
'"11:23:48:A1:C2:E9’ is sent from the BIS to BLA artite response is simulated. The BIS sends
this request when the ‘Safe ConnectRequest’ opgicelected from ‘Safe Requests’ option in the
BIS’s GUI. The systematic process of the requestxslained below with the corresponding

screenshots.
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On receiving the request, the BLA calls the IntoasDetection and Verification Module (IDVM)
to process the request. The IDVM alerts the MPUAmfincoming connect request as represented
in the following screenshot.

| Smartphone 2003 3¢ [=1[— | %]
Lt

I Connect Request Received l

[—)

FIGURE 7.23 BLA RECEIVING CONNECT REQUEST FROM BIS

After indicating to the MPUI, the IDVM also indiest the request to Connection and
Disconnection Module (CDM). The CDM processes thguests and determines whether the
incoming device’s BD_ADDR is listed in its TDDB. @hTDDB that CDM is verifying is
represented in the following screenshot.

[ TDDB.txt - Notepad
File Edit Format Wiew Help

11:23:48:81:C2:E9
AE:L13:32:27C7 10
FP:FD:52:AD:02:17
a5:73:D02:96:85:31
D2 :7C:A59:9]:44:32

FIGURE 7.24 BLA cHECKING TDDB



Since the device '11:23:48:A1:C2:E9’ is listed metdatabase, CDM decides that it is safe to
connect with the remote device. It then passesitifasmation back to IDVM. The IDVM alerts

the MPUI, as represented in the following screehsho

Ej.} o e i e _iEF EIH:@E
g -

device is safe, Click on
"Accept Request’ to accept
Connecticn and to send
Connect Response.

—

FIGURE 7.25 BLA ALERTING MPUI OF A SAFE CONNECTION

" Connection from the remote

The connect request is accepted and the conngoin®s is sent only if the user accepts the
connection by clicking the ‘Accept Request’ mentiap If the user chooses ‘Accept Request’,
the MPUI is alerted (see Figure 7.4) and a posdomnect response is sent. The following
screenshot represents the successful connect sespereived by the BIS when the connect
request is accepted by the BLA. The user has #selérm to discard the connect request (or any

request) by choosing ‘Discard Request'. This isered in detail under section 7.6.12.

11€



[E]l- [B[x]

DpElnns .Saﬁe_.Requégts Intrusions  Random{Safe/Unsafe) Requests

Conneck Response Received, Connection Successful

FIGURE 7.26 BIS RECEIVING A SUCCESSFUL CONNECT RESPONSE

When the connection phase is successful, the daddeess '11:23:48:A1:C2:E9’ is added to the

CDB as represented in the following screenshot.

I CDB.txt - Notepad
File Edit Format Miew Help

11:23:48:81:C2:ED

FIGURE 7.27 REMOTE DEVICE ADDRESS ADDED TO CDB DATABASE
7.6.2 Safe Authentication Request and Response

In this request and response scheme, a legitimdkematication request is sent from a Bluetooth
device with BD_ADDR ’'11:23:48:A1:C2:E9’ and withRIN Code length of eight. The request is
sent to BLA and the response is simulated. The Bé&dds this request when the ‘Safe
Authentication Request’ is selected from the ‘S&fequests’ option in the BIS's GUI. As

explained in Chapter 6, a legitimate authenticatequest is considered by the BLA as one, which



originates from a device that is already connetdettie BLA, is in the CDB, and has a PIN Code
length that is equal to or greater than eight. $&ematic process of the request is explained
below by means of the screenshots. On receivingettpeest, the BLA calls the IDVM to process
the request. The IDVM alerts the MPUI of an incogneuthentication request as represented in
the following screenshot.

Authentication Reguest
Received

e

FIGURE 7.28 BLA RECEIVING AUTHENTICATION REQUEST FROM BIS

After indicating to the MPUI, the IDVM also indies the request to the Authentication Module
(AM). The AM then processes the request and detersniwhether the incoming device’s
BD_ADDR is listed in its CDB. Since the device '23:48:A1:C2:E9’ is listed in the CDB and the
PIN Code length is eight, the AM determines thas isafe to authenticate the device and passes
this information back to IDVM. The IDVM alerts thiRIPUI as represented in the following

screenshot.
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|

Authentication Request
from the remote device is
safe, Click on "Accept
Request’ to send
Authentication Response.

=

FIGURE 7.29 BLA ALERTING MPUI OF A SAFE AUTHENTICATION REQUEST
The authentication request is accepted and theesmitithAtion response is sent only if the user
accepts the request by clicking the ‘Accept Reduashu option. If the user chooses ‘Accept
Request’, then the MPUI is alerted of this, as@spnted in Figure 7.4. Consequently, a positive
authentication response is sent. The successtutitation response that BIS receives, when the

authentication request is accepted by BLA, is regméed in the following screenshot.

¥ Bluetooth Intrusion Simulator [ _E-_.E”E”E
Optians ‘Eafeﬁequ%ﬁts Inkrusions Randnméﬁafé,l'unsai:g} Requests

FIGURE 7.30 BIS RECEIVING A SUCCESSFUL AUTHENTICATION RESPONSE
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7.6.3 Safe Service Access Request and Response

In this request and response scheme, a Dial Up dtkimg (DUN) service access request is sent
from a Bluetooth Device with BD_ADDR ’'11:23:48:A129’ and with a PIN Code length of
eight. The request is sent to BLA and the respansenulated. The BIS sends this request when
‘Safe ServiceAccessRequest’ is selected from ‘afguests’ option in the BIS's GUI. As
explained in Chapter 6, a valid service accessa®ga considered by BLA as one that originates
from a device that is already connected to the Biy is in the CDB and has a PIN Code length

equal to or greater than eight.

A constraint is that the service access requestédebdevice should be listed or mapped in the
Services and Devices Mapping Database (SDMDB) ag¢he requesting device’s BD_ADDR.

The systematic process of the request is expldietxlv by means of the screenshots.

On receiving the request, the BLA calls the IDVMpmcess the request. The IDVM alerts the

MPUI of an incoming service access request as septed in the following screenshot.

E‘:l B Smartphone 2003 SE @?E_E&J

_——

v

ServiceAccess Request
Received

|

et
—]

FIGURE 7.31 BLA RECEIVING SERVICE ACCESS REQUEST FROM BIS



After indicating to the MPUI, the IDVM also indieg the request to
Service Module (SM). The SM then processes theesigand determines whether the incoming
device’'s BD_ADDR is listed in its CDB. Since thevite '11:23:48:A1:C2:E9’ is listed in the
CDB and the PIN Code length is eight, the SM therc@eds to the next step. The SM checks the
SDMDB to determine whether the device has accesheaequested service. In this particular
request, SM then confirms that the device '11:2348C2:E9’ has access to DUN service. The
SDMDB that SM verifies is represented in the foliogvscreenshot.

I SDMDB.txt - Motepad
File Edit Format Wiew Help

11:23:48:al :C2:EQDUN

11l:23:48:481 1”2 1EQOFP
11l:23:48:4801 1”2 1EQHSP
11:23:48:81 :C2 iE9HFP
11:23:48:81 :C2 :E9SFP
AEILI 132127 1 CF i 1lODUN
AEILI 132127 1 CV I LQOFPP
FriFD:52:A0:02:17VOFPP
FF:FD:52:AaD:02 :17HSP
BLI73:D2:9B:80:131HEP
BLI73:D2:9B:80:131HFP

DZ:FC:AD:01:44:225PP
D2:7C:Aa9:09] 44 :320UN

FIGURE 7.32 SM CHECKING SDB

Since the service access request is legitimatelOk® alerts the MPUI, as represented in the
following screenshot.

The Service Access Request
from the remote device is
Safe. , Click on "Accept
Request’ to send Servie
Access Response.

I-

|

FIGURE 7.33 BLA ALERTING MPUI OF A SAFE SERVICE ACCESS REQUEST
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The service access request is accepted and theesaccess response is sent only if the user
accepts the request by clicking the ‘Accept Requeshu option. If the user chooses ‘Accept
Request’, the MPUI is alerted of this (see Figu® @nd a positive service access response is sent.
The following screenshot represents the successfuice access response received by the BIS

when the service access request is accepted by BLA.

oEEEE

Options SIEFE.EI_E_E]UES'IS Intrusions  RandomiSafe/lnsafe) Requests

Service Access Response Received, Service Access Successiul

g 9

FIGURE 7.34 BIS RECEIVING A SUCCESSFUL SERVICE ACCESS RESPONSE

7.6.4 Connection Attack from BIS and response from BLA

In this case, the BIS attempts to compromise theote Bluetooth device through a connection
attack. A connection attack from a Bluetooth Devicé which the BD_ADDR s
'AA:-BB:CC:DD:EE:FF’ is sent to BLA and the responge simulated. The BIS attempts the
connection attack when ‘Connection Attack’ is stddcfrom the ‘Intrusions’ option in the BIS’s
GUIL. On receiving the request, the BLA then calls tDVM to process the request. The IDVM

alerts the MPUI of an incoming connect requestsTéirepresented in Figure 7.23.

After indicating to the MPUI, the IDVM also indiczt the request to CDM. The CDM then

processes the request and determines whether ¢beimg device’s BD_ADDR s listed in its
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TDDB. The CDM determines that the device is ndetisin the TDDB and it proceeds to the next
step of verifying the NTDDB. The NTTDB, as beingrified by the CDM, is represented in the

following screenshot.

[ NTDDB. txt - Notepad

File Edit Formak Wiew Help

FF:FF:FF:FF:IFF:FF
AAIBE:CC:DD:IEE:FF
11:22:33:44:55:06
0l:02:03:04:05:06
AQIBOCO:DOIEQ:IFO

FI6URE 7.35 BLA cHECKING NTDDB

Since the device from which the connection reqoeginated is listed in the NTDDB, the CDM

concludes that it is a possible intrusion attemmut passes the information back to the IDVM. If
the device is found neither in the TDDB nor in #i€DDB, the IDVM then sends a ‘Rule Match

Request’ to the BIS (explained in section 7.6.MeAgetting the intrusion attempt indication, the
IDVM alerts the MPUI. This is represented in thédwing screenshot.

by BLAI . Poweeroff
Bluetooth to avoid
damages. ..

|—1

I

I Intrusion Attempt detected

FIGURE 7._3(; IDVM ALERTING MPUI OF THE INTRUSION

12t



After alerting the MPUI of the intrusion attemptetIDVM then sends a disconnect request and
informs the BIS of the intrusion detection. Thisrépresented in the following screenshot. The
BLA is subsequently disconnected from Bluetooth alhthe resources are released.

Options  Safe Requests In.trusiuns Randomi{Safe/Unsafe) Requests

Disconnect Request Received, Inktrusion Atkempt detected by the remote device

L] i'

FIGURE 7.37 BIS GETTING A DISCONNECT REQUEST AND INDICATION THAT THE
INTRUSION ATTEMPT IS DETECTED BY BLA

The following screenshot represents the loggingrmétion concerning this connection attack. It
is obtained from the LDB database.

I\ LDB.1xt - Notepad
File Edit Format Wiew Help

Fession sStarted at: 31272008 12:35:18 PM

Incoming Data———>CoOnnerRgqstAAIBECCIDDIEEIFF

Conmect Reguest Receiwve

The remote Bluetooth dewice is found in WTDDE and is a possible dntrusion
attempt.

Intrusion betected and sending Alert to MPUI

Outgaing Data<—---DisCORQsT

Power off Eluetooth clicked

Exiting BLA

session Ended at: 31272008 12:36:44 PM

FIGURE 7.38 CONNECTION ATTACK LOGGING INFORMATION OBTAINED FROM LDB
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7.6.5 Authentication Attack from BIS and Response f  rom BLA

In this case, the BIS tries to compromise the renRitietooth device through an authentication
attack. The BIS sends an authentication requesim fra device with BD_ADDR
‘FF:FF:FF:FF:FF:FF and with ‘PIN 123'. The BIS amhpts the authentication attack when
‘Authentication Attack’ is selected from the ‘Infions’ option in the BIS’s GUI. On receiving the
request, the BLA calls the IDVM to process the exjuThe IDVM indicates the request to AM.
The AM then processes the request and determin#i®eifrequest is genuine or an intrusion
attempt. The AM then concludes that it is a possibtrusion attempt and passes this information
back to IDVM. The IDVM subsequently alerts the MPbfl the authentication attack. This is
represented in the following screenshot.

‘_ﬂlj;-"; artpt f 2003 SE _@I!El_@?
ff—._.———__-_i --- -
_—= T

Authentication failed.
Intrusion attempt, poweroff
Bluetooth to avoid damages

p—

FIGURE 7.39 IDVM ALERTING MPUI OF THE INTRUSION

After alerting the MPUI of the intrusion attemphet IDVM sends a disconnect request and
informs the BIS of the intrusion detection as repreged in Figure 7.37. The BLA is then
disconnected from Bluetooth and all the resourcesedeased.

The following screenshot represents the loggingrmftion obtained from the LDB database
concerning this authentication attack.



I LDB. ixt - Notepad
File Edit Format ‘“iew Help

session Started at: 3/12/2008 12:40:28 PM Fs
Incoming Data---»AutheRgstFFIFFIFFIFFIFFIFFL23 3
Authentication failed. Intrusion attempt, poweroff Bluetooth to avoid
damages

Outgning Data<---DiscoRgst

Fowar off Bluetooth <licked

Exiting BLA L
session Ended at: 3/12/2008 12:40:51 PM

W

FIGURE 7.40 AUTHENTICATION ATTACK LOGGING INFORMATION OBTAINED FROM
LDB

7.6.6 Service Access Attack from BIS and Response f  rom BLA

The BIS tries to compromise the remote Bluetoothadethrough a service access attack. The BIS
sends a service access request to access Headst BHMSP) service from a device with
BD_ADDR *11:22:33:44:55:66’ and with ‘PIN 123’. ThRIS attempts the service access attack
when ‘ServiceAccess Attack’ is selected from thetrlisions’ option in the BIS’'s GUI. On
receiving the request, the BLA calls the IDVM tmpess the request. The IDVM then indicates
the request to SM. The SM processes the requesti@edmines if the request is genuine or an
intrusion attempt. The SM then finds that it is asgible intrusion attempt and passes this
information back to IDVM. The IDVM subsequently ekethe MPUI of the service access attack.
This is represented in the following screenshot.

B Smartphone 2003 SE [=][— | [3<

_——t T
Service Access failed. I

Intrusion attempt, poweroff
Bluetooth to avoid damages

e

FIGURE 7.41 IDVM ALERTING MPUI OF THE INTRUSION
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After alerting the MPUI of the intrusion attemphetlIDVM then sends a disconnect request and
informs the BIS of the intrusion detection as repraed in Figure 7.37. The BLA is subsequently
disconnected from Bluetooth and all the resourcesedeased.

The following screenshot represents the loggingrmftion obtained from the LDB database

concerning this service access attack.

I LDB.txt - Notepad @ Q@@

File Edit Format ‘iew Help

session Started at: 3/12/2008 12:43:26 PM ~
Incoming Data---»SvACSROstll:22:33:44:55:66H5P123

service access failed. Intrusion attempt, poweroff Bluetooth to awvoid
damages

Outgning Data<-—-Discorgst]

Power off Eluetooth clicked

Exiting BLA

session Ended at: 3/12/2008 12:43:47 PM

FIGURE 7.42 SERVICE ACCESS ATTACK LOGGING INFORMATION OBTAINED FROM LDB

7.6.7 Random Connect Request and Response from BLA

The purpose of this request response scheme entergte a random connect request from the BIS
and to send it to the BLA. The following screenstegresents the log file obtained from the LDB

after a safe random connect request and respossierse

[® LDB.txt - Notepad
File Edit Format Wiew Help

Session Started at: 31472008 7F:39:32 AM

Incoming Data———>CDnUeRgstG0:AA:lG:EE:21:06

Connect Reqguest Recelive

The remote Bluetooth dewice is neither found in TDDE nor in NTDDE.
coing for further handshakes with the remote device

outgoing Data<——-RIMchROgst

Accept reguest clicked

Connection from the remote device is safe

Coutgoing Data<———ConneResp

Exiting BLA

outgoing Data<——-DiscoRgst

Incoming Data———>
DisconnectFromEluetooth

session Ended at: 31420058 7:40:00 amM

FIGURE 7.43 RANDOM CONNECT REQUEST AND RESPONSE (SAFE CONNECTION)



As represented in Figure 7.43, the BLA receivesraect request from a device with BD_ADDR

'00:AA:10:EE:21:06'. The BLA then checks the TDD®8 verify that the request is from a reliable

source (see Figure 7.11). The BLA then finds thatdevice is not in the TDDB and proceeds to
the next step of verifying the NTDDB to determinbether the device is an intruder (see Figure
7.12). After verifying the TDDB and NTDDB, the BLéoncludes that the request is from a new
device, since it is not listed in TDDB and NTDDEBhd possibility now arises that the request can
be a safe connect request or a possible intrusiempt. The BLA sends a rule match request to
the BIS to retrieve more information about the réandevice (as explained in section 6.2.3.1 of
Chapter 6). The following screenshot representsutlgematch request received by the BIS.

;‘Clpj:inns safe Requests  Intrusions  RandomiSafe/Unsafe) Requests

RuleMatch Request Received

FIGURE 7.44 RULE MATCH REQUEST RECEIVED BY BIS FROM BLA

After sending the rule match request, the BLA whitghe rule match response from the BIS.
When the BLA receives the rule match response ttenBIS, it processes it to see if the rules are
matching with the rules that are defined by the BA&er the processing phase, the BLA

concludes that the request is from a reliable solgure 7.45 and 7.46 demonstrate how the
TDDB and CDB are updated respectively.
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[ TDDB.ixt - Notepad

File Edit Formak ‘iew Help
11:23:48:81:C2:E5
AE:13:32:27:C7 10
FY:FD:52:AD0:02:17
007302 :96:80:31
D2:7C:Aa9 9] 14437
O0:a6:10:EE: 2106

FIGURE 7.45 TDDB, AFTER A SAFE RULE MATCH REQUEST FOR CONNECTION FROM BIS

| B CDB.txt - Notepad
W Fil= Edit Format Wiew Help

FIGURE 7.46 CDB SHOWING THE CONNECTION TO THE REMOTE DEVICE AFTER
GETTING A POSITIVE RULE MATCH RESPONSE FROM BIS

This section discusses a case where the randonecoreguest received by the BLA from the BIS
is a connection attack. The following screenshptasents the log file obtained from the LDB
after the random connect request and the resp@ss#on (classified as an intrusion attempt by
BLA). In this case the attempt is to simulate aramt request from a Nokia 7650, which is
classified by BLA as a vulnerable Bluetooth molmlene. It is categorised as vulnerable because

of inherent Bluetooth security issues and dueedaatttions taken by BLA on a connect request.
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I LDB.1xt - Notepad FE EEX

File Edit Faormat Miew Help

Eession started at: 3/14,/2008 B:33:23 AM ~
Incoming Data———>CunqeRgstll:AA:lD:EE:El:OD

Connect Reguest Receive

The remote Bluetooth device is neither found in TDDE nor in WTDDE.
Going for further handshakes with the remote dewice

outgoing Data<———RIMchRgst

Rule match failed. The reguest is from a wulnerable mobile phone
model, which is not in the 1ist of Bluetooth enabled Mobilerhone
that has been classified by BLA as trusted.

Intrusion Attempt detected by BLA!!! . Poweringoft Bluetooth to avoid
damages. ..

outgoing Data<-—-DisCoORgst

Exiting BLA

Zession Ended at: 37142008 5:33:55 AM

FIGURE 7.47 LDB AFTER GETTING A RANDOM CONNECTION ATTACK FROM BIS

As shown in the LDB, the BLA gets a connect requestn a device with BD_ADDR
'"11:AA:10:EE:21:0D'. On detecting that, the devisenot in TDDB and NTDDB; BLA goes for a
rule match request and waits for the response BLi#eprocesses a rule match response and finds
that the request is from a vulnerable mobile phtre is categorised by BLA as an unsafe
connection device. The NTDDB is updated with thevrdevice as depicted in the following

screenshot.

File Edit Format View Help

WFF:FF:FF:FF:IFF:FF -~
ALIBE:CC.:DD:EE:FF
11:22:35:44:55:66
0L:02:03:04:05:06
AQBO:CO:DOEQ:FO
11:84:10:EE:21: 0D

FIGURE 7.48 NTDDB AFTER GETTING A RANDOM CONNECTION ATTACK FROM BIS



7.6.8 Random Authentication Request and Response fr  om BLA

The purpose of this request response scheme snergte a random authentication request from
the BIS and send it to the BLA. The following sarskot represents the log file obtained from the
LDB after a safe random authentication request eegponse session. As depicted in the
screenshot, the BLA gets an authentication req@iesh a device with BD_ADDR '11:
AA:10:EE:21:0D’ and PIN ‘00000000’. The BLA then lisathe CM to check the CDB in
verifying that the request is from a reliable s@ut@/hen the BLA finds that the device is in CDB,
it then goes to the next step of calling the AMv&ify the authenticity of the request. When the

AM concludes that it is safe to authenticate thmat device, a positive response is sent to the
BIS.

I LDB.txt - Notepad FE EEX

File Edit Format Wiew Help

Fession started at: 3142008 9:10:56 AM ~
Incoming Data———>CunpeRgstll:AA:lO:EE:21:DD

Connect Regquest Receive

The remote Bluetooth dewice 45 neither found in TDDE nor in NTODDE.
coing for further handshakes with the remote device

outgoing Data<—--RIMchROst

Accept request <licked

Connection from the remote dewice is safe

outgoing Data<-—-Conneresp

Incoming Data---zAuthergstll:Aa:10:EE:Z21 :0D00000000

Accept reguest <licked

Authentication succeeded

outgoing Data<---Autheresp

Exiting BLA

outgoing Data<---DiscoRgst

Incoming Data—--»

DisconnectFromBluetooth

cession Ended at: 3142008 9:11:33 aM

FIGURE 7.49 RANDOM AUTHENTICATION REQUEST AND RESPONSE
(SAFE AUTHENTICATION)

Discussed here is the case when the random awtheoti request received from the BIS is an
authentication attack. The following screenshotesents the log file obtained from the LDB after
a random authentication request and response se@dassified as an intrusion attempt by the
BLA). As depicted in the screenshot, BLA gets athantication request from a device with
BD_ADDR '11:AA:10:EE:21:0D’ and PIN ‘000’. The BLAhen calls CM to check the CDB in

verifying that the request is from a reliable s@utd/hen the BLA finds that the device is in CDB,

it then goes to the next step of calling the AMvaify the authenticity of the request. The AM

13c



then concludes that it is unsafe to authenticater¢imote device, as the PIN length is only three.
As explained in section 6.2 of Chapter 6, the AM vgject an authentication request with a PIN

length shorter than eight.

I LDB. txt - Notepad =M=

File Edit Format Wiew Help

Session Started at: 3/14/2008 9:04:56 AM -~
Incoming Data———>CDnUeRgstll:AA:lO:EE:21:0D

Connect Reguest Receive

The remote Eluetooth dewice is neither found in TDDE nor in WTDODE.
Going for further handshakes with the remote dewice

outgoing Data<---RIMchROsT

Accept request clicked

Connection from the remote device is safe

outgoing Data<—--ConneRresp

Incoming Data--—->AutheRgstll:AA:1OIEE: 21:00000

authentication failed, since the authentication PIN Tength send by
the remote Bluetooth device 1s short. BLA only accepts PINs whose
1enﬁth iz greater than or equal to 8 digits.

authentication failed. Intrusion attempt, poweroff Blustooth to
avoid damages

outgoing Data<—---DiscoRgst

Exiting BLA

Session Ended at: 3/14/2008 9:05:29 AM

FIGURE 7.50 LDB AFTER GETTING A RANDOM AUTHENTICATION ATTACK FROM BIS

7.6.9 Random Service Access Request and Response fr  om BLA

The purpose of this request response scheme isnerate a random service access request from
the BIS and send it to the BLA. The following sarskot represents the log file obtained from the
LDB after a safe random service access requestrasponse session. As depicted in the
screenshot, the BLA gets a service access requesh fa device with BD_ADDR
'AE:13:32:27:C7:10" and PIN ‘12345678’ with the respt to access DUN. The BLA calls the CM
to check the CDB in verification that the requastrom a reliable source. The BLA then finds that
the device is in CDB and proceeds to the next stepalling the SM to verify that device
'AE:13:32:27:C7:10" has been granted access tor#igpiested ‘DUN’ service. Th&M then
checks the SDMDB as demonstrated in Figure 7.13c@luding that it is safe to access the

requested service, the SM then sends a positiveeseaccess response to the BIS.

134



I LDB. txt - Notepad =M=

File Edit Faormat Wiew Help

session started at: 3/14/2008 9:26:58 AM

Incoming Data———>CunqeRgstAE:13:32:2?:C?:10

Connect Reguest Receive

The remote Bluetooth device is found in TODE and is safe to connect.
Accept reqguest clicked

connection from the remote device s safe

outgoing Data<—--ConneResp

Incoming Data---»SwACSROSTAE:13:32:27 :C7:100UNL234 56785

Accept request clicked

The sService Access Request from the remote device is safe. starting
service...

outgoing Data<—--SwAcsResp

Exiting BLA

outgoing Data<---DiscoRgst

Incoming Data-—--»

DisconnectFromeluetooth

session Ended at: 3142008 9:27:39 AM

FIGURE 7.51 RANDOM SERVICE ACCESS REQUEST AND RESPONSE
(SAFE SERVICE ACCESS REQUEST)

Discussed here is the case when a random sergessarequest received from the BIS is a service
access attack. The following screenshot repregbetdog file obtained from the LDB after a
service access request and response sessionfigthes an intrusion attempt by the BLA). As
depicted in the screenshot, the BLA gets a senadceess request from a device with
BD_ADDR’AE:13:32:27:C7:10’ and PIN ‘12345678’ to @ess ‘HFP’ service. The BLA then
calls the respective modules in verification of @BB to determine whether the request is from a
reliable source. On finding that the device ishia €DB, the BLA then proceeds to the next step of
calling the SM to verify if the device 'AE:13:32:Z77:10’ has been granted access to the
requested ‘HFP’ service. As depicted in the SDMDB Figure 13 in section 7.4.3) device
‘AE:13:32:27:C7:10’ is allowed to access the DUNIADPP service. From the log file obtained, it
is evident that the remote device attempted aciwetise HFP. As this is not allowed, the BLA
classified it as an intrusion attempt and a negatggponse was sent.
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I LDB.txt - Notepad B EEX

File Edit Format View Help

Eession Started at: 3/14/2008 10:22:44 am ”
Incoming Data———>CunqeRgstAE:13:32:2?:C?:10

Connect Request Receive

The remote Bluetooth device is found in ToDE and s safe to connect.
Accept request clicked

Connection from the remote device is safe

cutgoing Data<---ConneResp

Incoming Data---»>SwACSROSTAE:L3:32:27:C7 1 10HFPL234 56780

Service Access failed... The remote Bluetooth device doesn't have
the permission to access this service.

outgoing Data<---DiscCoRQst

Exiting BLA

session Ended at: 37142008 10:23:21 Am

FIGURE 7.52 LDB AFTER GETTING A RANDOM SERVICE ACCESS ATTACK FROM BIS

7.6.10 Safe Request/Response session between BLAan d BIS

The following screenshot represents the log filetlod safe request and response message
exchanges between the BIS and BLA. As demonstiatéee log, the BLA first receives a connect
request from a device with BD_ADDR ‘11:23:48:A1:E2:. The BLA consequently finds that the
connect request is safe from the CDM. The MPUhentalerted of the safe connect request. When
the ‘Accept Request’ is selected from the MPUI, ¢banect request is accepted, the databases are
updated and a positive connect response is sertheoBIS. The BLA then receives an
authentication request from device ‘11:23:48:A1E®:with authentication PIN ‘12345678’. The
BLA finds that the authentication request is safenf the AM and consequently the MPUI is
alerted of the safe authentication request. WheriAbcept Request’ is selected from the MPUI,
the authentication request is accepted and a p@sitithentication response is sent to the BIS. The
BLA now receives a request to access the DUN serrem device ‘11:23:48:A1:C2:E9’ with
authentication PIN ‘12345678'. The BLA finds thhetservice access request is safe from the SM
and the MPUI is alerted of the safe service acosgsest. When the ‘Accept Request’ is selected
from the MPUI, the service access request is aedephd a positive service access response is
sent to the BIS.
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I LDB.txt - Notepad a==1E3
File Edit Format Wiew Help

Session Started at: 27292008 9:22:26 AM ~
Incoming Data——-»>ConneRgstll:23:48:41:C2 ED

Connect Request Receive

Accept reguest <licked

Connection from the remote dewice is =afe

outgoing Data<-—-—ConnerResp

Incoming Data—-->AutheRgstll:23:48:81:C2 ED12345678

Accept reguest <licked

Authentication succeeded

outgoing Data<——--Autheresp

Incoming Data——-»>SvACSROST11:23:458:41 1C2 (ERDUNLZ34 5675

Accept reguest clicked

The Service Access Request from the remote dewice is safe. starting
service...

Outgaing Data<——-SwACSResp

rower off Bluetooth <licked

outgoing Data<——-DiscoORgstT

Incoming Data———»>

Exiting BLA

session Ended at: 22972008 9:23:14 am

FIGURE 7.53 SAFE REQUEST/RESPONSE SESSION BETWEEN BLA AND BIS

7.6.11 BLA Discarding a Request from BIS

The BLA is equipped with the option of discardingyaequest from BIS by selecting the ‘Discard
Request’ as shown in Figure 7.54. The requestsvextdy the BLA may include a Connect
Request, Authentication Request or Service Accespi&st. When this option is selected from the

MPUI for discarding any request from the BIS, thBWM is alerted as represented in Figure 7.5.

When BLA discards a request from the BIS, the Bd8&dhe indication as shown in the following

screenshot.



_* Bluetooth Intrusion ¢
‘Options  Safe Requests  Intrusions  RandomiSafefUnsafe) Requests

Request Rejected by the remote device. .,

‘~

FIGURE 7.54 BIS GETTING THE INDICATION THAT REQUEST IS DISCARDED BY BLA

The following screenshot shows the log file obtdifeom the LDB after a request is
discarded from BLA.

I® LDB.txt - Notepad o=l =13
File Edit Format Wew Help

HlEession started at: 332008 F:57:32 am

Ircomdng Data———>CDnr_1eRgst11:23:48:A:I_:C2:E'B

Connect Reguest Receiwve

The remote Blusetooth device is found in ToODE and 1= safe to connect.
Diszcarding the Request from rRemote device

outgoing Data<———-ROgstFaild
Exiting BLA

outgoing Data<——-DiscoRgstT
Incoming Data———»

DisconnectFromeluetooth
session Ended at: 332008 7F:59:01 am

FIGURE 7.55 LDB AFTER SENDING A DISCARD REQUEST TO BIS
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7.7 Summary

This chapter presented the implementation of th& Brototype and the BIS Prototype. The aim
was to test and simulate the power of BLA in detecBluetooth intrusions and vulnerabilities.
Section 7.1 addressed the prototype componentsaasdmptions. Section 7.2 explained the
BLA/BIS specifications and pre-requisites for degphg the prototype. Section 7.3 defined the
communication message infrastructure between th& Bhd the BIS. Sections 7.4 and 7.5
explained the BLA and the BIS GUIs in detail. Seatv.6 illustrated the communication between
the BLA and the BIS and demonstrated how the BLAecdks intrusions and safeguards the

Bluetooth mobile phone. The next chapter concluldissresearch.



Conclusion

Bluetooth technology is becoming very popular amdecoming ubiquitous in modern society.
According to the Bluetooth SIG, Bluetooth shipmeh#se increased tremendously, particularly
over the last few years. In fact, majority of thelie phones are now equipped with Bluetooth. In
high-end business phones, the penetration rateeis kigher, and many business-class phones
include Bluetooth [104,105].

While Bluetooth technology has gained significargvelopment in current business world
solutions, security issues have also increasednexglly. The emergence of a variety of mobile
threats has heightened the concerns of mobile aserenterprises regarding the maturity of the
technology, especially in terms of its overall laok comprehensive security. The current
Bluetooth security implementations in mobile phoree vulnerable and raise serious security
concems. It is clear that further steps have tdalzen to alleviate the security issues in mobile
phones. It is important for all Bluetooth mobilegple manufacturers to take a proactive approach
to mitigate potential security breaches before itoo late [104,105]. This research has attempted
to alleviate Bluetooth security vulnerabilities dirditations by devising a prototype for improving

built-in Bluetooth security mechanism in mobile pkes.

8.1 Research Synopsis

This research begins with the analysis of the otifBduetooth security issues and arriving at the
motivation and problem statement of the researchoitline of how the problem is going to be

dealt with was also addressed in detail.
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The research continued to give an outline of thpliegtions and fundamental concepts of
Bluetooth technology, such as the Bluetooth prdtetack and Bluetooth profiles.

This was followed by a detailed explanation of &hésting Bluetooth Security Architecture, its

limitations, vulnerabilities and Bluetooth secuiityplementation issues in mobile phones. During
this analysis, it was discovered that currentlyreéhis no existing security at user’s level. The
research then continued to analyse the variougsioims caused by these vulnerabilities and the
risks that users are involved in. This study ofusi#g vulnerabilities and intrusions actually

developed the idea of developing a security mecharit a user’s level, where by the user would
be able to stop any intrusions from occurring @ogmize any intrusions occurring on his or her

mobile phone.

As the research progressed, it discussed on exiBtimetooth security products used in mobile
phones to improve Bluetooth security. The reseamlealed that existing Bluetooth security
products either have their own limitations in mebphones or are not fully capable of capturing
intrusions specific to mobile phones. As a redhk, research proposed a new Bluetooth security
solution for mobile phones, namely the Bluetootlggiog Agent (BLA) for overcoming current
vulnerabilities, intrusions and enhancing overadildgooth security. In doing so, the research also

attempted to compare the proposed solution witktiexj security products.

The research then provided the BLA’s detailed desigh an analysis of different modules, their
communications and the interfacing of the BLA witte Bluetooth module in mobile phones.
Chapter 7 explained and illustrated the BLA propetydeveloped for the proposed design.
Subsequently, the prototype was implemented asfpodoconcept to emphasise the significance
of this research, to demonstrate the power of BhAetecting intrusions, and also to prove that it
is implementable in a real Bluetooth mobile phones.

8.2 Significance of the BLA prototype

In the BLA prototype, an alert mechanism notifiee tmobile phone user whenever there is an
attempt of an intrusion or attack. While the ategchanism adds a slight overhead, it is negligible

when compared to mobile phones that run file scanrand antivirus applications in the
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background to add a significant overhead to thesdcds. The alert mechanism employed by the
BLA is also extremely useful in that it providestluser with a real time indication of the
Bluetooth activities occurring in the mobile phone.

The BLA enables the mobile phone user to partieiatively in all Bluetooth transactions. Since
the BLA keeps track all the Bluetooth transactiahsllows the user to make flexible decisions
such as allowing a basic Bluetooth connection &ubker’'s mobile device from a remote device,

thereby safeguarding against the intruders.

The BLA directs Bluetooth transactions only withvibes that the mobile phone user permits. This
important feature is not available in any of thasemg security products. Existing Bluetooth
security products, which currently protect mobileopes from intrusion, do not have a facility to
identify when a remote device silently establisaeBluetooth connection to its mobile phone to

compromise the device.

Consider a scenario where an existing Bluetootlurggcproduct runs in a mobile phone and a
remote device attempts to intrude into the mobilerg with a new type of intrusion, unknown to
the security product. In this scenario, the segyibduct will not know that there had been an
attack and the phone was compromised. Howevendattion of the BLA in Bluetooth mobile

phones would play a vital role in solving the usdevel security problem to a great extent.

The importance of BLA emerges in that it does rilmvwaany hidden Bluetooth communication.
The BLA uses its databases extensively to deterteeuthenticity of a request from a remote
device. The databases enable BLA to determineafjaest from a remote device is authentic or an
intrusion. Whenever there is any Bluetooth trarieactequest, it alerts the user. The BLA,
through the alert mechanism, allows the user tagpaate in the Bluetooth activities occurring in

the mobile phone and thereby creates Bluetoothriégemvareness among mobile users.

The BLA significantly improves the authenticationf ¢he existing Bluetooth security
implementation in that it does not authenticateemote device if the length of the PIN code

received is less than 8. Even though the PIN cedgth can be up to 16 bytes, the current



Bluetooth security implementations in the mobileopés allow PIN codes of shorter lengths,
majority of which are 4 bytes in length. As a réstile PIN is easily obtainable by way of a brute

force attack

The BLA prototype, when compared to the existingeBboth security solutions, is unique in that
it provides a message-by-message logging of eadetd@®ith session. This logging feature is
advantageous for future use, to retrieve importamimunication logs and intrusion information.
In addition, the logs obtained by the BLA can bedias evidence to claim for major catastrophes

resulting from an intrusion.

8.3 Verification and validation of test results

In this research, as outlined in chapter 1 a catalé approach is used to collect and evaluate the
test results of the BLA prototype. Verification avaidation is carried out by providing valid and

invalid inputs to get the expected output resudtper the scenario. This is proved in the prototype
and the proof of verification and validation haerovided through log files and screen shots

from the prototype.

A Bluetooth Intrusion Simulator (BIS) is implemedtealong with BLA to simulate the
performance of the BLA Prototype implementationeTBIS generates safe requests, intrusions
and random requests in order to test, verify, &agabnd emulate the power of the BLA. The BIS is

extensively discussed in section 7.5 of chapter 7.

The test results are captured in the form of lbgsfand screen shots like as shown in Figure 8.1
and Figure 8.2. A detailed analysis and testingeath type of intrusion attempt and BLA’s

capability in detecting intrusions is covered Cleagt

As illustrated in Figure 8.1, BLA log files give eny detail of the Bluetooth session between the
Bluetooth mobile phone and the remote Bluetoothicdewsuch as when the current Bluetooth
session started, what incoming data was comingoim fwvhich device, what was the action taken

by BLA and when was the session ended.
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I LDB.1xt - Notepad FEEEX
File Edit Format ‘“iew Help

session Started at: 3/12/2008 12:40:28 PM Fs
Incoming Data---»AutheRgstFFIFFIFFIFFIFFIFFL23 =
Authentication failed. Intrusion attempt, poweroff Bluetooth to avoid
damages

Outgning Data<---DiscoRgst

Fowar off Bluetooth <licked

Exiting BLA E
session Ended at: 3/12/2008 12:40:51 PM

FIGURE 8.1 BLA TEST RESULT: LOG FILE SHOWING INTRUSION DETECTION

Apart from the above capability of logging all tiensaction messages, the BLA is also equipped

to give instantaneous intrusion alerts to the aseand when it occurs, as shown below.

Ll |

Authentication failed.
Intrusicn attempt, poweroff
Bluetooth to avoid damages

—

FIGURE 8.2 BLA TEST RESULT: INTRUSION DETECTION ALERT IN USER INTERFACE

By analysing the test results shown in Chapter thenform of log files and screen shots, it is
evident that the BLA prototype is successful anficieht in detecting intrusions. The BLA
prototype proves that it is capable of resolving ifsues that were addressed in the motivation to
conduct this research (Section 1.2 of Chapter Wjthér, a hypothesis can be made that the

prototype will be efficient, effective and robustcarity mechanism if converted to a full fledged
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project which suites the requirements of the Bla#toenabled mobile phones of the popular
mobile phone manufacturers such as Nokia, MotaothSamsung.

The next section discusses about the significanteBloA prototype to mobile phone

manufacturers.

8.4 How valuable is BLA to mobile phone manufacture s

This research is valuable to mobile phone manufacgun that they can use it as a ready reference
for enhancing security in their Bluetooth-enabledbite phones, thereby protecting their phones
against intrusion. Even though the research focusednproving Bluetooth security in mobile
phones, there is scope for further enhancementradification to improve the Bluetooth security
for all Bluetooth-enabled devices such as PCspfeptPDAs, headsets and car-kits. Hence, there

is room for improving the security of the full spreen of Bluetooth-enabled devices.

Users of Bluetooth-enabled mobile phones will ajseatly benefit from this research, as it will

help them to protect their valuable informatiomfrontrusion.

The BLA’'s message logging module, the database taodund the intrusion detection and
verification module all together contribute to enba existing security and reduce Bluetooth

security issues and vulnerabilities

The next section analyses the feasibility of impatmg the prototype in mobile phones.

8.5 Feasibility of implementing the BLA prototype i n
mobile phones

The Bluetooth communication between the BLA and thmote device is simulated through
Socket communication. Hence, the prototype can dstlyemigrated to real Bluetooth mobile
phones. In this research, the proof-of-concepthaef BLA is implemented in the Microsoft
Smartphone 2003 Emulator. The Socket communicaiorasily replaceable by a Bluetooth

communication when deploying the BLA to Bluetootlobite phones. To accomplish this, the
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BLA prototype must have access to the ApplicatiommgPamming Interfaces (APIs) of the

underlying mobile phone manufacturer's Bluetoothddle. In essence, the BLA and Bluetooth
Module should be interfaced. Bluetooth messagesived by the Bluetooth Module should be
routed to the BLA and requests from the BLA shdwddrouted back to the Bluetooth Module. The
BLA Database in the prototype should be replacedabgatabase that is supported in the
underlying Bluetooth mobile phone.

The next section concludes the research by poiotnighe scope for further research.

8.6 Scope for future research

The BLA prototype may be further enhanced with Eesuwatabase. This can be used to store
criteria for enabling the Bluetooth transaction hwihe device under consideration. A Rule
Processing Module (RPM) may be incorporated acoghdito the Intrusion Detection and
Verification Module (IDVM), to process the rulestdiaase. The current BLA mobile phone user
interface may be slightly changed to present thex usth an option to enter new rules. The log
messages obtained by BLA may also be automateckrivednew rules based on existing log

messages. The rules database may also be updatzaidglly.

Further research may analyse the feasibility ofliphimg intrusion logs obtained from the logging
database to peer Bluetooth devices or to the Bitletbocal Area Network (LAN) access points.
In doing so, the BLA component in those deviced il useful in blacklisting intruders and

updating their rules.
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Appendix — Prototype Implementation Disk

The attached CD contains the source code and et#estof the
Bluetooth Logging Agent (BLA) prototype and the Btaoth Intrusion Simulator (BIS).

Please refer to the ‘Readme.txt’ from the ‘Protetymplementation’ folder of the disk to launch
BLA and BIS and set up their mutual communication.



