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Abstract 
 

The Internet has grown to an essential media for human beings that facilitate communication, 

information searching, banking, marketing, online education and advertising among 

the numerous use cases that it offers. The benefits that are offered by the Internet are negated due 

to the fact that the intruders abuse and compromise the Internet through sophisticated 

cybercrimes and computer crimes. Cybercrime and computer crime has caused great havoc and 

panic in the Internet usage and network security. As a result it has become very important to 

protect the information residing in the computer systems that are connected especially to the 

networks, as it is the primary target for criminal activities. It is impossible to build a completely 

secure system as intruders find new methods to compromise the system. The least that can 

be done is to detect the intrusions; in-order to either fix the vulnerability or to avoid the 

intrusions from re-occurring. One such tool that detects intrusions is an Intrusion Detection 

System (IDS). However IDSs have their own challenges such as the incapability of detecting 

new intrusions and generating a multitude of false alarms. The focus of this research is to 

alleviate the current issues in IDSs by designing a Network IDS using Genetic Algorithms 

(GAs). The study thus aims at making the intrusion detection process robust by detecting 

unknown intrusions with less number of false alarms using GA principles. Further, a prototype 

of an IDS using GAs was developed to substantiate the study and evaluate the effectiveness, 

uniqueness and flexibility. The results showed that the GA-NIDS proved to be flexible and 

unique in accepting any format of rule as well as detecting both known and unknown intrusions. 
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1 Introduction 
1.1 Introduction  

 

The Internet is a public, helpful and self-sustaining service accessible to hundreds of millions of 

people worldwide. The Internet has become part of man‘s daily lives, and it is used by all age 

groups for various day to day functions such as communication, search for information, perform 

online transactions, e-studies, online health facilities etc. It has become such an important 

element, that it has become the first place to find a solution to any problem. As of March 31, 

2009 statistics, 15 trillion people use the Internet [1, 2, 3]
1
. Along with the enormous demand for 

utilizing its services, the Internet has however also created the opportunity for criminals to 

access, and abuse computers and information residing in them. Crimes committed through the 

Internet are increasing yearly and has caused distress to companies, individuals and even 

children who are affected by it. Hence, computer security, network security and information 

security has become extremely vital. 

 

Computers and computer networks are often exposed to both computer crime
2
 and cybercrime

3
 

[4, 5]. This can be recognized to the rapid increase in complexity and importance of distributed 

computer systems and information resources. Many modern computer based information systems 

do not have properly implemented security services. Hence, these systems contain a number of 

vulnerabilities, and therefore can be easily compromised. Intruders look for vulnerabilities on 

computer systems and networks to break these security services, and indirectly affect whoever 

has access to these resources. The implementation of computer and network security has become 

extremely important to prevent intruders from hacking into computers and networks. 

                                                           
1
 This thesis uses the IEEE referencing method where references are cited by number.  The full list of references is 

found on page 168. 

2
 Computer Crime: A fraud committed where by computer is a tool or target. 

3
 Cybercrime: A fraud committed from or against a computer or network. 
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1.2 Background  

 

Data theft and breaches from cybercrime have cost businesses as much as $1 trillion globally in 

loss of intellectual property and expenditures for repairing the damage in 2008, according to a 

new study from McAfee.  McAfee made the projection based on responses to a survey of more 

than 800 chief information officers in the United States, UK, Germany, Japan, China, India, 

Brazil and Dubai. The respondents estimated that they lost data worth a total of $4.6 billion and 

spent about $600 million cleaning up after breaches [6, 8]. The Internet is intruders‘ most 

utilized facility to commit crime.  According to a recent study by the fraud-tracking firm, Javelin 

Research, identity theft
4
 is becoming more prevalent with the number of victims rising 22% from 

2007 to 2008 [8]. Globally up to 80-million computers are manipulated daily by external hackers 

[9].  

 

Top class businesses facilitating online transactions and online banking systems are not the only 

targets. Some hackers manipulate these systems for fun. They perform Denial-of-Service (DoS) 

attacks, which cause a loss in productivity. Since the Internet has become ever-present, so will 

the subsequent vulnerabilities. New security tools and techniques have also been developed in 

protecting networks and computer based information systems. There are multiple network 

security tools available, for example firewalls
5
, intrusion detection systems (IDSs) and 

vulnerability scanners
6
 [10, 11, 12].  Every security tool has its own importance in enforcing 

security in computer systems. While it is imperative that security tools and techniques ensure 

authorized-only access to the system‘s resources and data, it is impossible to build a completely 

secure system as intruders find new ways to compromise the system. The least that can be 

implemented is a means of detecting intrusion in-order to either fix the vulnerability or to avoid 

                                                           
4
 Identity theft: Identity theft is a crime used to refer to fraud that involves someone pretending to be someone else 

in-order to steal money or get other benefits. 

5 Firewalls: a computer system that sits between the Internet and a company's network and acts as an active gateway 

to keep intruders from accessing the company‘s confidential data. 

6 
Vulnerability Scanner: A vulnerability scanner is a computer program designed to assess computers, computer 

systems, networks or applications for weaknesses. 
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the intrusions from re-occurring. One such tool that detects intrusions is an Intrusion Detection 

System (IDS). 

 

The main task of IDSs is to detect intrusions and generate an alert about the intrusion. Typical 

IDS consist of three modules. They are information collection, intrusion detection and response. 

There are mainly three places where an IDS may be placed to collect information. They are 

Network based IDS, Host based IDS, and Hybrid based IDSs. These will be explained further in 

detail in the following chapters. The intrusion detection module detects intrusions. There are 

mainly two types of detection. They are Anomaly based detection, which is the detection of 

intrusions in information or events collected during user behavior activities and Misuse based 

detection. Most of the commercial systems use misuse detection to detect intrusions [13]. In 

misuse detection, detection of an intrusion is based on something that is already known to be 

harmful [14]. There are many methods classified under both the types of detection. Intrusions are 

detected depending on the functionality of the methods, and will be explained further in the 

following chapters. The response module generates an alert or response once an intrusion is 

detected through the response module. An alarm can be also generated when the IDS thinks that 

an intrusion has occurred when in fact it is not an intrusion. These alarms or responses are 

known as false alarms. 

 

The current dilemma in IDSs is that they generate a multitude of false alarms and are unable to 

detect new intrusions occurring, and can only detect intrusions that have been previously 

identified. A specific method for identifying false alarms still remains a stumbling block for the 

IDS community [15]. It remains therefore very complex for administrators to determine between 

normal and abnormal connections. Detecting unknown intrusions without generating too many 

false alarms has also not been clearly defined. This still remains a challenge to the 

administrators, who will have to work through created event-reports to authenticate whether each 

occurred event is an intrusion or only a false alarm. 

 

The aim of the research revolves around the current dilemma and is explained in the next section. 
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1.3 Purpose of the Research 

 

Intrusions occur mostly on networks and the current rules used in detecting intrusions are 

sometimes incapable of detecting new intrusions or detect intrusions beyond the specifications of 

the rules. For this purpose a suitable ID method needs to be selected. In network based intrusion 

detection, the methods that are most suitable are Misuse based methods. Within the misuse based 

detection, an intelligent decision making system is needed so that new rules are created from 

existing rules to detect new intrusions. The main attributes that were considered in selecting a 

suitable method included the mode of detection, false alarm rate, ability in detecting unknown 

intrusions, adaptable to intelligent decision making. The method that was found suitable after 

deep analysis and evaluation is Genetic Algorithm (GA) which will be addressed later in the 

research. Hence, the focus of this research is to design a network intrusion detection system 

using GAs which will be able to create new rules from existing rules to detect unknown 

intrusions. These new rules will be created by applying the GA principles selection, crossover 

and mutation. The new rules created will be specifically defined so that they alleviate the current 

dilemma in the IDS community by attempting to detect unknown intrusions without generating a 

multitude of false alarms.  Once the proposed design is developed, the intention is to develop a 

prototype model which shows a graphical user interface where IDS rules are present, and GA 

principles are applied to create new rules from the existing ones and hence the new intrusions 

will be detected. The next section discusses the issues to be addressed in the research. 

1.4 Research Questions 

 

The following questions discussed below will provide a greater understanding about the purpose 

of this research. 

 What are the capabilities of an IDS? 

This will give an overview of IDSs and the capabilities of an IDS by explaining the 

different types, methods and response mechanisms in IDSs. Each type and method of IDS 

is discussed in detail explaining their functionalities, and motivated as to what would be 

suitable for the research. 
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 What is a GA and how can GA be utilized in an IDS? 

All the methods would be evaluated and the suitable method for this research was 

selected as GA based on comparisons of methods. Hence a detailed explanation of GAs 

will be provided explaining their capabilities and how these capabilities could be used in 

IDSs.  

 

 What are the current IDSs using GAs and how will this research be different from 

them? 

An explanation of the current IDSs using GAs or research that has been done is 

discussed, to see how this research is different from the existing ones and the advantages 

of this research over the existing ones. 

 

1.5 Research Methodology  

 

The research goal will be fulfilled by a development approach loosely based on a combination of 

the waterfall model and prototyping model. Within the process of these two models, the research 

is outlined as discussed below. 

 

The development approach begins by following the waterfall model. The waterfall model defines 

the development of the software through the phases of requirement extraction or analysis, design, 

implementation, testing and maintenance [16, 17].  

 

The research starts by analyzing the viability of the research and identifying the problem 

statement and research goal. The phases of waterfall methodology were adopted in the 

development approach and followed throughout the research. Each phase was verified and 

validated based on the output results. The output results were validated against the desired results 

by inputting them to the next phase. The prototype methodology uses the functional prototype 

model, which simulates the functionality of the design [18]. The functional prototype model was 

also loosely used in the development approach when the design was developed and a prototype 

was implemented to prove the proof of concept of the design. The next figure shows the various 

phases of the methodologies and the output result of each phase in this research. 
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 Figure 1.1 Methodology Phases 
 

The first two sections show the phases of the methodologies in the research chapters. Chapters 3 

to 7 will describe the analysis on IDS and GAs. From this analysis, the exact requirement of the 

research will be extracted by studying the IDS modules in Chapter 3, 4 and 5 and GAs in 

Chapter 6.  

 

 

Analysis will be conducted through literature study obtained from academic journals, conference 

papers, thesis and website information on IDSs and GAs. This literature study will discuss and 

evaluate in depth the main modules of IDSs and how it can be utilized in this research. It also 

provides an analysis on the type, method and response mechanism selected for this research.  

Hence it will be easier to understand the functionalities of IDS, types of IDS and methods used 

in IDS and thereby to select the appropriate components suitable for this research. The output of 

this analysis through literature study would be to select the type, method and response 

Development Approach 
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mechanism of IDS suitable for this research.  

 

 

The research progresses to explain GAs in chapter 6 and provides an analysis on the feasibility 

of using GAs and why GAs was selected as a method for this research. The output of Chapter 6 

will be to select the best suited genetic operations for the research.   

 

 

Analysis of these entire chapters further led into chapter 7 which describes the existing products 

that are similar to the research and discusses the shortcomings of the existing products and the 

value-add of this research.  

 

 

After the analysis phase, the research steps into the design phase in chapter 8. Here it provides 

the design and creation of a solution to the problem statement. The design is a necessity to 

evaluate overall functionality of the proposed focus on the research, establish the output results 

and to discover any disadvantages before the actual solution was implemented.  

 

 

The output result from the design phase was used to build the prototype and to show the working 

prototype in Chapter 9 and 10. Hence, the prototyping methodology started in Chapter 9.  In the 

prototyping model approach, the functional prototype model was followed in this research which 

simulates the design through a functional prototype [18].  

 

The research will further continue to follow the phase of testing. The prototype will be tested and 

results verified and validated in detail against the design, and against expected results in chapter 

10 and concluded in chapter 11. 

 

1.6 Terminology 

 

The terms mentioned in the next page recur throughout this thesis. The main terms are defined as 

follows.   
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1.6.1 Intrusion 

 

The term intrusion is the most frequently used term in this study. Although one can interpret the 

meaning of this term, a more expressive definition is formulated as follows: ―the attempt to 

compromise the confidentiality, integrity, and availability, so as to bypass the security 

mechanism of a system‖ [19, 20]. A synonym for the term ‗intrusion‘ is ‗attack‘. The term 

‗attack‘ will therefore be used wherever it is appropriate. 

1.6.2 Intrusion detection (ID)  

 

ID refers to the process of detecting intrusions. Yet a more expressive definition is: ―the process 

of detecting intrusions by monitoring and analyzing the events occurring in a system or on a 

network‖ [21, 22]. 

 

1.6.3 Intruders 

 

Intruders are illicit users from outside or inside the network that may attack authorized users in 

the network to gain extra rights which they are not authorized to. Intruders may also be classified 

as authorized users who exploit the rights given to them [23]. A synonym for the term ‗intruders‘ 

is ‗attackers‘. The term ‗attackers‘ will be used wherever it is appropriate. 

 

1.6.4 IDSs  

 

IDSs are systems that detect intrusions. IDSs are defined as software or hardware products that 

initiate this monitoring and analysis process of detecting intrusions in a system or on a network 

[10, 24]. 

 

1.6.5 Network Intrusion Detection Systems (NIDSs) 

           

NIDSs are IDSs that detect intrusions occurring on a network. A more complete definition is: 

―NIDSs are systems that monitor packets on the network and tries to determine if an intruder has 

compromised the system‖ [25]. 
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1.6.6 False alarms 

 

A false alarm is an alert that is created when a connection is interpreted as an intrusion when in 

actual fact it is not.  It is also defined as an alarm occurring from a normal (expected day to day) 

user activity [26]. 

1.6.7 Genetic Algorithm (GA)  

 

A GA is a computational concept stimulated by the mechanisms of natural evolution and 

Darwin‘s theory
7
 of survival of the fittest. A simpler definition is: ―A GA is essentially a type of 

search algorithm that uses the concept of Darwin‘s theory, and genetic operator‘s crossover and 

mutation‖ to solve a wide variety of problems [27]. 

 

1.6.8 Vulnerabilities  

 

Vulnerability (as the name suggests) is the faults of a system. The Oxford Dictionary defines 

vulnerability as ―the areas of the system that can be exposed to damage‖ [28]. 

 

The next section sets out the layout of this dissertation. 

 

1.7 Dissertation layout 

 

This dissertation is structured in eleven chapters, which are outlined below. 

 

Chapter 1, the current chapter, introduces and motivates the research. It also identifies the 

research focus and research methodology that will be used in this study. The terminologies that 

will be used throughout the research are also clarified in this chapter. 

 

Chapter 2 gives an overview of IDSs, explaining the tasks of IDSs in general.   

                                                           
7
 Darwin‘s‘ theory: Darwin‘s theory states that in a species, individuals which are strong tend to survive than the 

weaker ones and stand a chance to produce offsprings. 
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Chapter 3 explains the first task of IDS, namely intrusion monitoring. Intrusion is monitored by 

placing IDSs in various locations. This chapter provides a detailed explanation of the different 

types of monitoring locations and also sets out the advantage and disadvantage of each; further 

discussing the type of IDS to be selected. 

 

Chapter 4 explains the second task of IDS, namely intrusion detection. Intrusion is detected by 

using two detection techniques. They are anomaly detection and misuse detection.  There are a 

number of methods classified under these two techniques. The different methods with their 

viability in this research will be discussed in this chapter. This will be followed with an 

explanation of a suitable method for accomplishing this research. 

 

Chapter 5 discusses the final task of IDS which is the response mechanism. IDSs mainly have 

two types of response mechanisms. They are active response and passive response. This is 

explained in detail in this chapter.   

 

Chapter 6 gives an introduction to GAs. This chapter explains the GA functions, and provides a 

detailed explanation of the three main genetic operators: selection, crossover and mutation. It is 

important that these operators are well understood, in-order to apply them in the IDS. 

 

Chapter 7 provides an explanation of the existing models where GAs is incorporated into IDSs. 

This is in line with the research aim to design a NIDS using GA. This chapter also studies the 

disadvantages of the existing models and the uniqueness of the proposed design from the 

existing models.  

 

Chapter 8 proposes the design of incorporating GAs into NIDSs. It explains the network 

architecture of the proposed design and provides worked out examples of how each function will 

be performed by each component in the design. 

 

Chapter 9 explains the prototype GA-NIDS developed for the proposed design. The design of the 

model is discussed in detail and a prototype is presented to prove the proof of concept.  

Chapter 10 verifies and validates each operation of the prototype to a real time IDS (thus 
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comparing the experimental results and validating it against the result that would have been 

produced by a real-time system). It compares the prototype to a real time IDS and discusses the 

phases of the prototype.  

 

Chapter 11 concludes the dissertation by explaining the extent to which the problem statement 

was resolved. This is done by discussing how each chapter contributed to the resolution of the 

problem statement.  The dissertation concludes by reflecting on possible areas for future research 

and improvements.  
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2 Basic Design of IDS  
 

2.1 Introduction 

The awareness of evaluating and managing security within interconnected networks is high in 

demand with the knowledge of potential security risks. Due to insecure networks, the loss of 

information has become critical and hence this calls for the implementation of security 

mechanisms to keep intruders from hacking into systems. Intruders tend to find new ways to 

compromise systems each day. As intrusions occur more, the weaknesses of current tools and 

technologies (like firewalls) are exposed. The least that can be done is to detect the intrusion so 

that the damage can be repaired at a later stage, or to prevent the intrusion from recurring again 

by implementing necessary security mechanisms. In this regard, IDSs are effective tools for 

detecting intrusion. 

 

Before understanding how an IDS works, it is imperative to understand intruders, intrusions and 

the motivation behind the development of IDSs. One should also understand the architecture and 

overall significance of IDS. These are explained in the following sections. 

2.2 Intruders and intrusions 

 

A. Sundaram defines intrusion as the unauthorized attempt to access, manipulate, or leave a 

system inoperative or unreliable [23]. 

 

Intruders are people who create intrusions. Intruders might not always be harmful. There can be 

intruders who are just inquisitive and hack into a system for fun while others might have a 

purpose. Intruders can be classified into two categories [23, 24]. 
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 Outsiders: Outsiders are intruders from outside the network who may attack the 

external presence like deface web servers.  They may send spam through e-mail 

servers or crack firewalls to access the internal network. Outsiders operate through 

the Internet, dial-up lines, or from other networks that are connected to the corporate 

network. 

 Insiders: Insiders are intruders that have access to the internal network and try to 

compromise the internal network through the access that they have or through 

unauthorized access. These users misuse their privileges and act as high privileged 

users, or as inquisitive users. It is found that Insiders commit 80% of security 

breaches [29, 30, 31]. 

 

The types of intrusions that intruders can create are manifold. To identify intrusions one has to be 

aware of how intrusions can be caused. Intrusions are detected from the source where it occurs, 

namely those executed from the internal systems (local network), the Internet or from remote 

dial-in sources [32, 33].The ways in which an intruder can hack into a system are listed below 

[25]. 

 

 Primary intrusion: Primary intrusion takes place when a system is compromised 

through physical access to the system. 

 System intrusion: System intrusion occurs when the intruder takes advantage of the 

low privileged system access they have to exploit the system and further gain access 

to unauthorized areas. 

  Remote intrusion: Remote intrusion takes place when an intruder attempts to 

compromise the system remotely across a network.  

 

Administrators have to monitor systems such as IDSs to identify these intrusions. IDSs are 

explained in the next section. 
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2.3 What is Intrusion Detection? 

 

Intrusion Detection (ID), refers to the detection of intrusions. Intrusions are identified when an 

IDS collects and analyses information from a computer system or from the network in-order to 

find security violations [34]. It can also be defined as the art of detecting inappropriate, incorrect, 

or anomalous activity [35]. In the context of this research, ID is the process of detecting 

intrusions on a computer system or network.  

 

Systems that detect IDs are known as Intrusion Detection Systems (IDSs). IDSs can also be 

defined as software or hardware products that monitor and analyse the process of detecting 

intrusions in a system or on a network [21, 36]. An IDS is labeled as a system that monitors 

network traffic, checks for suspicious activity and alerts the system or network administrator 

[37]. In the context of this research, IDSs are systems that detect intrusions where they are 

placed (network or host) by using specific methodologies.   

 

The next section explains the brief history of IDSs. 

2.4 History of IDSs 

 

The IDS concept has been an area of research for more than twenty years, but recently it has seen 

a rise in popularity. In 1980 J. Anderson first introduced the concept of IDS in his paper, 

―Computer Security Threat Monitoring and surveillance‖ [37]. This paper describes how user 

behaviour on computer systems can be understood by analysing audit trails and how this can 

help in detecting misuse of the system or the access given to the users.  

 

Following this in 1984, D. Denning, from Sri International, developed the first model of IDS 

called the Intrusion Detection Expert System (IDES) [38]. This model served as the basis for IDS 

technology, and from this D.Denning developed and published a design for IDSs known as the 

Intrusion Detection Model.  This intrusion detection model was used to develop commercial 

IDSs [39]. 
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Later, in 1988, the Haystack Project at Lawrence Livermore Laboratories developed an IDS that 

detected intrusions by comparing audit data with pre-defined patterns. The outcome of this was 

the joint development of D.Denning and the Haystack Project to develop Host-Based Intrusion 

Detection technologies [40].  

 

In 1990, NIDS was introduced by Heberlein in his book ―Network security monitor‖. This 

contribution of Herblin, together with the work of the Haystack team, paved the way to hybrid 

intrusion detection, which is an IDS that combines both host based IDS and network based IDS. 

This was followed by the commercial development of IDSs in the early 1990s [41].  

 

The first vendor of IDS tools was the Haystack Labs. In 1997, the IDS market gained popularity 

and security market leaders like ISS
8
 and CISCO

9
 started to develop IDSs [26, 42].  

 

The next sections discuss the role of IDSs in an organization and the tasks that they can 

accomplish.  

2.5 Architecture and tasks of IDSs 

 

The main task of IDSs is to detect intrusions and generate an alert about the intrusion [33]. 

Considering that as a foundation, Figure 2.1 shows the main tasks of IDSs. 

 

                                                                                       

                                                           
8 
ISS: A pioneer and leading supplier of adaptive security management systems. 

9
 CISCO: Cisco Systems, Inc. is an American multinational corporation that designs and sells consumer electronics, 

networking and communications technology and services. 
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Figure 2.1: Intrusion Detection tasks 

 

As presented in Figure 2.1, an IDS consists of three modules. They are information collection, 

intrusion detection and response. These modules are discussed further aligning them to the 

architecture of the IDS. 

 

Figure 2.2 shows the architecture of an IDS. This figure is based on the architecture explanation 

provided in the paper ―Survey of research in the intrusion detection area‖ by  

E. Lundin and E. Jonsson [43]. The three main modules in the architecture as shown in figure 2.1 

constitute the functionality of IDS.  
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Figure 2.2:  IDS architecture 

 

The first module as shown in the architecture of an IDS is information collection, which is the 

collection of information or events. The information collection module in the architecture 

collects the set of events generated on the network or on a system and send this information to 

the intrusion detection module to be analysed. 

 

The second module is intrusion detection, which is the collection, monitoring and analysis of 

information to detect intrusions.  A possible intrusion is detected if any discrepancy is found in 

the analysed information. The purpose of the intrusion detection module is to filter the 

information in the event set, discard unwanted information, and thereby detect intrusions. It uses 

the intrusion detection policy to classify intrusions. The policy may contain attack signatures and 

normal behavioural profiles or connections. The module can also have its own known database 

of intrusion signatures to detect intrusions. 
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Once the information is analysed (and if an intrusion is detected) it is passed on to the response 

module, where an alert is generated. Response is the third module of an IDS. The administrator 

is notified of this response to take appropriate action. Similar to the second module, a response is 

generated only after checking the response policy. The response may be in the form of an alarm 

or a pop up window. 

  

The response helps the administrator or the system to take countermeasures such as blocking 

sessions, or backing up the systems according to the security policy of the organization [3, 44].  

Not all responses may be true, that is, some responses may be false alarms. A false alarm is an 

alarm or a response generated when an intrusion is detected, when in actual fact it is not a 

intrusion. False alarms may also be created as a result of malfunctioning network interfaces, or 

by an inquisitive employee who attempted to explore the network but accidentally triggered the 

alarm. 

 

The IDS as it functions is explained through the architecture and tasks of the IDS described 

above. This IDS architecture overview was provided to create a better understanding of the 

classification of IDS, which are explained in the next section. 

2.6 Classification of IDSs 

 

Apart from the architecture and tasks an understanding of the classification of the IDSs is needed 

to select the appropriate IDS for this research. Considering the architecture provided above as a 

foundation, IDSs can be classified into different categories based on the three main modules 

explained above [19].  The information collection module as it is named is the monitoring 

location of an IDS from where the information is collected. There are mainly three main 

monitoring locations for IDSs. They are network-based IDSs, host-based IDSs and application-

based IDSs. The second module, intrusion detection, determines how to detect an intrusion using 

the best analysis approach suitable for the monitoring location. There are mainly two analysis 

approaches. They are misuse detection and anomaly detection. The response forms the third 

module. This module is important in determining the kind of response generated when an 

intrusion is detected. To be precise, this module is responsible for implementing appropriate 
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countermeasures. There are mainly two types of response mechanisms. They are active response 

and passive response.  The classification framework of IDSs according to the three major 

modules is represented in the figure below:  

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2.3: Classification framework of IDSs 
 

A more detailed explanation on each of the modules of IDS is given in the following chapters. 

2.7 Conclusion 

 

IDSs are based on an assumption that an intrusion will or will not take place. In the event of an 

intrusion attempt, the IDS should detect it. This will mitigate the after effects of intrusion and 

will prevent the same intrusion attempts in the future. In-order to carry out intrusion detection, 

one should be aware of the different types of intrusion and intruders. It is also highly essential to 

be informed about the role of IDSs, its architecture, tasks and classifications. Chapter 2 covered 

all of these aspects in detail.  
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Intrusion detection in IDS depends on where it is placed and the method by which the intrusion 

is detected. The next chapter will discuss this in detail. 

 

 

 

 

 

 

 

 



36 

3 IDS Monitoring Locations 

 

3.1 Introduction 

 

The pitfalls in the existing security products and the growing number of intrusions clearly 

indicate the need for further ways to protect computer systems from being compromised [45]. 

The previous chapter explained the IDS architecture in detail. Even so, one cannot work 

effectively with IDSs by simply knowing its architecture. It is impossible for an individual or an 

organization to fully benefit from IDS without being adequately informed on the type of IDS that 

they require. There are different types of IDSs, and each type varies according to the monitoring 

locations from which information is collected.   

 

Each organization has its own unique requirement with regard to protecting its systems. Needless 

to say, requirements will also vary from organization to organization. When implementing an 

IDS, it is essential to understand the different monitoring locations, which are fully explained in 

this chapter. 

3.2 Information Source 

 

Since information passing through the network is collected by the information collection module, 

it is also referred to as information source. It is the information from the events that determine 

whether an intrusion has taken place or not. The information source or the collection of the 

information depends on where the IDSs are being placed, and where the IDS monitors from, 

hence it is also known as monitoring locations of the IDS [10]. Monitoring locations, as the word 

suggests, monitors the events that take place in protected systems or on a network. The 

monitoring locations are discussed in the following sub sections. 
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3.2.1 Network-based IDSs  

 

The majority of IDSs can be classified as Network-Based IDSs (NIDSs) [46]. NIDSs detect 

intrusions by collecting and analysing network packets. They search for attack signatures within 

the packets. Packet signatures which are based on actual packet contents are analysed by 

comparing the signature to known patterns of intrusions [47]. If the signatures match to pre-

defined patterns of intrusions, then an intrusion is triggered. The NIDS  scans not only packets 

coming into the network but also scans for outgoing packets, hence can also learn about any 

intrusion in the outgoing or local network traffic [48]. In essence NIDS can be defined as an IDS 

that detects intrusion on a network by monitoring the network traffic and analyzing information 

in network packets. These packets are examined and sometimes compared with empirical data to 

verify their nature. Because they are responsible for monitoring a network, rather than a single 

host, NIDS tend to be more distributed than host-based IDS. Instead of analyzing information 

that originates and resides on a computer, network-based IDS uses techniques like ―packet-

sniffing‖ to pull data from TCP/IP
10

 or other protocol packets travelling along the network. This 

surveillance of the connections between computers makes network-based IDS great at detecting 

access attempts from outside the trusted network.  

 

The NIDS monitors and analyses the traffic and reports any intrusions that have been detected. 

Many of the NIDSs run in stealth mode, which confuses the intruder to determine its location 

[19, 49]. This is generally accomplished by placing the network interface card in promiscuous 

mode to capture all network traffic that crosses its network segment. 

 

NIDSs also have disadvantages, yet they are not as critical as the ones explained above. The 

main disadvantage of an NIDS is that it may not be able to analyse all traffic on a large busy 

network; and hence may overlook some intrusions. A solution for this problem is to place them 

at different points, where each NIDS can analyse a particular subnet. Switches
11

 are an issue for 

                                                           
10

 TCP/IP: TCP/IP (Transmission Control Protocol/Internet Protocol) is the basic communication language or 

protocol of the Internet. 

11
 Switch: A computer networking device that connects network segments. 
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a NIDS. A switch can only forward traffic to the ports that have devices involved in a given 

conversation. So if Computer A on port 1 is talking to Computer B on port 2 then only machines 

connected to ports 1 and 2 will see the traffic. This has many advantages. Switches eliminate 

collisions, they reduce processing power required on terminating devices and they make 

malicious packet sniffing much more difficult. This last advantage of switching is a problem for 

a NIDS. NIDS detect intrusions by sniffing network packets through the network; if switches are 

present within the network then NIDS will not be able to sniff all packets routed through the 

network. Hence all packets may not be verified for intrusions [48]. 

 

The second type of monitoring location is where an IDS is placed on the host system. These 

types of IDSs, known as Host-Based IDSs (HIDSs), are discussed in the next section. 

 

Figure 3.2 shows an example of an NIDS. In a small corporate network NIDS is placed at a 

single point of the network. In large networks NIDSs are placed at different points of the 

network, which is shown in the following figure.   
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Figure 3.2: Network-based IDS 

3.2.2 Host-based IDS 

 

With host-based IDS, the monitoring location is the specific host; hence IDSs are named HIDS. 

HIDS involves loading intrusion detection software on a system to detect intrusions on that 

specific system. An HIDS detects user behaviour and checks events occurring on the specific 

host for signs of intrusion. The HIDS detecting the intrusion, records the current status of the 

host and this is then compared to the stored attributes [3, 26]. To be precise, a host-based system 

detects an intrusion by comparing the attributes of the existing system file to the pre-recorded 

system file. If there are any changes, it then responds to an alteration that is present in the current 

file.  
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HIDS not only detects network traffic to and from a system but also checks the integrity of the 

system files and any suspicious activities on the system. For HIDS to detect intrusions on a 

network all the systems on the network must be loaded with HIDS software. There are two main 

classes of HIDSs. They are personal firewalls [50] and agent based software [35]. Personal 

firewalls are firewalls that protect the particular host it resides on. Agent based software report to 

an ID server that then analyses the information to detect anomalies in communication for the 

hosts across the network. HIDS is an example of agent-based software. The following figure 

shows an HIDS. 

 

 

Figure 3.3: Host-based IDS 
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Figure 3.3 shows the IDS placed on hosts.  These IDS placed on the host detects intrusions on 

the specific host and alerts the administrator if an intrusion takes place.  

 

HIDS monitors events occurring on a specific host. Since network traffic is required to write logs 

or report activity from each host, network performance may be decreased. Intruders can 

furthermore attack a specific host and subsequently disable the HIDS. An HIDS also consumes 

processing time, memory and other resources from the hosts where they reside [51].  

Application-based IDSs are similar to HIDSs and are explained in the next section.  

 

3.2.3 Application-based IDSs 

  

Application-based IDSs are a component of HIDSs. They monitor and analyse events occurring 

on a specific application, instead of on the entire host.  Application-based IDSs use application 

transaction log files as their monitoring location. They detect intrusions whenever authorized 

users either intentionally create an intrusion, or explore the system out of curiosity [10]. These 

IDSs can also detect intrusions with encrypted data by using an application-based encryption or 

decryption service.  

 

Similar to HIDSs, application-based IDSs also reside in hosts. Accordingly, the main weaknesses 

of HIDSs are also applicable to application-based IDSs. Application-based IDSs also consume 

the resources of the host in which they reside. They are more vulnerable to intrusion than HIDSs 

because they carry fewer rules to protect a host. As a result it is easier to find information 

quickly through application based IDS rather than HIDS.  

 

The above-mentioned are the three main monitoring locations of IDSs. The combination of the 

host-based IDS and network-based IDS is explained in the next section.  
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3.2.4 Hybrid-based IDSs 

 

Hybrid-based IDSs are a combination of HIDSs and NIDSs. Hence, they monitor, analyse and 

respond to intrusions that occur both on HIDSs and NIDSs [52, 53]. Figure 3.4 illustrates a 

combination of HIDS and NIDS on a network. An NIDS monitors intrusions on the network 

whereas HIDS monitors intrusions occurring on a host. Both these IDSs report to a single 

console, IDS server which alerts the administrator of any intrusions. 

 

Hybrid-based IDSs tend to be efficient since they combine NIDSs and HIDSs, but their greatest 

disadvantage is that they may use up a lot of resources and consequently slow down the network 

[52]. 

                                              

 

Figure 3.4: Hybrid-based IDS 
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3.3 Selecting NIDS for this research 

 

The study conducted in the above sections summarises the following facts;  Host Based IDS can 

only monitor intrusions on a specific host. The security mechanisms on the host should be 

dependent on what the host is used for, hence each host will have different security requirements. 

The disadvantage of Hybrid based IDS, is that, although it has NIDS, it uses a lot of resources 

since it is used in conjunction with a HIDS [35]. As the monitoring location is a very important 

aspect in identifying network intrusions, NIDS would be the most feasible methodology. Hence, 

this research recognizes the importance of NIDSs and will mainly focus on implementing 

network security through a NIDS.  

3.4 Conclusion 

 

The first module, namely, information collection in an IDS, is a very significant module as it 

determines where the IDS should be placed in-order to monitor events. Chapter 3 described 

various monitoring locations of an IDS to determine where the information is extracted for 

detecting intrusions. The monitoring locations were analysed, and NIDS was selected as the best 

monitoring location for this research. The next step is to detect intrusions. These intrusions are 

detected using methodologies which will be explained in the next chapter. 
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4 Intrusion Detection in IDS 

 

4.1 Introduction 

 

In view of the fact that information has become one of the most sought after properties in the 

world today, it is becoming increasingly challenging for every organization to protect its vital 

data from theft and sabotage. In this regard IDSs play an important role in protecting resources. 

Intrusion detection in IDSs is carried out by the second module in the IDS architecture as 

proposed in a previous chapter, which is intrusion detection or analysis. Analysing events and 

detecting intrusions is carried out by the methods presented in IDSs.  

 

The first module in the IDS architecture is Information source, also known as monitoring 

locations. These are locations in which the IDSs are placed to monitor events. The different types 

of monitoring locations were explained in chapter 3. After the events have been observed by the 

information source module, they are sent to the second module to detect intrusions. This chapter 

discusses the second module in the IDS architecture, namely ID or analysis. As mentioned 

before, the ID or analysis module detects intrusions based on an analysis approach. The two 

main approaches used to analyse events to detect intrusions are: misuse detection and anomaly 

detection. Both these approaches make use of specific methods to detect intrusions [54]. These 

are discussed in the sections that follow.  

4.2 Misuse Detection 

 

Most of the commercial systems use misuse detection to detect intrusions [13]. In misuse 

detection, detection of intrusions is based on something that is already known to be harmful [14]. 

In other words it is the detection of intrusions which are already identified or ‗blacklisted‘ as an 

intrusion. Known intrusions are presented in the form of a pattern or signature, so if any such 

intrusions occur, they are detected without difficulty. The term ‗misuse detection‘ is often used 
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interchangeably with the term ‗pattern matching‘. Misuse detection is also known as signature 

based detection, since alarms are generated on the foundation of specific intrusion signatures. 

Misuse detection is capable of detecting intrusions very effectively, except when unknown 

intrusions occur. In such cases misuse detection may not detect the intrusion [55]. 

 

Figure 4.1 shows a block diagram for a typical misuse detection system (based on A. Sundaram‘s 

―An Introduction to Intrusion Detection‖) [23]. 

  

 

                                     

 

 

 

  

 

  

  

Figure 4.1: A typical misuse detection system     

 
Figure 4.1 shows how an intrusion is detected by using the misuse detection system. There are 

some pre-defined intrusions present in the system profile, which are compiled from previous 

intrusion scenarios. When information is received from the set of events, the system profile 

checks whether it is a known intrusion by investigating the existing intrusion signatures. If the 

information matches a specific intrusion signature, it indicates that an intrusion has occurred, and 

the intrusion is subsequently notified. In case of unknown intrusions that might occur, it cannot 

be detected by the misuse detection system because there is no pattern or signature available for 

it yet. In such a case intrusion signatures are modified to detect the new intrusion, or new 

intrusion signatures are added to the existing intrusion signature database.  

Set of events System Profile 
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Match? 
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A significant disadvantage of misuse detection systems is that the intrusion database must be 

constantly updated, much in the same way a virus scanner‘s virus definition database needs to be 

updated. Another disadvantage is that the system may miss some of the known intrusions in 

cases where the intrusion signatures are too specific. The main advantage of this system is that 

the number of produced false alarms will be less [51]. 

 

The methods that misuse detection systems use to detect intrusions are explained in the next 

section. 

 

4.2.1 Misuse Detection methods 

 

Methods used in misuse detection sense intrusions by comparing them to a predefined set of 

intrusions. The methods explained below are used widely in IDSs: 

 Expert systems 

 State transition analysis  

 Pattern matching & Expression matching 

 Keystroke monitoring 

 Dedicated languages 

 Genetic Algorithms (GAs) 

 

Each of these methods is discussed in detail in the sections to follow. 

4.2.1.1 Expert systems 

 

Expert systems detect intrusions based on rules, which are in the form of an ―if-then‖ condition. 

The if-part specifies the conditions necessary for an intrusion. If the if-part satisfies the 

condition, the then-part performs the actions when an intrusion is detected. Known intrusion 
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scenarios are stored for the matching of rules to detect intrusions. This matching is based on 

audit trail events [23, 56].  

 

For example, consider an NIDS expert system which detects intrusions based on rules that has 

intrusion scenarios defined in it. Consider a simple intrusion scenario, as shown below: 

if ―200.1.40.249 connects to 200.1.40.147‖ then ―block the connection‖ 

 

This rule states that if a connection occurs from 200.1.40.249 to 200.1.40.147, then that 

connection should be blocked.  When a network connection occurs, the IDS will check the 

existing intrusion signatures, and determine if the network connection is an intrusion or not. For 

simple rules, such as the one mentioned in the example above, this might not differ from an 

access control list. The rules can also be made complex to detect specific attacks based on the 

attack signatures. 

 

An example of a system using an expert system is Intrusion Detection Expert Systems (IDES). 

IDES monitors the activities of individual users, groups, remote hosts and entire systems, by 

learning user‘s behavior patterns over time and detects behavior that deviates from these patterns 

[56, 57]. Next-Generation Intrusion-Detection Expert System (NIDES) was the continuation of 

IDES. NIDES operated in real time to detect intrusions as they occur. It monitors computer users 

by examining audit trail information using a statistical component as well as a rule-based 

component [57].  

 

Event Monitoring Enabling Response to Anomalous Live Disturbances (EMERALD) is an 

extension of NIDES. It contains not only a statistical and rule based component as in NIDES but 

also has a lot of extra features [57]. Expert systems also include MIDAS, DIDS and CMDS 

which are explained in the next sections [56]. 

 

Multics Intrusion Detection and Alerting System (MIDAS) was inspired from the research 

conducted by D. Denning and P. Neumann. It had the same functionality of IDES but was used 
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to evaluate the audited activities of more than 1200 application users in the National Computer 

Security Centre [57].  

 

Distributed Intrusion Detection System (DIDS) was the first IDS to aggregate the audit response 

received from all the hosts on a single network. DIDS comprises of three components. They are; 

host manager, LAN manager and central manager. The host and LAN managers monitor each 

host and each LAN respectively. The central manager links with the host and LAN manager to 

processes their reports, and detects intrusions [57].  

 

Adaptive Intrusion Detection system (AID) was developed for network audit based monitoring 

of local area networks and used for investigating network and privacy oriented auditing. AID has 

a client-server architecture with a central monitoring station and several agents on the hosts. The 

agents collect the audit information from the various hosts and send them to the central station 

and analysed by a real-time expert system. The expert system uses a knowledge base with state 

oriented attack signatures, which are implemented as rule sequences. The response of the audit 

information is send back to the agents indicating an intrusion or not [57]. 

 

Computer Misuse Detection System (CMDS) uses a statistical detection mechanism and a rule-

based expert system. The statistical detection system compares current behavior profiles to 

expected behavior profiles and alerts when the current behavior profile deviates from the 

expected profile. The rule-based expert system looks for activity that is similar to the rule 

scenarios and alerts when it deviates from the scenarios [57]. 

4.2.1.2 State transition analysis 

 

In State Transition Analysis, the system being monitored is represented as a state transition 

diagram. When the system analyses data, it makes transitions from one state to another. This 

transition is based on a Boolean condition [23]. Hence, when an intrusion occurs, it is portrayed 

as a set of actions performed by the intruder from the initial state of the system to the final state. 
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In this case, the initial state is the state of the system before the intrusion and the final state is 

when the system is compromised and the intrusion has occurred. In between the initial and final 

state is an intermediate state, which is the pathway or the actions performed by the intruder from 

the initial state to the final state. These actions performed by the intruder are called state 

transitions. An intrusion occurs when the final or compromised state is met with certain 

conditions (called guard conditions). If the final state has been met but the guard conditions are 

untrue, the possibility of an intrusion taking place, is false [21].  

 

For example, consider a banking environment where all the branch servers connect to a single 

application server. The application server is monitored by an IDS that applies state transition 

analysis. The IDS will store the predefined states for the application server at specific times. 

These states will also include what processes should run during the day and the CPU usage of 

these processes. Consider the bank to be functioning from 6.00 AM in the morning to 6.00 PM in 

the evening. The application server is supposed to function during that time. The IDS will expect 

―process A‖ to start running from 6 to 12‘O clock, followed by ―process B‖ from 12 to 2‘O clock 

and then ―processes A and C‖ to start from 2 to 4 ‗O clock and then ―process D‖ to start from 4 

to 6 ‗O clock. These are the different states of the application server. When these processes run, 

there will be conditions as to which systems can connect to this server, the maximum processing 

time and connecting time from any other system to this server, and what other systems can gain 

access to the server. These conditions should be met during each state of the server for the 

specific process. If the states of processes and the conditions are not met, then it can be 

concluded that an intrusion might be occurring. 

 

State Transition Analysis Tool (STAT) is an example of the first IDS to use this technique [58]. STAT 

represents state transition diagrams within its rule-base and uses them to detect intrusions that 

are similar to known intrusion sequences. State Transition Analysis Tool for UNIX (USTAT) 

was the first prototype developed for STAT. USTAT uses audit trails that are collected by the C2 

Basic Security Module of SunOS and tracks only critical sequences that must happen for an 

intrusion.  Further development of USTAT led to Network-based State Transition Analysis Tool 

(NetSTAT) which detects intrusions on multiple hosts sharing network file systems. NetSTAT 

uses a client-server architecture which collects audit records from different hosts and then merge 
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them into a single audit trail to perform state transition analysis on the resulting trail. Similar to 

USTAT, WinSTAT is a new tool that is developed to perform host-based intrusion detection in 

the Windows NT environment. WinSTAT uses as input the event logs produced by Windows NT 

and transforms a selection of NT events into WinSTAT events to detect intrusions [58, 59]. 

 

4.2.1.3 Pattern matching and Expression matching 

 

Similar to state transition pattern matching detects intrusions by comparing the events occurring 

in a system or audit data to a predefined set of events which are intrusion signatures. If the events 

or data match it means that an intrusion has occurred. An intrusion could be one action caused by 

the user of a system, or a set of actions [61].  

 

A disadvantage of this system is that it can only detect intrusions based on known vulnerabilities. 

Also, an intrusion signature not represented well (the signature does not have enough 

information to detect an intrusion) may not be detected by the system using pattern matching.  

An example of a system using this method is Snort
12

 [62]. 

 

Another method which is very similar to pattern matching and is the simplest form of ID is 

expression matching.  Expression matching checks for intrusions in audit trails by comparing 

them to a predefined set of intrusion signatures [61].  

 

For example, an IDS that applies Pattern matching or expression matching will have a predefined 

set of intrusion signatures. When a network connection occurs, the IDS will check if the 

connection that occurred is matching to any of the predefined signatures; if it is matching, the 

IDS will detect an intrusion. 

 

                                                           
12

 Snort: Snort is a free and open source network intrusion prevention system (NIPS) and network intrusion 

detection system (NIDS) capable of performing packet logging and real-time traffic analysis on IP networks. 
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4.2.1.4 Keystroke monitoring 

 

Keystroke monitoring is a method where all the keystrokes are logged, with these logs then 

being monitored for any pattern of commands that would indicate an intrusion. The application 

of this method is very difficult in Operating Systems (OSs) with several command shells. This is 

because these command shells use user-defined aliases for commands. Operating Systems do not 

have any specific methods to monitor keystrokes. However, an attempt has been performed to 

introduce this capability as a Linux Kernel Module [23]. 

 

For example, consider an IDS monitoring a specific server. There are certain commands that 

need to be executed on the server for it to be functioning. Consider commands C://O, 

C://STOPSERVER, C://STARTSERVER, C://C that need to be executed one after the other at a 

specific time on a Windows server. These commands perform the following operations. A 

batch
13

 is opened by executing the command ‗C://O‘, then the server is restarted by using 

commands ‗C://STOPSERVER, C://STARTSERVER‘, and finally the batch is closed using 

‗C://C‘. These set of commands are stored as a valid intrusion keystroke sequence on the IDS. 

The IDS will check if the commands are executed in this precise order. If an extra command is 

added onto the set of commands, then the IDS will alert of a possible intrusion. 

4.2.1.5 Dedicated languages 

 

ID signatures can be represented in the form of specialized languages. A signature may be a 

program with raw data input and contains formation about  packets, protocols,  and intrusions. 

Any of this data triggering a filtering program, or a matching alert, is considered an intrusion.  

Hence, any intrusion that is not predefined will not be detected, and such intrusion will bypass 

the system [63]. 

 

In most of the methods explained above, intrusion signatures are predefined in the IDS, by 

means of a database or a dataset. In Dedicated languages, a program is written in a programming 

                                                           
13

 Batch: A set of data to be processed with one execution of a program. 
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language, which classifies what is an intrusion and what is not. Hence all the intrusion signatures 

are included in the program. This program is then installed on a computer, and kept as an 

executable or a process running in the background. This process will then check for any 

intrusions occurring on that specific computer based on the intrusion signatures defined in the 

program. This program can be installed on a network as well, to monitor the network for any 

intrusions. 

  

4.2.1.6 Genetic Algorithms (GAs)  

 

A GA is a biological concept derived from genetics
14

. The GA evolves a new set of rules from 

predefined rules, which are used to detect intrusions. In such a way new rules are produced to 

detect potentially unknown intrusions.  

 

For example, consider a small company network. A conventional signature-based ID on this 

network will help in detecting intrusions with the current set of rules it has. These rules will 

define an intrusion scenario. When a network connection occurs the IDS will check the rules, 

and verify whether it is an intrusion or not.  The network connection should match exactly to a 

rule present in the predefined rules in-order for the IDS to detect intrusions. The problem with 

this is that intrusions that are not previously defined will not be detected. If a GA is included in 

the IDS, it can use its genetic operators, such as crossover and mutation, to generate new rules 

from existing rules and thereby increase the probability to detect potentially unknown intrusions.   

 

For example, consider the following simple ID rules: 

200.1.40.249; aabbccddee 

200.1.40.199; ddeeffgghh 

In these rules, the part before the first semicolon indicates a connection to a specific IP address 

and the part following the semicolon indicates the intrusion signature. In this case the IDS will 

                                                           
14

 Genetics: the branch of biology that studies heredity and variation in organisms. 
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only detect an intrusion if intrusion ‖aabbccddee‖ occurs during the connection to 200.1.40.249. 

Should the same intrusion occur during the connection to 200.1.40.199, then the IDS will not 

detect it since a rule ―200.1.40.199; aabbccddee‖ does not exist. Intrusion ―ddeeffgghh‖, 

however, will be detected if it occurs in 200.1.40.199 since such a rule exists. If a GA is used in 

combination with the IDS and the crossover operator is applied on the previously mentioned 

rules, the following new rules are created:   

 

200.1.40.249;aabbccddee 

200.1.40.199;ddeeffgghh 

200.1.40.249;ddeeffgghh 

200.1.40.199;aabbccddee 

 

Hence, intrusions that are initially unidentified by the IDS would be identified by the IDS-GA 

combination through the creation of new rules. If, in any case the new rules formulated from 

crossover are unable to identify intrusions, then mutation is performed on the rules. For example, 

if rule 200.1.40.199; aabbccddee is unable to identify an intrusion, then the mutation operator is 

applied. In rule 200.1.40.199; aabbccddee the mutation operator can be applied by adding extra 

characters into the rule that potentially can help in detecting an intrusion. Additional characters 

such as extra intrusion signatures can be added to the rule. The result of applying the mutation 

operator can, for example, be as follows:    

200.1.40.199; aabbccddeeffgg. 

 

Now that the misuse detection methods have been discussed, the next section explains the second 

of the two analysis approaches, namely anomaly detection. 

4.3 Anomaly Detection 

 

Anomaly detection detects intrusions in user behaviour activities. Intrusion is detected when the 

user deviates from normal user activities. In anomaly detection, each user group profile has a 

predefined user activities. Each user is created in a user profile and as soon as the user deviates 
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from the profile, such action is considered as abnormal activity or intrusion. Hence, for the 

system to detect an intrusion it must be trained in advance with each user profile activities. This 

is mainly obtained by using artificial intelligence techniques [55]. Another way to teach the 

system is by using a strict mathematical model. This is known as strict anomaly detection [15].  

 

The main disadvantage of anomaly detection is that it leads to a very large number of false 

alarms [64]. This is caused when the user activity may change from time to time, causing the 

anomaly detector to believe that the user activity has changed from the predefined activity. This 

also causes the detectors to be vulnerable because they take a while to differentiate between 

normal and abnormal behaviour [48]. Figure 4.2 shows a block diagram for a typical anomaly 

detection system based on A Sundaram‘s ―An Introduction to Intrusion Detection‖ [23]. 

 

 

  

 

 

 

  

 

 
Figure 4.2: A typical Anomaly Detection System     

 

Figure 4.2 shows how an intrusion is detected using anomaly detection. A set of events which 

consists of user profiles are generated. The system profile notifies whether it is an intrusion or 

not. If the profile deviates from the existing profile and is flagged as anomalous, then an  

intrusion is notified. If the user behaviour deviates, but is not anomalous, then it might result in a 

false alarm. If the system was unable to detect an intrusion that occurred (as it was not 
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considered anomalous) the existing profile is either modified, or new rules corresponding to the 

unknown occurred intrusion are generated dynamically, so that it can be detected the next time it 

occurs.  

 

Most of the analysis approaches used in intrusion detection uses a combination of both misuse 

and anomaly detection. Since the intrusion is detected by comparing it to a known user profile, 

anomaly detection is also known as profile-based detection [26, 14]. A number of methods are 

used to detect anomaly intrusion. These methods are explained in the following section. 

4.3.1 Anomaly Detection Methods  

  

Anomaly detection methods are as follows: 

 Statistical approaches 

 Bayesian alarm Networks 

 Neural Networks 

 Immune systems 

 File checking 

 Taint checking 

 Whitelisting 

 

A detailed description of each of these methods is set out in the sections to follow. 

4.3.1.1 Statistical approaches 

 

Statistical approaches create profiles for users, hosts and networks. In-order to detect an 

intrusion, a statistical approach compares the present profile to a predefined one. If there is no 

match between the event and the profiles that is predefined then the event is considered event is 

considered an intrusion. The disadvantage of this method is that a large number of false alarms 

may be created as a result of variations that may occur, such as explained in the example below.  
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Consider an example of a Statistical-Based Intrusion Detection System (SBID). In this scenario, 

company ABC‘s users are allowed access to application ‗DEF‘, based on their user profiles. This 

application ‗DEF‘ is monitored by a SBID. The user profiles are grouped and based on user 

groups such as accountants, technicians and call-centre agents. Consider ‗x‘ as a person from the 

call-centre agents group.  SBID would recognise the pattern of person ‗x‘, and learn that entering 

the call centre module for application ‗DEF‘ is normal behaviour. If  person ‗x‘ tries to access 

the accountant‘s profile, and if this behaviour occurs every day, then the SBID considers this 

abnormal behaviour as ‗x‘ is deviating from the current profile of a call centre agent. If ‗x‘ did 

not try to access the accountants profile every day, or if it happened only for one specific day, 

there is a possibility that ‗x‘ accessed the accountants profile by mistake and it might not 

necessarily be classified as an intrusion. However, since the behaviour occurred every day, it is 

considered abnormal since it deviated significantly from its original profile.  Hence any activity 

would be judged on the base of the number of occurrences and how ―unique‖ they are in relation 

to normal activity. Each SBID in every individual environment will alert to discrepancies on the 

basis of its specific knowledge (profiles) of the environment at hand.  

 

Examples of real systems that use statistical approaches are IDES and NIDES. In IDES, short-

term behaviour is compared to the user‘s previous long-term behaviour. If a difference between 

the behaviours occurs, it means that an intrusion is being triggered. Haystack is another IDS 

based on statistical measurements [60]. 

4.3.1.2 Bayesian alarm Networks 

 

Bayesian alarm Networks are mostly used with autonomous agents. Bayesian probabilities do 

not predict that the events will certainly occur but create a certain belief that the events may 

occur [21]. 

 

The Bayesian network is a directed acyclic graph which represents a set of variables. Each node 

in the graph contains the state or value of a variable. The values of the variables identify the 

normal or abnormal state of the variables. Initial values, also referred to as prior values based on 

expert input or historical events, of the root node (known as the parent node) and conditional 
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nodes (known as child nodes) are already known and are interdependent. New events may cause 

that some values of nodes become unknown. In this case, values of other dependent nodes can be 

calculated. This concept can be used in IDSs to determine whether an intrusion has occurred or 

not [21]. 

 

For example, consider a simple program to calculate C=A+B, where C is the parent node. A and 

B are the child nodes. The value of C is 10, which is the normal state of C. The values of A and 

B must be any numbers that could be added to give C a value of 10. For example: consider that 

an event has occurred on node B. The value of C and A are known since no events occurred in 

these nodes and their respective values are 10 and 8. The value of B is unknown after the event 

occurred, and ideally should be 2, since B should be C minus A. However if the value of B is 

more than 2 then the value of C will be more than 10, hence it can be concluded that an intrusion 

has occurred in B since the value of B does not give the desired value of C.  

 

Consider the following example from an ID point of view. C can be considered as the IDS which 

will be the parent node that determines whether an intrusion has occurred or not. This parent 

node will have a positive value if an intrusion has occurred and a negative value if an intrusion 

has not occurred. C has child nodes, A and B. C is dependent on A and B for being positive or 

negative.  A and B can be considered as two servers which have certain rules declaring that only 

certain systems are allowed to connect to them. If the value of C is positive, it means that an 

intrusion has occurred either in A or B.  This means that an anomalous connection has occurred 

on one of the servers. If C is positive and A is negative then it can be concluded that an intrusion 

has occurred in B and vice versa.  

4.3.1.3 Neural Networks 

 

A method that is classified under both misuse and anomaly detection is neural networks. Since 

they detect intrusions based on user profiles and show more properties of anomaly detection, 

neural networks are classified under anomaly detection [65]. 
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In a Neural Network, the user profile is provided and the network determines the next action of 

the user. The network is trained by providing user commands. After the training, the network 

compares the commands of users with the predefined user profile. If there is no match, an 

intrusion is triggered. 

 

An example of a Neural Network IDS is the Neural Network Intrusion Detector (NNID) [66]. 

NNID is a neural network trained to identify users based on the commands that they use. The 

system administrator runs NNID at the end of each day to see if the users‘ sessions match their 

normal pattern of activities. If not, an investigation can be launched. The NNID model is 

implemented in a UNIX environment and consists of keeping logs of the commands executed, 

forming command histograms for each user, and learning the users‘ profiles from these 

histograms. 

 

The significance of a Neural Network IDS (NNIDS) is that a neural network is not limited to 

only using the predefined profile. It also learns from user profiles [66, 67]. 

4.3.1.4 Immune systems 

 

The Immune systems approach makes use of agents, which are applications that check for any 

abnormal activities such as normal, attempted and error exploitations. It then compares these 

events to the predefined intrusions. If a match is found, an intrusion is subsequently triggered 

[23]. 

 

For example, consider a network with a main application server. Consider the IDS to be 

monitoring the main server. Each application on the client machine is monitored by an agent of 

the IDS that has a set of rules declaring the systems that can connect to the clients, and to the 

servers. When a connection occurs to and from the server and the client, and other system 

connections to the client, the agent will check the predefined rules, and decide if it is a valid or 

anomalous connection. If it is an anomalous connection, then it notifies the IDS of an intrusion.   
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4.3.1.5 File checking 

 

File checking is a method of detecting changes in sensitive data, which includes unauthorised 

software installations; loopholes left by successful intrusions and system corruptions using 

cryptographic checksums.  

 

For example, consider an extra Dynamic Link Library (DLL) file that has been deliberately 

installed with authorised DLL files for a specific application installation. Once the application is 

installed, file checking should detect this extra DLL by comparing the list of authorised DLLs 

for the application. 

 

File checking is useful for forensic investigations and system recovery [68]. Tripwire uses this 

method to detect intrusions [69, 70]. 

 

4.3.1.6 Taint checking 

 

Taint checking is an application-based approach that considers the data entered by the user as a 

potential intrusion. The idea behind taint checking is that any variable that can be modified by an 

outside user (say, a field on a web form) may be a potential intrusion. If that variable is used in 

an expression that activates a second variable, the second variable may then also be considered 

anomalous or a potential intrusion. The taint checking tool proceeds variable by variable until it 

has a complete list of all variables which are potentially influenced by outside input. If any of 

these variables are used to execute dangerous commands (such as direct commands to a 

Structured Query Language (SQL) database), the taint checker warns the program that it is using 

a potentially dangerous tainted variable. It then creates applications that are risk-free from any 

intrusion [61].  

 

For example, consider a banking environment which uses the Oracle database as the main 

database to store customer and account information. This database is monitored by an IDS that 

http://en.wikipedia.org/wiki/Variable
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utilizes taint checking. A set of commands such as ―truncate‖ or ―delete‖ that could possibly 

delete all the records in an important table is stored in the IDS. If a user tries to use these 

commands then the IDS will warn of a potential intrusion. 

 

Another example of this is in the Perl programming language. This language is basically used to 

implement HTTP CGI4 applications. In this application all inputs entered by the user are 

considered 'tainted'. If an attempt happens to use such tainted data in a sensitive context (such as 

an exec system call) it fails. 

 

4.3.1.7 Whitelisting 

 

Whitelisting is a data reduction method whereby an intrusion is detected by passing a raw set of 

events through a number of filters with predefined intrusion scenarios.  The event triggers an 

intrusion if it matches with the predefined intrusion scenario [71].  

 

For example, in a network-based system there is a connection filter that carries network 

connections that are not allowed to the main server. In an instance where system ‗A‘ tries to 

connect to the main server, it is first routed through the connection filter. The connection filter 

will check in the predefined intrusion scenarios. If the intrusion scenario defines that ‗A ‗is not 

supposed to connect to the main server, the event is held back as an intrusion. If the intrusion 

scenario does not define the connection, then it is considered as a normal behaviour.  

 

The next section presents evaluations of the methods based on criteria that best suited this 

research project. 

4.4 Evaluation of Methods  

 

The above-mentioned methods are compared in Table 4.1 and are based on the following 

criteria: 

 Mode of detection 
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 False alarm rate  

 Ability in detecting unknown intrusions  

 Adaptable to intelligent decision making  

The criteria mentioned above for evaluation of the different intrusion detection methods was 

selected to decide on the best method that would be helpful in detecting unknown intrusions.  A 

more detailed explanation of each of the criterion follows. 

 

4.4.1 Mode of detection 

 

Mode of detection describes the attributes used in detecting intrusions. The various modes of 

detection are explained below. 

 Rules or Conditions- Intrusions are detected using specific rules or conditions. Rules 

and conditions may vary based on the monitoring location of the IDS. For example, 

in a NIDS, rules or conditions may be network related. A rule or condition may be of 

the following:  ―if system ‗a‘ tries to connect to the application server ‗b‘ then ‗alert 

the administrator‖. Methods that use rules or conditions to detect intrusions are 

specified under this category.  

 Predefined data or Profiles- Method detects intrusions based on predefined data or 

profiles. IDS may detect intrusions by comparing the current data to a predefined data 

or a profile. For example in a NIDS, network intrusion signatures can be stored in a 

database, and events from the network can be compared to these signatures to verify 

whether it could cause a possible intrusion or not. Similarly user profiles can be 

stored and an intrusion can be detected when a user deviates from the predefined user 

profile. 

 

4.4.2 False alarm rate 

 

This criterion classifies the methods on a range of low, medium or high. For example, in cases 

where the mode of detection is based on predefined data or profiles, the method would detect 
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intrusion by comparing event data to predefined data. An intrusion will only be identified if the 

event data is an exact match to the predefined data.  For this reason the rate of false alarms will 

be low. If the mode of detection is based on rules or conditions, the probability of detecting false 

alarms would be high, as it would depend upon whether the rules or conditions are partially or 

fully satisfied. In a case where the rule is satisfied as exactly stated in the rule or condition, false 

alarms would be less. If the rule has to be only partially satisfied, there would be a possibility 

that false alarms may occur, and therefore medium would be the range selected. 

 

4.4.3 Ability in detecting unknown intrusions 

 

This criterion describes the ability of the method in detecting unknown intrusions. The range for 

this criterion is classified on a low, medium and high. 

 

For example, in a case where the mode of detection is based on predefined data or profiles, 

intrusions will be identified if the data in the event is an exact match to the predefined data. In 

this case the intrusion is only detected once a match occurs so the probability of detecting an 

unknown intrusion is very small or it can be said that unknown intrusions in such cases cannot be 

detected. In the case of rules and conditions, the intrusion would be detected based on conditions 

or rules which may be partially or fully satisfied. In such a case, the probability of detecting an 

unknown intrusion would be medium, since satisfying a condition partially may help in the 

detection of an unknown intrusion. 

 

4.4.4 Adaptable to intelligent decision making 

 

This criterion was added to identify methods that are adaptable to intelligent decision making by 

training them. To reach the research target, this criterion seemed to be important since a method 

that was hard coded to perform certain functionalities is less useful in reaching the research 

target than to a method that could learn from training. 
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This criterion was classified to ‗yes‘ or ‗no‘. If a method could not be trained to make decisions, 

a ‗no‘ was assigned. If a method could be trained to make decisions, a ‗yes‘ was assigned. The 

classification ‗yes‘ was assigned only if the method did not fall into the classification of ‗no,‘ 

and if the method partially showed the ability in decision making. This was because human 

intelligence is needed for systems and methods to work, hence, considering a method to be fully 

capable of intelligent decision making seemed to be unrealistic. The evaluations of these 

methods are depicted on Table 4.1. 
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                                                       Table 4.1: Method evaluation criterion                         

Method Name Mode of detection False 

alarm rate 

Ability in detecting 

unknown intrusions 

Adaptable to intelligent 

decision making 

Expert systems Rules or Conditions Low Low No 

State transition analysis Rules or Conditions Medium Low No 

Pattern matching &  Expression matching Predefined Data or profiles Low Low No 

Keystroke monitoring Predefined Data or profiles  High Low No 

Dedicated languages Predefined Data or profiles Low Low No 

Genetic Algorithms Rules or Conditions Medium Medium Yes 

Statistical approaches Predefined Data or profiles High Low No 

Bayesian alarm Networks Predefined Data or profiles Medium Low No 

Neural Networks Predefined Data or profiles High Low Yes 

Immunity systems Predefined Data or profiles High  Low No 

File checking Predefined Data or profiles Medium Low No 

Taint checking Predefined Data or profiles Medium Low No 

Whitelisting Predefined Data or profiles Low Low No 
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4.5 Selecting the appropriate approach and method for this research 

 

Every organisation has its own unique needs when selecting a suitable IDS and must 

therefore decide which ID approach would be most beneficial. Similarly, the aim of this 

research is to select an appropriate approach and method for alleviating the current issues in 

IDSs that will best suit the research aims of this project. The first section below explains the 

approach selected for this research. The second section will explain the method selected for 

this research. 

4.5.1 Approach applicable to this research project 

 

The monitoring location that was selected for this research is NIDS, which detects intrusions 

occurring on the network by comparing the information collected from the network to a 

predefined database of intrusions. Considering the fact that the research mainly focuses on 

network security, an approach that can detect intrusions on a network was more suitable. 

The approach of misuse detection was selected as the one that best matches the NIDS due to 

the fact that misuse detection detects intrusion by comparing the information collected to a 

predefined set of known intrusions, while anomaly detection detects intrusions in user 

behaviour profiles. Taking into account that user behaviour is pre-defined; an intrusion will 

be alerted if the user deviates from the pre-defined behaviour. This approach best suits a 

HIDS. This is because HIDS runs on specific hosts and each user may have different user 

behaviour. Hence, the misuse detection approach was selected since it is more applicable to 

NIDS. 

 

4.5.2 Detection method applicable to this research project 

 

The detection method applicable to this research project will be required to create new 

intrusion signatures in a timely manner by using its intelligence capability in an attempt to 

detect unknown intrusions. Alternatively, the detection method should modify existing 

intrusion signatures to detect unknown intrusions but create a smaller number of false 
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alarms. Since misuse detection was selected for this approach, a method from misuse 

detection approach should be selected.  

 

The ID methods detect intrusions and extract features from network data in the case of an 

NIDS. The disadvantage of these methods is that they have to be manually revised for every 

type of intrusion invented. One misuse method that stands out from this is the GA. The GA 

approach uses trained network data for this task. When unknown intrusions need to be 

detected, these techniques have the advantage to automatically train detection models on 

input data. Moreover, from the method evaluation criterion table, it can be seen that the 

method GA is adaptable to intelligent decision making and has scored a ―medium‖ in 

detecting false alarms and a ‗medium‘ in detecting unknown intrusions on assumption that 

the properties of GA are efficiently used to get the desired output needed. Hence, it satisfied 

the criteria to reach the research goal, as mentioned above. Thus GA is the method selected 

for this research.  

 

4.6 Conclusion 

 

Protecting systems and networks against intrusions is vital. One way to monitor the network 

for intrusive activity is through the installation of an IDS. Once a monitoring location has 

been determined, the next step is to analyse the events to detect intrusions. This chapter 

discussed the two basic approaches that analyse events to detect intrusions. Both of these 

approaches use different methods to detect intrusions. This chapter also gave an explanation 

of the methods followed by an evaluation of the methods. This was followed by setting out 

the best approach and method for this research. 

 

A response is generated and administrators are notified once an intrusion is detected. The 

next chapter explains response mechanisms. 
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5 Response in IDS 

 

5.1 Introduction 

 

Once an intrusion is detected by the IDS, it generates an alert to convey the existence of an 

intrusion. From here, the administrators must then decide whether to pursue legal action, 

seek outside help, attempt to block the intruder, or simply ignore the intrusion. Some 

situations might call for distinctly different actions, depending on the severity of the 

intrusion. Whatever the case is, a strong response mechanism will facilitate an effective 

response from the administrators, when an incident does occur. This response mechanism is 

the third module in the IDS architecture. 

 

A response mechanism in an IDS is as valuable as any other component in the IDS. Its 

primary function is to notify intrusions, and if an intrusion is not notified at the exact time, 

then detecting the intrusion might become useless [51]. The response mechanism in IDSs 

has to respond to the intrusions detected at the precise moment when they occur, to be 

effective. 

 

This chapter clarifies the type of response mechanisms in IDSs. 

 

5.2 Type of Response mechanisms 

 

Response refers to the set of events that takes place in a system, or the set of actions that the 

administrator performs once an intrusion has been detected. There are two types of response 

mechanisms, namely active and passive responses. These are discussed in the next section. 
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5.2.1 Active responses 

 

Active responses refer to automatic responses performed by the system itself when 

intrusions are detected. In an active response mechanism, the system takes its own 

immediate actions to protect the environment by collecting additional information of the 

intruder, such as IP addresses, so that it can be used to launch intrusions against the intruder. 

It can also stop the intruder from performing any further intrusions by changing the 

environment or by disabling the machine or network connection on which the intrusion has 

occurred. This is also known as session disruption [35]. IDSs perform these tasks via the 

following actions [10]: 

 

 Transmission Control Protocol (TCP) reset packets are send to the intruder‘s 

connection through the attacked system, thus dismissing the connection from the 

intruder. 

 Reconfiguring routers
15

 and firewalls to block the packets send from the intruder 

so that the connection from the intruder can be terminated. 

 Reconfiguring routers and firewalls to block protocols, network ports, or service 

utilized by the intruder so that the connection from the intruder can be 

terminated. 

 

There are four different network-based active response mechanisms corresponding to a 

different layer of the protocol stack starting with the data link layer: 

 

 Data link: administratively disable the switch port over which the attack is 

carried. 

                                                           
15 Routers: a device that forwards data packets between computer networks.  
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 Network:  Change the firewall policy or router access control list to block all 

packets to and from the intruders IP address. 

 Transport: Generate TCP resets for intrusions using TCP protocol methods or the 

Internet Control Message Protocol (ICMP) port unreachable messages, for 

intrusions sent over the User Datagram Protocol (UDP).  

 Application: Alter the data part of individual packets from the intruder. For 

example, if the intruder has provided a path to a shell ―/files/sh,‖ then change the 

packet so that the path points to a location that does not exist on the target 

system—such as ―/filess/sh‖—before the packet reaches the target.  

 

A very good example of an IDS that uses the active type of response mechanism is Snort. 

Snort uses session disruption. This is achieved by using flexresp which is a file extension 

used with Snort rules [62]. For example consider the Snort rule below: 

 

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 80 (msg:"WEB-IIS CodeRed v2 

root.exe access"; flags: A+; uricontent:"scripts/root.exe?"; nocase;resp:rst_snd;) 

 

The rule header, which is the part up to the first arrow in the rule: ―alert tcp 

$EXTERNAL_NET any‖, indicates that the rule should alert any TCP session that takes 

place within or outside the network. The rule option part of the rule, which is the part after 

the first arrow, examines any TCP connections to $HTTP_SERVERS using port number 80, 

and provides an alert which is defined in the ―msg‖ part of the rule option. 

 

An intruder with basic knowledge of TCP/IP can bypass this mechanism. One way would be 

by having the hosts ignore the TCP reset packet sent from the IDS. Intruders could also 

cause intrusion to the IDS with a DoS attack in an attempt to deprive it of its resources by 

making use of session disruption. Session disruption is only useful when the IDS can 

identify the traffic [35]. 
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Striking back (launch back a set of intrusions at the intruder or rather the system from which 

the intrusion was performed) at the intruder may also have some drawbacks as described 

below [10]: 

 

 The intruder may remain anonymous and maybe performing the attacks from one of 

his victims. This type of action, where the intruder attacks other systems from one of 

his victim‘s system, is known as network hopping. 

 Spoofing the Internet Protocol (IP) address of the system from where the intrusion 

occurred is a familiar practice. Again the IP address that appears to be the cause of 

the intrusion may belong to a victim of the intruder. 

 Striking back may motivate the intruder to perform a set of intrusions back.  

 Criminal charges and legal action may be faced when striking back in cases of 

network hopping. If the counter attack is directed towards the victim, that person 

may sue for damages. 

 

The next section provides details of the passive type of response mechanism. 

 

5.2.2 Passive responses 

 

Passive responses depend on the users or administrators to take action against the intrusion 

that has occurred, rather than the system [72]. Passive response mechanisms alert 

administrators of intrusions using alarms and notifications. The most familiar form of an 

alarm is through a pop up window, which indicates that an intrusion has occurred. This alert 

may be displayed either on the IDS console, or on the specific system where the intrusion 

occurred, depending on the configuration of the system. The messages in the pop up window 

may be a simple notification that an intrusion has occurred, or a detailed message indicating 

the source and target of the intrusion, the tool used for attack, and the result of the attack. In 

large organizations the alert may be sent to a cell phone or pager of the security personnel 
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[73]. Examples of IDSs that use passive response mechanisms are Emerald [74] and 

Enterasys‘s Dragon [75]. 

 

The Emerald framework introduces a layered approach deploying independent monitors 

through different abstract layers of the network. The response component of Emerald is 

known as the resolver. It analyses intrusion reports and co-ordinates response effects. While 

resolvers are responsible for response strategy on their local level, they are also able to 

communicate with resolvers at other Emerald layers, participating in global response 

(communicate and respond to each and every resolver on the network) selection [74]. In 

addition to its external-interface responsibilities, the resolver operates as a fully functional 

decision engine. Countermeasures are defined in the response-methods field of the resource 

object. Each valid response method contains evaluation metrics for determining the situation 

under which the method should be dispatched. Responses may include direct 

countermeasures such as closing connections or terminating processes. An administrative 

interface is also included which acts as a simple service to which the resolver may submit its 

intrusion summaries and receive probes and configuration requests [76]. 

 

Enterasys‘s IDS is called Dragon Intrusion Defence System. In Dragon, the Dynamic 

Intrusion Response (DIR) mechanism provides responses that have information of the 

source of intrusion, even down to the port level within an enterprise network. The 

Automated Security Manager (ASM) was included in the Dragon (7.0) release. ASM defines 

specific responses, such as notifying security managers and isolating the suspected host from 

the network.  ASM can also isolate suspected systems at a switch level. For example, one 

rule can block all traffic originating from the switch port occupied by a machine that tried to 

download a sensitive file from a remote site [75].  

5.3 Conclusion 

 

This chapter covered the third module of the IDS - the response module - and it can be 

concluded that the response mechanism is as important as the other components of an IDS. 

This is due to the fact that detecting the intrusion may not provide any benefits if it is 
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unknown or not alerted properly.  The chapter also discussed some major tools that use 

active and passive response mechanisms such as Snort, Emerald and Enterasys. Snort uses 

an active response mechanism, and uses a number of third party software for this purpose. 

Snort also has a low level passive response mechanism which can be configured to send all 

alerts or relevant information to a specific file. Emerald and Enterasys are passive response 

mechanisms. Although they are passive response mechanisms, the system has been 

programmed to take countermeasures to a certain extend on its own, and thereby adopting 

the idea of an active response mechanism. The majority of the existing intrusion detection 

systems provide passive response [74].  

 

Even though active response mechanisms can be more advantageous than passive response 

mechanisms in the sense that the system will immediately take actions rather than having to 

wait for the administrator to take actions, it also has some disadvantages. The main 

disadvantage is the ambiguity of the response taken by the system, and to determine whether 

that response was indeed appropriate or not for that specific intrusion. Besides, the system 

will be as useful as the human intelligence that was applied behind it. If specific actions are 

specified for intrusions and if an administrator is monitoring the system at all times then 

passive response mechanisms tend to be better. Hence a passive response mechanism will be 

used for this research where an intrusion will trigger an alert. 

 

Now that the main three modules of IDS have been discussed, the main detection method to 

be used in the IDS discussed in this research will be explained in the next chapter.  
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6 Overview of GA  

 

6.1 Introduction 

 

Genetic Algorithms (GAs) refer to a group of computational models inspired by evolution 

[77]. These algorithms use chromosome
16

 like data structures to determine a potential 

solution to a specific problem. GAs are based on genetics, and in particular on Darwin‘s 

theory about the survival of the fittest [78]. According to this theory, individuals in a species 

compete with each other to survive. The strong members eventually survive and produce 

offsprings to ensure that the whole species is kept alive. In a similar way, GAs are used in 

IDSs to evolve or form a strong set of rules to aid in intrusion detection. Similar to 

producing a new offspring, new rules are formulated to detect intrusions. Hence, the 

efficiency of IDSs are increased. 

 

Since the focus of this research is on GAs, it is important to first recognize the basic 

operations of a GA. This will increase clarity on how they function in an intrusion detection 

scenario. This chapter explains the basics of GA and its operations in producing potential 

solutions in intrusion detection. 

 

6.2 Genetic Algorithms 

           

This section will provide an overview of the background and functions of GA. 

 

 

                                                           
16

 Chromosome: a threadlike strand of DNA in the cell nucleus that carries the genes in a linear order. 



74 

 

6.2.1 Background to GAs 

 

GAs was first introduced by J. Holland and his colleagues from the University of Michigan 

through their study of cellular automata. This study further led J. Holland to publish a book 

about GAs in 1975 [79]. Until the 1980s GAs were not researched theoretically (only 

essentially a few real applications). Among the numerous scientists De Jong and Hollstien 

also worked on these applications. Hollstien provided explanations on how the GA would 

perform where different selection and recombination strategies were introduced while De 

Jong‘s work attempted to explain how a GA could potentially work as a search procedure 

[80]. 

 

The study of GAs started to increase noticeably since the 1980s. Since then GAs been used 

in numerous applications of various disciplines.  These applications have presented the 

application of GAs differently, with a new meaning. Over the last few years, GAs have been 

used in optimization problems, clustering, path finding, scheduling and security applications 

[81]. 

 

The term GA can have two interpretations. The first model refers to the investigation done 

by J. Holland (University of Michigan) on GAs for fixed length character strings [82]. The 

second interpretation was also provided by J.Holland, and refers to a new population that is 

produced through genetic operators from an existing population. Through these 

interpretations J. Holland‘s idea was to first improve the understanding of the process of 

natural adaptation. The second idea was to use the properties of natural systems to design 

artificial systems [66]. 

 

GAs are used as a method to search and provide solutions to problems [83]. GAs are capable 

of producing new solutions to a problem by adapting the concept of Darwin‘s theory. These 

solutions may either be positive or negative. When a solution is positive, it means that it can 

solve a problem, and when the solution is negative, it cannot solve the problem. If GAs are 

encoded properly, they can be used effectively to solve real-world problems [84].  
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A GA is only operational if there is an initial population of individuals. This initial 

population of individuals will produce the next generation of individuals. In the context of 

IDSs, the individuals represent intrusion detection rules.  The individuals are evaluated and 

the best individuals that can produce the next generation of individuals are selected based on 

the fitness value of the individual. The fitness value depends on the individual‘s 

performance in the problem space. GAs do not guarantee a perfect solution to a problem but 

rather solutions to the problem [85]. 

 

The next section explains in more detail the basic definition of GAs and how it works. 

 

6.2.2 What are GAs? 

 

University of Rochester has defined GA as a ―computational concept stimulated by the 

mechanisms of natural evolution and Darwin‘s theory: survival of fittest‖ [90]. It can also be 

defined as a problem-solving system, based on evolution and heredity [86, 87]. In essence, 

GA is a concept that applies Darwin‘s theory and natural evolution to solve potential 

problems. 

 

The biological context of GAs has chromosomes which are represented as string like 

structures in the information technology context. These strings have building blocks similar 

to genes
17

 in the chromosomes. In a GA, the initial population is created by generating 

individuals randomly or heuristically. These individuals are then evaluated on their 

performance through a quality criterion, known as fitness [88, 89]. Darwin‘s theory of the 

survival of the fittest is adapted and used as the fitness function. These fitness functions 

determine the fitness values assigned to each string. The fitness function will be different for 

each discipline the GA is used and will be determined by the discipline in which the GA is 

used. Fitness value provided to each string will determine the quality of the strings and 

                                                           
17

 Genes: A gene is the basic unit of heredity in a living organism. All living things depend on genes. Genes 

hold the information to build and maintain an organism's cells and pass genetic traits to offspring. 
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strings with the highest fittest value will be selected as parents [66, 90]. Hence, the number 

of times an individual is chosen to become a parent is approximately proportional to their 

fitness. In other words, fitness value is earned by the performance of the individual in its 

problem space, the higher its performance, the more fit it is said to be. Individuals with low 

fitness value are either discarded or remain as such. After the fittest individuals are selected, 

the new population is generated through crossover and mutation [66, 89, 90]. An outline of 

the process is given in the next section.  

   

6.2.3 Outline of a GA 

 

The GA process can be outlined as follows: 

1. Start: Create a population by randomly generating individuals. 

2. Fitness: Evaluate the fitness of each individual in the population. 

3. Selection: Select the fittest individuals based on selection mechanisms from the  

      population. 

4. Crossover: Crossover is performed to create new individuals or strings.  

5. Mutation:  If the new individual created does not perform, mutate the individual or      

string to make it fitter.  

6. Accepting: New offspring is placed in the new generation. 

7. Tests – If a solution is found, the process must be stopped or should proceed to 

step 2.  

 

The iteration loop for the GA process, given above, is depicted in Figure 6.1.   The initial 

population of strings is created randomly and individuals are selected based on their fitness 

value.  The fit individuals are combined to create the next generation of individuals which 

might solve the problem. If the new generation created solves the problem then the loop is 

terminated else the loop will start again to select other fit individuals until the termination 

criteria are met.  
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Figure 6.1: Iteration loop of a basic GA 
 

Now that the operations in a GA have been outlined, the following sections will explain 

them in more detail.  
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6.3 Genetic Algorithm operators 

 

As mentioned before the chromosomes in GAs are presented as strings in the information 

technology concept [89, 91]. A chromosomal string can be presented as shown in Figure 6.2. 

 

                                           Chromosome1: 1101000100110110 

                                           Chromosome2: 1100111000011110 

Figure 6.2: Representation of chromosomes 
  

The new generation of population is formed by three genetic operators. They are selection, 

crossover, and mutation which are discussed below. 

6.3.1 Selection 

 

Once the strings have been formulated they need to be selected based on their fitness value, 

and the next generation of population has to be created. There are several ways of selecting 

individuals for crossover to produce the next generation. Some of the simplest and most 

widely used selection methods are:  

 Fitness proportionate 

 Random selection 

 Proportional selection 

 Tournament selection 

 Rank selection. 

 Elitism 

 

The above selection methods are described in the following subsections:  
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6.3.1.1 Fitness proportionate 

 

With fitness proportionate (FP) selection, each individual is selected according to fitness 

value [66]. This is also known as roulette-wheel selection. With roulette-wheel selection, 

individuals that have performed well are given a section of the wheel equal in area of their 

fitness values. Hence, individuals that have acquired a high fitness value will have a greater 

proportion of the wheel. The wheel is then spun and the area of the individual (where the 

pointer comes to rest) is selected. A disadvantage of this method is that highly-fit individuals 

will have greater chances of converging to a single point of solution. For example, consider 

4 individuals (W, X, Y and Z) who have a fitness value of 20, 55, 10 and 15 respectively.  

On the wheel, they will be marked according to their fitness values. Hence X will have more 

space on the wheel, followed by W, Z and Y. Y will hold the least space. The wheel is then 

spun, and when it comes to a halt, the individual on which the pointer is pointing will be 

selected. Because X has the highest fitness value on the wheel, X has a better chance to be 

selected.  

 

Selection of an individual depends on the fitness value of the individual.  But, this can also 

cause the following two primary problems [66]: 

 If individuals with high fitness values are always selected then the population 

may converge towards a particular point of solutions.  

 When the GA advances, individuals with a high fitness value get the same 

probability as the other individuals and the GA prevents progressing to produce 

a good solution.  

 

6.3.1.2 Random selection 

 

Random selection is performed when individuals are randomly selected regardless of fitness. 

This provides all individuals with a chance to be selected irrespective of high or low fitness 
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values [83]. Advantage of this is that individuals with low fitness values are also given a 

chance for crossover which might yield to different solutions to the problem. Disadvantage 

of the selection is that unfit individuals may not survive or may not be dominant enough to 

produce a future generation. In other words random selection may produce a new population 

that may not be fit solutions for the problem, and hence generations that are unfit may be 

produced.  

6.3.1.3 Proportional selection 

 

Proportional selection is similar to fitness proportionate, and in proportional selection, 

selection of an individual is proportional to their fitness value [83]. Hence, the disadvantage 

here could be that, this selection may cause the new population to converge to a single point 

of solutions.  

6.3.1.4 Tournament selection 

 

In tournament selection, individuals are selected randomly to generate a new population. 

Once, a new population is generated, the individuals selected may be returned to the original 

population and could be selected again.  This selection process seems to be more efficient 

than fitness proportionate as individuals of all fitness values maybe selected to solve a 

particular problem [66, 83]. 

6.3.1.5 Rank selection 

 

Rank selection is similar to fitness proportionate and the selection procedure is dependent on 

the rank of the individuals. The fitness value in this selection procedure refers to the rank of 

the individual. Although rank selection is also similar to FP, this method does not converge 

to a single point of solutions like FP [66]. 
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6.3.1.6 Elitism 

 

Elitism is a selection procedure which can be used in combination with any of the other 

methods mentioned above. In elitism, a few of the best highly fit individuals are selected, 

and are carried over to the next generation of population unchanged.  This avoids the loss of 

good individuals. But this method may also seem to converge to single point of solutions 

[66]. 

 

From the above mentioned selection procedures, there is only one method that selects 

individuals randomly, the other methods base their selection on fitness values to find the 

best individuals.  One advantage of random selection is that it will find a wide variety of 

solutions since the individuals selected are in a random order. Another great advantage is 

that it gives a chance to less fit individuals as well. But this advantage can become a 

disadvantage by creating less efficient solutions. 

 

Almost all the other methods are based on fitness values. Many of the methods converge to a 

single point of solutions. An efficient method will be the one that will select only the best 

individuals but will not converge to a single point of solutions. This research will also 

consider such a method. Consider the table below that describes methods based on their 

methodology, convergence to a point and wide variety of solutions. The criterion was 

selected to find the best method that selected the best individuals and did not converge to a 

single point of solutions but provides a wide variety of solutions. From the table below it can 

be seen that rank selection is the only method that meets this requirements and hence rank 

selection will be used for this research. 
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Table 6.1: Selection methods 
 

These selection methods will only select individuals that could potentially create the next 

generation. To produce new individuals the selected individuals need to undergo crossover 

and mutation. These are explained in the sections that follow.  

 

6.3.2 Crossover 

 

As applied in the biological concept, crossover refers to the genetic operation performed in 

parental chromosomes to form an offspring. Similarly, crossover can be applied in the 

information technology concept to crossover strings to form a new string [91]. With 

crossover, certain parts of the parental strings are selected. These parts are then exchanged to 

form a new string.   The simplest way to form a new string is to select a random position 

between the parental strings and then exchange the first part of the parental string with the 

part of the second parental string. This type of crossover is known as one-point crossover. 

This is depicted in figure 6.3 and takes place at the point of the *.  

Name of Selection Methodology Convergence to 

a single point 

Wide variety of 

solutions 

Fitness proportionate Fitness value Yes No 

Random selection Random No Yes 

Proportional selection Fitness value Yes No 

Tournament selection Random No Yes 

Rank selection. Fitness value No Yes 

Elitism Fitness value Yes Yes 
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                                     Chromosome1: 1111100*100110110 

                                     Chromosome2: 1110011*000011110 

          1111100*         100110110 

 

             1110011*            000011110 

Offspring 1: 1111100*000011110 

Offspring 2: 1110011* 100110110 

Figure 6.3: Example of one-point crossover in chromosomes    
 

Other forms of crossover are uniform crossover and two-point crossover. These are 

explained in the sections that follow. 

 

6.3.2.1 Uniform crossover 

 

With uniform crossover, each bit in the string which is represented as a gene in the 

biological concept is exchanged at the position in which the bit is selected. For example, in 

other words, whenever there is a dominating value in the first parent where the bit position is 

selected and a different value in the second parent, the dominant value is exchanged with the 

non-dominant value to create the new offspring.  In essence the first parent will always have 

the dominating value. If there are two 0s in the bit positions selected in both the parents, 

then the 0 remains. Uniform crossover is shown Figure 6.4. 

Chromosome1:11011000 

The value 1 is dominating 
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Chromosome2: 11000110 

Offspring 1: 11011111 

Chromosome1:11011000 

The value 0 is dominating 

Chromosome2: 11000110 

Offspring 2:11000000 

 
Figure 6.4: Example of uniform crossover       

 
In the example shown above the first offspring is produced by exchanging the bit value 0 by 

1, and the second by exchanging the bit value 1 by 0. 

 

6.3.2.3 Two-point crossover 

 

In two-point crossover, two bit positions are selected in the parental strings. The bits in-

between the selected positions are exchanged between the parental strings to produce two 

new offsprings. An example is shown in Figure 6.5. 

 

In Figure 6.5, the exchange between the parental strings takes place between the * positions. 

The bits underlined in the offspring shows where the exchange has taken place.  

Chromosome1: 11011*001001*10110 

Chromosome2: 11000*110000*11110 
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11011*001001*10110         11000*110000*11110 

 

Offspring 1: 11011 110000 10110 

Offspring 2: 11000 001001 11110 

 

Figure 6.5: Example of two-point crossover    
 

The crossovers explained above are concise methods on how crossover can be performed. 

Since these methodologies are specifically for crossover, the selection of crossover is based 

on the output result that is desired. Now that the second genetic operator has been explained, 

the following sections explain the third genetic operator, mutation.  

 

6.3.3 Mutation 

 

Mutation takes place after crossover is performed. However, mutation does not take place at 

all times, but only when crossover converges to a single point of solutions, that is when all 

solutions produced by crossover are same. When such a case occurs mutation is the only 

alternative to alter existing solutions to produce new solutions.  

 

Mutation in the biological concept is the process of changing a gene sequence to bring a 

variety in the population.  For example, if the parent gene sequence is yyxxyyxx then this 

gene sequence can be altered by changing the fourth position of the sequence from x to y. 

Hence, the mutated offspring will produce the result yyxyyyxx. In the information 

technology concept mutation is performed by altering a bit from 1 to 0 or vice versa. 

Mutation may become useful or useless in the application or discipline it is performed. 

Hence when and how mutation should be performed depends on the actual output result that 

is desired [89, 91]. 
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An example of mutation is provided in figure 6.6. Mutation is performed on the bits that are 

underlined. Mutated offspring 1 is created by altering sequences of bit from 1 to 0 and 

mutated offspring 2 is created by altering two bit positions 1 and 0.  

                                        Offspring 1: 1101100001111110 

Offspring 2: 1100011100110111 

Mutated offspring1: 1100100001111110 

Mutated offspring 2: 1100011000111111 

Figure 6.6: Example of mutation     
 

Some of the different forms of mutation are random mutation, in-order mutation, addition 

mutation, and deletion mutation [92]. They are explained in the following sections: 

 

6.3.3.1 Random mutation 

 

Random mutation is performed when random bits are selected and altered. An example of 

random mutation is shown in figure 6.7. The underlined bits in offspring 1 are the bits 

chosen before mutation.  

   Offspring 1: 1101100000001110 

Mutated offspring 1: 1100111001001011 

Figure 6.7: Example of random mutation 
 

6.3.3.2 In-order mutation 

 

With in-order mutation, two bit positions are selected and bits in between are mutated. An 

example of in-order mutation is given in Figure 6.8. The underlined bits in offspring 2 are 

the bits chosen to be mutated, and the * indicates the two positions selected: 
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        Offspring 2: 11000*111001*10111 

Mutated offspring 2: 11000*101100*10111 

Figure 6.8: Example of in-order mutation 
 

6.3.3.3 Addition mutation 

 

Addition mutation as it is named adds additional strings to a position in the string. An 

example of addition mutation is given in Figure 6.9. New bits are added to offspring 2 where 

the * is shown. Mutated offspring 2 shows the bits added between the *.  

        Offspring 2: 11000111001*10111 

Mutated offspring 2: 110001111001*111*10111 

Figure 6.9: Example of addition mutation 

 

6.3.3.4 Deletion mutation 

 

In deletion mutation, bits are deleted between the positions selected. An example of deletion 

mutation is given in Figure 6.10.  The bits which are deleted are shown in between the *.  

   Offspring 2: 11000111001*101*11 

Mutated offspring 2: 110001111001*11 

Figure 6.10: Example of deletion mutation 
 

Mutation is no different from crossover in the sense that they are specific methodologies and 

each will be beneficial based on the desired output results. Now that the main genetic 

operators and their functions have been explained, the next section will discuss the GA when 

it terminates.   
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6.4 GA Termination 

 

A GA should terminate [93] 

 after a specific number of generations  

 when a fit solution has been found 

 When individuals from the original generation and new generations do not 

differ, and when the GA tend to produce the same individuals existing in the 

population again.  

 

6.5 Conclusion 

 

GAs are used in many disciplines [90]. GA operations depend largely on the discipline that 

is being used. GAs do not guarantee the exact solution to a problem, but tend to find 

potential solutions to a problem.  

 

Chapter 6 presented a detailed explanation of GAs. Through the application of genetic 

operators; selection, crossover and mutation, new individuals are produced. In the 

information technology concept, individuals are presented as a string, which undergoes 

genetic operations to produce new strings that could potentially solve a problem. If the 

solution is not found in the strings of the first generation produced, the GA will operate in a 

loop producing new populations until it is terminated. An evaluation criterion was 

mentioned for selection in this chapter. Methodologies crossover and mutation are 

performed on the individuals that are selected and fit. This will provide the desired output 

result if the methodologies are used in the right discipline.  The next chapter will discuss the 

viability of GAs in IDSs by explaining the existing solutions and comparing it to the 

proposed solution. 
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7 GA based IDS 

 

7.1 Introduction 

 

Intrusions vary according to the types and methods that they are built on. Therefore, some 

intrusions which are detected by various tools available today cannot be detected by other 

tools. Exploiting a GA is one of the methods that IDSs use to adapt to new intrusions [63, 

94, 95].  

 

This chapter firstly discusses existing models that use GAs in IDSs. The chapter also 

discusses the shortcomings of these models, which are explained in the following sections. 

 

7.2 Existing GA based IDSs 

 

A number of theoretical studies have been conducted regarding the incorporation of GAs 

into IDSs. Some research conducted in this area, specifically to IDSs are described in the 

following sections. 

 

A paper similar to the approach described in this research is a GA-based NIDS described by 

Goyal and Kumar. The GA considers network features such as type of protocol, network 

service on the destination computer and status of the connection together with the KDD 

Cup 99 data set
18

 to generate rules. The rules are trained on the KDD dataset and tested on 

them as well [94].  

 

                                                           
18

 KDD Cup 99:  is a pre-defined set of attack signature rule dataset. It is also known as DARPA dataset. 
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Another research addressed an approach to detect intrusions in IDSs using GAs [95].  This 

research was to test whether GAs are an option to create the next generation rules which will 

be able to pick up intrusions. A dataset of anomalous network connections and normal 

network connections were selected. The GA was trained to identify the normal network 

connections afterwards which the GA was tested, and a fitness function was applied to select 

the rules which identified the anomalous connections from the normal connections [95].  

 

Research was also conducted on the viability of GAs on an off-Line Intrusion Detection 

System. This research describes generating a set of possible solutions using GA 

functionalities like crossover and mutation to create rules that match intrusive connections 

that were already known, which were then put through a fitness function to acquire fitness. 

These rules were applied to a misuse detection where an offline tool was described using 

GAs to increase security and audit trail analysis in IDSs. The tool was used to perform 

misuse detection by comparing the user‘s behaviour against a known set of intrusions, and to 

describe data contained in the audit trail by assuming the occurrence of one or more 

intrusions [97]. 

 

Li in his paper also describes an approach using GA for generating rules in the form of ―if-

else‖ condition to detect known intrusions which are network connections.  These rules are 

tested on historical connections and are used to filter new connections to find suspicious 

network traffic. The network traffic used for GA was a known data set that differentiates 

normal network connections from anomalous ones. The data set was manually classified 

based on experts‘ knowledge. This was then used for the fitness evaluation during the 

execution of the genetic algorithm [27]. 

 

Extending from the research of using GAs in IDSs, some research was also conducted to 

design an intrusion detection algorithm based on artificial immunity that uses a combination 

of decision tree and GA. The decision tree and GA were introduced into the negative 
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selection algorithm, the similarity between antibody
19

 and antigen
20

 was calculated using the 

decision tree, the new formula of fitness was raised. The different antibody set was 

measured by the fitness of the antibody, and the high fit antibodies were replaced by the low 

fit antibodies to achieve a variety in the antibody set [98].  

 

The above mentioned are some research that have been conducted in the area of GA using 

IDSs. The section below describes tools using GA in IDS where extensive work has been 

done. The difference between the research mentioned in this chapter and the above 

mentioned researches and the tools described below is provided in the next chapter. 

 

The Genetic Algorithm as an Alternative Tool for Security Audit Trails Analysis 

(GASSATA) tool uses GAs in IDSs, and is available to the public. It creates a hypothesis 

and detects intrusions in audit trails. For example, GASSATA detects subset of intrusions in 

the audit data by comparing them to previously listed known intrusions. Then the hypothesis 

is re-evaluated to find a better hypothesis for the solution to be found. The GA is used to 

create a better hypothesis by searching for intrusions. The purpose is to determine whether it 

is in fact an intrusion or whether it is similar to an intrusion that has already occurred [63].  

 

GASSATA has a number of disadvantages: It is unable to detect unknown attacks and there 

has been no mention of how it detects false alarms. Furthermore, since GASSATA only 

searches for subsets of attacks, it is unable to locate the actual attack. Although GASSATA 

has its disadvantages, it is currently the only tool that uses GAs and is available to the 

public. A number of other researches have mentioned the use of GAs which is in the process 

of development. They have been mentioned in the next paragraphs. 

 

                                                           
19

 Antibody: any of a large variety of proteins normally present in the body or produced in response to an 

antigen which it neutralizes, thus producing an immune response. 

20
 Antigen: any substance (as a toxin or enzyme) that stimulates an immune response in the body (especially 

the production of antibodies). 
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Balajinath and Raghavan in their paper proposed a host based system called the Genetic 

Algorithm Based Intrusion Detector (GBID) which uses GAs [99]. Since the GBID is a host 

based system, it learns on user behaviour and detects intrusions when a user deviates from 

the pre-defined behaviour. A detailed explanation is given below. 

 

The GBID consists of mainly six components. They are the GA learning module, next 

command generator, comparator, switch, intrusion detector and one behaviour-gene delay. 

The GA learning module learns the change in entropy value through the GA. Entropy value 

is the measure of change in user behaviour. The command generator predicts the next 

command or activity of the user from the predefined user behaviour. The comparator 

calculates the match index, entropy index, and newness index called the 3-tuple value from 

the current user commands and compares them to the pre-defined 3-tuple value. If there are 

any changes between the values it is passed through to the intrusion detector which detects 

intrusion. The switch is used to provide feedback to the GA learning module. If in any case 

the false alarm rate is high, the switch is then closed to learn the new user behaviour 

profiles. 

 

The GBID is a host-based system; hence it only targets a specific system and is dependent 

on user behaviour of the system. Hence, it is an anomaly detection system. GBID is different 

from the approach described in this dissertation, as it does not have the capacity to detect 

unknown intrusions.  This means every time a new intrusion occurs, the system has to be 

updated. However, the model does not describe how the false alarms are detected. There is 

also a possibility that, once the GA has gained knowledge of all the changed behaviours, this 

activity may be considered as a normal activity. 

 

Another tool that has been implemented and is undergoing more advanced enhancements is 

the Network Exploitation Detection Analyst Assistant (NEDAA). The Applied Research 

Laboratories of the University of Texas at Austin has proposed the NEDAA [100]. NEDAA 

uses a variety of methods such as  finite state machine, a decision tree, and a GA, to generate 
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Artificial Intelligence (AI) rules for the IDS. Rules are initially created by analysts in the 

form of an ―if-then‖ format.  Most of these rules are connections happening in the network. 

This is then supplied to the GA and the decision tree to generate new rules through the 

genetic operators. These rules are then used by Vulcan (a machine learning component) for 

compilation into the IDSs. Based on the pre-defined rules, a connection is determined as an 

intrusion by comparing them to the pre-defined rules.  

 

Being a rule-based system and since new rules are generated, NEDAA is capable of 

detecting unknown attacks. However, the system is very complex as it uses different 

methods and more enhancements and additional methods have been proposed to increase the 

performance of the system in the future.   

 

7.3 Conclusion 

 

Much research has been conducted in the area of incorporating GAs in IDSs. Despite that, 

many of these studies remain theoretical and point out that there is only one implemented 

tool, namely the GASSATA, which is available to the public.  

 

This chapter highlighted existing solutions and their shortcomings. It gave an overview of 

existing researches and tools that use GA in IDSs such as GASSATA and GBID. The latter 

is basically a host-based IDS that detects intrusions based on user behaviour. The only rule-

based system currently developed is NEDAA. Since it uses many methods, it is very 

complex. The aim of this research is to implement a NIDS using GA which is less complex, 

and applies genetic operations to produce a new generation of rules which may help in 

detecting unknown intrusions [101]. The design of the proposed approach is explained in the 

next chapter. 
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8 The GA-NIDS Model  

 

8.1 Introduction 

 

Many NIDSs exist in the market and different methods are used to detect intrusions. Most 

conventional IDSs such as Snort use rules to detect intrusions on networks. These rules and 

the characteristics of the rules on how to detect the intrusions are specific to each IDS. This 

also results in an increase of false alarms as well. Moreover most of the IDSs are incapable 

of detecting an intrusion that is unknown. The focus of this research is to design an NIDS 

using GA to help IDSs in detecting new intrusions without generating a large number of 

false alarms by using existing rules. Thus, this chapter discusses the design of an NIDS 

using GAs, in-order to improve the efficiency of IDSs. 

 

8.2 GA- NIDS 

 

This research uses the concept of a GA to design a NIDS. This concept was adapted to help 

in detecting unknown intrusions than existing GA based IDSs. The basic components of the 

design are explained in the following sections based on the three main IDS components, 

information source, analysis and response. 

 

The design proposed in this research is a NIDS; hence the monitoring location or 

information source is network based. This means that the IDS will monitor the network and 

will detect any intrusions occurring on the network. Figure 8.1 shows the network 

architecture where the GA-NIDS can be placed.   
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A single NIDS can be placed outside the network to monitor the entire network or several 

NIDSs can be placed at various points inside the network.  It is advisable that several NIDSs 

are placed at various points inside the network as it will be difficult and inefficient for a 

single NIDS to monitor a whole large network. Thus, as shown in figure 8.1, the GA-NIDS 

is placed both outside the network to monitor traffic from outside the network into the 

network, and within each subnet of the network. Thus, the GA-NIDS 1 will monitor and 

detect external intrusions occurring on systems that connect to the external network, which 

is the Internet or on secure servers where external traffic has been denied access. The GA-

NIDS 2 will detect internal intrusions occurring within the subnet between the internal 

systems and servers.  Each subnet, as shown in the figure, has its own GA-NIDS2 to avoid 

overloading a single GANIDS with network traffic. All the GA-NIDSs report their findings 

to a single management console where all intrusions are notified. In certain cases the NIDS 

itself can be attacked. To avoid this, the NIDS is hidden away so that the public is unaware 

of the NIDS. This is known as the stealth mode.  

 

In this design misuse detection or signature based detection methodology is used, i.e. the 

system will determine intrusions from a previously-defined intrusion database. The response 

mechanism in this system is passive, i.e. it depends on the user or the administrator to take 

the necessary actions. The passive response mechanism is in the form of an alert. GA is the 

ID method used in this research to detect intrusions. The complete network architecture of 

the proposed GA-NIDS system is presented in Figure 8.2.  
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   Figure 8.1: Network architecture of GA-NIDS 

 

The design of the GA-NIDS consists of six major components as shown in figure 8.1. They 

are: network sniffer, IP dataset, attack dataset set, new rule set, GA-NIDS (which is the 

actual detection system) and the IDS console.  These components are explained in detail in 

the following sections and through figure 8.2. 
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Figure 8.2 Complete design of GA-NIDS 
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Figure 8.2 is an expanded design of Figure 8.1. Figure 8.2 shows the complete design of the 

GA-NIDS, in which the external network connects via a firewall into the internal network. 

The firewall acts as the first line of defence against intrusions. The firewall is connected to 

the first component, the network sniffer. The network sniffer captures all traffic flowing 

from the external network into the internal network and dumps it into a network traffic file. 

The administrator analyses the information in the network traffic file and creates the rule 

datasets. GA-NIDS1 is the second line of defence and remains just below the firewall. The 

datasets created by the administrators are used by GA-NIDS1 and GA-NIDS2 to detect 

intrusions. A detailed explanation of the components and external entities are provided in 

the following sections. 

 

 8.2.1 External Network 

 

The external network as shown in figure 8.2 is the Internet. This is basically the public 

network which accesses the internal network. It is through this medium that outside 

intruders are able to cause intrusions inside the network. As the first line of defence from 

intrusions, a firewall is placed which is explained in the next section.  

 

8.2.2 Firewall 

 

A firewall is defined as a system that sits between the Internet and a company's network and 

acts as an active gateway to keep intruders from accessing the company‘s confidential data 

[102]. The firewall determines authorized and unauthorized access through the conditions 

that it has been provided with. The GA-NIDS is the second line of defence and is placed 

behind the firewalls to detect any intrusion that has bypassed the firewall. The network 

sniffer is also placed behind the firewall to sniff all traffic flowing between the external and 

internal network.  
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8.2.3 Network sniffer 

 

The network sniffer is a software that captures and analyses network traffic and then dumps 

the traffic into a specified location. A more understandable definition is: ―A hardware device 

or software that captures packets transmitted in a network for inspection and problem 

detection‖ [103]. As shown in the network architecture diagram, the traffic is dumped into 

the network traffic file. The volume of traffic varies with the network in which it runs, such 

as, if the network sniffer is run on a large company network, traffic volume will be much 

more than compared to a small company network with two or three computers. The volume 

of traffic is also dependent on the settings of the network sniffer, i.e., the network sniffer can 

be set to only capture certain network packets such as the ones that only use TCP/IP. Once 

the network traffic has been dumped, the required information from the traffic dump can be 

extracted using an application such as Ethereal
21

 [104]. This information can then be used by 

the system administrators to generate the datasets. An example of a network sniffer is 

WinDump, the Windows version of TcpDump
22

 [105].  

 

The following sections explain the datasets. 

 

8.2.4 IP address data set  

 

A data set can be defined as a collection of data grouped together. The system administrators 

analyses the network traffic file and creates the IP address dataset from it. This IP address 

dataset consists of the source IP address, the destination IP address, the Medium Access 

Control (MAC) address, the source port, the destination port, and the protocol used. This can 

                                                           
21

 Ethereal: A network analyser, also known as a network sniffer or a protocol analyser. 

22
 TCPDump: tcpdump is a common packet analyser that runs under the command line. It allows the user to 

intercept and display TCP/IP and other packets being transmitted or received over a network to which the 

computer is attached. 



100 

 

be automated as well if there is an interface to the GA-NIDS which automatically updates 

the GA-NIDS once a new IP address is added. 

 

For this research we will consider the possibility of system administrators updating the GA-

NIDS once a new IP address is added. A network connection refers to an IP address entry in 

the data set. The source IP address refers to the IP address from which the connection is 

occurring. The destination IP address refers to the IP address to which it is connecting to. 

The source port refers to the port from which the connection is taking place and the 

destination port refers to the port through which the connection is taking place. In a dynamic 

IP address network the IP addresses are dynamic hence the MAC address should be used. 

The MAC address is specified in the data set to eliminate the possibility of not detecting an 

intrusion in a dynamic IP address network.  

 

It is also vital to detect intrusions occurring from within the network targeting an external IP 

address. For example, there could be external websites which employees are prohibited 

access. In such a situation the source IP address would be an IP address from within the 

network and the destination IP address will be an IP address that of the prohibited website. 

However the MAC address will be nullified as it is very difficult to determine the MAC 

addresses of a system in the external network.  Such IP address rules will be created by the 

system administrators from previously known intrusions, vulnerabilities or through 

analysing the network traffic. 

 

Hence where Network Address Translation (NAT) servers, Dynamic Host Configuration 

Protocol (DHCP) and Variable length Subnet Mask(VLSM) are concerned, all have a 

common element that IP addresses to be used are already determined and known to the 

system administrators, thus these IP addresses can also be included in the GA-NIDS IP 

address dataset list. IP tunnelling is also another communication component to be 

considered. In this scenario, if the IP address of the both the source and destination are 

known, then the IP addresses can be stored in the IP address data set. If the IP addresses are 
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not known, then the actual rules should not allow the connection. This is the first step of 

developing the GA-NIDS. 

 

The data set is represented in a simple table, as shown in table 8.1. The first four rows 

represent intrusions from the external network to the internal network and the last two rows 

represent intrusions from the internal network to the external network. The internal network 

carries a range of IP address within the Local Area Network (LAN). The external network 

carries a range of source IP address that may be restricted. 

 

 
Table 8.1: Example of a data set 

 

A IP address rule can be represented as 192245*32**3/13564*13**8/ 

B0:99:F3:76:DE:1/*566/**80/TCP. The forward slash in the rule distinguishes between 

each of the fields presented in the table. The first twelve characters up to the first forward 

slash denote the source IP address (192.245.32.3). The next twelve characters denote the 

destination IP address (135.64.13.8), followed by the MAC address (B0:99:F3:76:DE:1), 

source port number (0566), and destination port number (0080). The TCP protocol is 

represented by ‗TCP‘. If the protocol identified was a File Transfer Protocol (FTP), it would 

Source IP Destination IP Mac Address Source 

Port 

Destination 

Port 

Protocol 

192.245.32.3 135.64.13.8 B0:99:F3:76:DE:1 566 80 TCP 

192.36.18.1 135.64.13.9 G8:L6:44:32:M4:05 35 80 IP 

192.38.3.4 135.64.13.4 C3:42:H5:H6:88:08 21 21 FTP 

192.140.13.1 135.64.13.7 D6:K5:I4:32:68:07 105 22 IMAP 

135.64.13.6 192.140.13.1 00:00:00:00:00:00 67 80 TCP 

135.64.13.4 192.140.13.1 00:00:00:00:00:00 21 80 IP 
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have been represented by ‗FTP‘.  A * is included to represent a wildcard for the possible 

range of values. For example, the wild character * before the 32 in the source IP address 

denotes that there can be any number of characters in that place. 

 

This rule 192245*32**3/13564*13**8/ B0:99:F3:76:DE:1/*566/**80/TCP which is the first 

row in table 8.1 indicates that any network connection taking place from source IP address 

192.245.32.3 to destination IP address 135.64.13.8 (with MAC address B0:99:F3:76:DE:1, 

and uses source port 566 destination port 80 and protocol TCP) could be a possible 

intrusion. 

 

A significant factor to remember is that rules must be formulated depending on where the 

NIDS is placed, that is, at one point of the network or at different points in a network. The 

GA-NIDS suggested in this research is a misuse detection system. This means that a 

mechanism is needed to compare existing connections to a pre-defined intrusion database to 

determine intrusions. The pre-defined intrusion database will contain rules as shown above. 

A rule in the IP address data set can also be defined  as shown in figure 8.3. 

 

if {the connection has the following information: source IP address 192.245.32.3; 

destination IP address: 135.64.13.8; MAC address: B0:99:F3:76:DE:1; source port 

number: 566; destination port number: 80; protocol used: TCP } then {detect whether the 

connection is an intrusion or not} 

Figure 8.3: Example of rule 
 

Once the GA-NIDS has been trained with the rules, additional network connections can be 

added to the data set. Administrators can add new network connections. The IP address 

dataset only specifies network connections, and intrusions could occur in the form of attack 

signatures. Hence, an attack dataset was also added. The next section explains the attack 

dataset.  

 



103 

 

8.2.5 Attack data set 

 

The attack data set consists of a set of attack rules. These attack rules have been adapted 

from the Snort IDS. The Snort rule has two main parts: the rule header and the rule options. 

The rule header contains the rule‘s actions. It consists of the source IP address, the 

destination IP address, the source port, the destination port, and the protocol used. The rule 

option part contains the information to present in a packet to perform the rule action. [106, 

107]. An example of a rule is shown in figure 8.4. In the rule below, the contents up to the 

first parenthesis form the rule header. The rest of the rule after the first parenthesis forms the 

rule option. 

 

                                Rule header 

 

alert tcp 193.35.64.1/30 80  -> 130.165.13.8/25 121 (content:‘‘| 00 01 86 a5|‖; 

msg:‖mountd    access‖;) 

                                                                             Rule option 

Figure 8.4 Example of an attack rule 
 

For example, consider the following illustration below: 

 

alert tcp any any -> 130.160.13.1/24 any (flags: A; ack: 0: msg: ―NMAP TCP PING‖;) 

Figure 8.5: Description of attack rule with keywords 
 

The rule action is performed if the conditions in rule option are satisfied. There are three 

actions in Snort. They are discussed below.  

 alert – this is to laert using the alert mode and to log the packet.  

 log - log the packet  

 pass - drop (ignore) the packet.  
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The rule action part starts with the protocol. In Figure 8.5 the protocol is ‗tcp‘. The protocol 

is followed by the IP address and port number. The first IP address followed by the protocol 

is the source IP address. In Figure 8.4 the source IP address is 192.34.64.1/30, which 

specifies any IP address in the range from 192.34.64.1 to 192.34.64.30 using a port number 

80. In Figure 8.5, the source IP address and port number are specified as ‗any any‘ which 

means any source IP address and any port number. The IP address after the source IP 

address is the destination IP address, which is specified as 130.165.13.8/25 in Figure 8.4. 

The port used is 121. In Figure 8.5 the destination IP address and port number are ‗any any‘, 

which again specifies any destination IP address and port number. In certain cases, Snort 

rules also apply a negation operator (!). This operator indicates Snort to match any IP 

address except the one indicated by the listed IP address. More information about the rules 

formation can be found at Snort [62]. 

 

The rule option part defines the attack signature. The Snort rule options are separated from 

each other using a semicolon ";" and the rule option keywords are separated from their 

arguments with a colon ":" character. There are 15 defined rule option keywords. In Figure 

8.4 the rule option keyword is ‗content‘ and ‗msg‘. In Figure 8.5 the rule option keywords 

are ‗flags‘, ‗ack‘ and ‗msg‘. Each of these keywords has a meaning. The keywords and their 

meanings can be found at Snort [106, 62]. 

 

In Figure 8.5, ‗flags‘ refer to the testing of any TCP flags for value A. The ‗ack‘ keyword 

refers to the acknowledge field of the TCP headers. This rule detects NMAP TCP pings. A 

NMAP TCP ping sets this field to zero and sends a packet with the TCP ACK to determine 

whether the host is active. The rule above detects this activity. 

 

There are more than 2000 rules defined in the Snort signature database. More information 

can be found from [107, 62]. 

 

The proposed design for the GA-NIDS already consists of a IP address dataset, hence, the 

rule header part of the Snort rule can be discarded. The Snort rules also have a ‗msg‘ 
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keyword part which is basically used to alert the intrusion. Since the GA-NIDS design 

proposes a separate response mechanism, the ‗msg‘ part is also unnecessary. The important 

part of the Snort rule which is of use to the GA-NIDS design is the attack signature part. 

Hence the attack signatures from Snort rules will be used.  

 

Questions can arise as to why Snort rules cannot be used as they are. This is because of the 

above mentioned reasons and due to some limitations in the Snort rules, which are explained 

below.   

 

1. alert tcp any any -> 134.166.13.8/09 112 (content:‘‘| 00 01 76 a5|‖; 

msg:‖mountd access‖;) 

2. alert tcp any any -> any any (content:‘‘| 07 04 76 c5|‖; msg:‖ 

NMAPTCPPING‖;) 

3. log tcp !194.158.2.0/25 any 194.17.1.5/25 any 

(flags:SF,12;msg:PossibleSYNFANscan;) 

4. alert tcp !$HOMENET any -> $HOMENET 

144(content:‖|E8C0FFFFFF|/bin‖;msg:‖IMAP buffer overflow;) 

5. aert udp any any ->any1234\(byte test:3,=,12,0,string,dec;\msg:‖got 12‖;) 

 

The limitations of the following rules are explained below: 

 Rule 1, Rule 4: All the rule header conditions must be satisfied hence if the 

intrusion occurs through a different port number, then Snort will not be able to 

detect the intrusion.  

 Rule 2, Rule 5: Here the IP addresses and port number are specified as ‗any 

any‘and $HOMENET. Intrusion will be detected based on this rule, but again all 

the rule conditions have to be met. If a new intrusion is launched and network 

packets are scrambled irrespective of the source connection, Snort will not detect 

an intrusion.  

 Rule 3: As shown in rule 3, if an intrusion occurs outside the range of the IP 

addresses mentioned, then the intrusion will not be identified.  
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Snort rules have a common condition that all conditions in the rule must be satisfied to 

detect an intrusion. If any subnet contains a dynamic IP address, Snort will not be able to 

detect the intrusion, since the rules detect intrusions based on IP addresses.  

 

The GA-NIDS design proposed two datasets due to two main reasons. They are: when a 

previously unidentified attack occurs, the IP address will still alert the intrusion if it is listed 

(and vice versa).  The other advantage is that the system administrators will be able to 

identify where the intrusion occurred, and if not previously defined can define it in the 

datasets. The search space to identify where the intrusion occurred is therefore minimal.  

 

8.2.6 GA-NIDS 

 

The GA-NIDS detects intrusions on the network using the rules from the IP address dataset 

and attack signature dataset. Before the genetic operators‘ crossover and mutation are 

applied, the GA-NIDS needs to be trained with the initial set of rules to detect intrusions. 

Hence rules are supplied to the GA-NIDS from both the datasets to detect intrusions. This 

will help the rules in each the dataset to acquire their performance value known as fitness 

value. A rule acquires a fitness value each time it detects an intrusion by providing a counter 

value to the rule each time it detects an intrusion. The counter value of the rule determines 

the number of times the rule has detected an intrusion, and eventually its fitness. For 

example, if a rule has detected an intrusion 5 times, then the rule will carry a counter value 

of 5.  

 

The initial set of rules that have been trained in the GA-NIDS must then be put through the 

fitness function to select the best rules that detected intrusions and will be able to generate 

new set of rules.  Since both the datasets act as parent rule sets, it is important that rules 

from both the datasets have acquired fitness values, to generate new rules. A fitness function 

was needed which would give the desired output result. Many fitness functions were looked 

at including the fitness described by E. Fast et al and W. Fan et al in their research papers 
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[109,110]. These fitness functions were derived by advanced mathematical formulas that 

were complex and unpredictable since the output results could not be pre-determined.  

 

A fitness function that could provide the desired output results was necessary. Hence the 

fitness function proposed by A. Chittur was chosen. The fitness function provides the 

desired output, is predictable, less complicated, and uses less processing power because of 

its simplicity. 

 

 The fitness function ‗F‘ determines whether a rule is ‗good‘ i.e. it detects intrusions, or 

whether the rule is ‗bad‘, i.e. it does not detect intrusions. ‗F‘ is calculated for each rule. It 

will depend on the following equation, equation 8.1 [95]. In the initial stage, this equation 

will be used to determine the fitness function, but future work will test and improve the 

equation to make the GA more effective in selecting fit individuals. 

F = a / A – b / B                                                                                                                  (8.1) 

 

In the fitness function, ‗a‘ contains the value that the specific rule carries for the number of 

correctly detected intrusions. ‗b‘ contains the value that the specific rule carries for the 

number of false alarms. ‗A‘ is calculated by adding the value of the correctly detected 

intrusions from all the rules. ‗B‘ is the total number of normal connections in the dataset. 

The fitness function will assign a fitness value for each rule. The fitness value will be a 

predetermined value. However, the precise fitness value, which will qualify the rule to be 

selected, is currently unknown; since it can only be determined from how the rules perform 

in detecting intrusions. The rules that have acquired the required fitness value will be 

selected to form a new generation to produce new rules. For example, consider that the 

predetermined fitness value for ‗F‘ is 1. As mentioned before ‗F‘ will be calculated for each 

rule by the GA. When a rule acquires the predetermined value of 1, which in this case 

indicates that the rule at least achieves the average performance or better for true detection, 

and has a smaller proportion false positives than what it is better than the average then the 

rule is selected to undergo reproduction to produce a new generation of rules. Once the rules 
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have been selected from both the datasets, genetic operations are applied on them to 

generate the new rules. These new rules are eventually placed in the new rule dataset.  

 

If a rule remains idle for a certain period of time, in other words, if it does not detect any 

intrusions at all (after crossover or before crossover) even after such type of attacks have 

occurred, then that rule is selected for mutation and placed in the new rule data set. The time 

frame for the rule to be mutated is dependent on the number of attacks that the rule could 

have possibly detected but did not detect. In this case, the rule is instantly mutated after the 

first occurrence of the attack that the rule did not detect.  For example, consider dummy 

rules with dummy counter values in both the IP address dataset and attack dataset (table 8.2 

and table 8.3)  

 

            

 

 

 

       Table 8.2: Example of IP address data set with counter values 
                                  

 

 

 

 

 

 

 

Rules  Values 

Rule X1 4 

Rule X2 7 

Rule X3 0 

Rule X4 2 

Rule X5 0 
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Table 8.3: Example of attack data set with counter values 

 

Consider that the rules that have acquired a counter value of 4 or above are fit rules. Hence, 

rules X1 and X2 can be selected from the IP address dataset and rules Y2 and Y5 can be 

selected from the attack dataset.  These fit rules can be selected for crossover. When 

crossover takes place, all probable combinations of the parent rules that are fit are taken to 

generate the new rules. Hence, the new rules generated will be RuleX1Y2, RuleX2Y2, Rule 

X1bY5 and Rule X2Y5 as shown in table 8.4. These new rules then start to detect intrusions 

and earn fitness values. 

                                            

 

 

 

 

 

Table 8.4: Example of new rule data set with counter values 
 

Rules Values 

Rule Y1 1 

Rule Y2 4 

Rule Y3 3 

Rule Y4 0 

Rule Y5 6 

Rules  Values 

Rule X1Y2 0 

Rule X2Y2 1 

Rule X1Y5 3 

Rule X2Y5 4 
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Another example of crossover between the actual rules in the IP address dataset and the 

attack signature dataset are given below. Crossover happens between the parts of parent rule 

1 (IP address data set rule) and parts of parent rule 2 (attack data set rule). If we consider 

that the GA-NIDS is placed on a dynamic network, then the most vital parts in an IP address 

dataset rule is the source IP address, destination IP address and MAC address. In the attack 

dataset rule the most vital part is the attack signature.  

 

 

 

  

Parent rule1: 192245*32**313564*13**1 A0:99:E3:76:BE:1*567**80tcp 

 

Parent rule 2: alert tcp any any -> 130.165.13.1/09 111 (content:‘‘| 00 01 86 a5|‖; 

msg:‖mountd access‖;) 

After crossover 

Child 1: 192245*32**313564*13**1 A0:99:E3:76:BE:1 content:‘‘| 00 01 86 a5|‖; 

Figure 8.6: Crossover between rules 

 
 

The new rules generated will also have a counter value once they start detecting intrusions. 

If the rule does not detect any intrusion and remains idle, then it is selected for mutation. In 

the proposed design, addition mutation is performed, where two positions are selected and 

additional information is added between the positions [83]. There are several mutation 

methods. The choice of selecting mutation methods depends on the discipline it is applied on 

and the method that will most benefit the discipline to acquire the best results. Selection of 

the mutation method mainly depends on the desired output. The main characteristic of 

mutation is to have additional characteristic which could affect the mutated child negatively 

or positively. Positive characteristics yields to good hybrids that could survive, hence the 

Part selected 

Part selected 
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mutation method selected should also provide good output which could help in detecting 

intrusions. 

 

Methods such as replacement mutation, addition mutation and deletion mutation were 

considered. Replacement mutation replaces a part of bit selected with another part.  For 

example a child rule can have the IP address part to be replaced with another IP address for 

the same attack signature set, and which could already exist. Hence this at one point in time 

could converge to same solutions, and also will not have any additional characteristics to 

detect an intrusion.  Deletion mutation deletes a part of the rule. Currently the main two 

parts existing in the child rules are the IP address part and attack signature part. If one part is 

deleted, then this results in the original rules present either in the IP address data set or 

attack signature data set, hence this will also not have any additional characteristic that could 

possible detect an intrusion. In this process, addition mutation is the best method to suit the 

process of producing the optimal results since addition mutation will add additional 

characteristics that could help in detecting intrusions. Here the source port, destination port 

and protocol, which are the additional characteristics, are added to the idle rules and thus 

addition mutation is performed.  

 

Child 1: 192245*32**313564*13**1 A0:99:E3:76:BE:1 content:‘‘| 00 01 86 a5|‖; 

After mutation 

Mutated Child 1: 192245*32**313564*13**1 A0:99:E3:76:BE:12580TCP content:‘‘| 

00 01 86 a5|‖; 

Figure 8.7: Mutation between rules 
 

The underlined part in mutated child 1 shows where the additional characteristics are added. 

Here the source port, destination port and protocol are added to child 1 to make it stronger 

and to identify intrusions using these extra characteristics. The information such as the ports, 

and protocol are stored in the system by the system administrators.  
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Once the genetic operators are applied, the GA starts to function and generates new rules. 

These new rules are kept in the new rule dataset. Once the new rules are formulated, the 

GA-NIDS will first try to detect the intrusions from the new rule dataset before referring to 

the parent datasets. Once an intrusion is detected, it alerts the intrusion on the IDS 

management console. The alert is the response mechanism of the GA-NIDS which is 

explained in the next section.  

 

8.2.7 Response 

 

The response mechanism is in the form of an alert and is designed as a pop-up window, 

which indicates that an intrusion has occurred with the rule indicating the intrusion. The 

rules will only generate an alert if parts of the rules have met such as combination of ‗IP 

address, port and protocol‘ or ‗signature set‘ or ‗a combination of everything‘. From the 

rule, the necessary information can be extracted to determine where and what has caused the 

intrusion; so that administrators can rectify it and avoid the intrusion from happening again. 

 

8.3 Advantages of the approach from previous models 

 

The approach described in this dissertation differs from similar approaches that have already 

been described in Chapter 7.  The first research discussed was A. Goyal and C. Kumar‘s GA 

based NIDS. The GA was trained to generate rules and then later detect intrusions from the 

KDD Cup dataset. An attempt was made to use the GA methodology on the Defence 

Advanced Research Projects Agency (DARPA) evaluation set [108]. The data set consists of 

trained data and testing data of attacks. Four kinds of data were collected for the DARPA 

1998 set. They were TCP packets: Network level information, Basic Security Module 

(BSM) audit data: Host level information for Solaris OS, File system dumps: Copies of 

system directories (generated every day), PS output: Lists of running processes (generated 

every minute).  
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A more improved data set was the DARPA 1999 set which included many new attacks 

introduced, including a new attack category called data compromised. Both inside and 

outside attacks were logged in this data set. Instead of file system dumps, this data set 

contained specific file system information such as changed files, node information, and 

important log files. A much more improved version was the DARPA 2000 dataset which 

was an experiment to evaluate specific scenarios.  It was understood that the actual output of 

the result would not be achieved from this as the rule needed to be formulated as in the 

DARPA data set, and moreover after creating rules in the format the same rules will be 

applied on a list of intrusion rules to detect the rule or intrusion.  This was the base in  

the GA-NIDS approach as well [94]. Similarly GA in IDSs was discussed in numerous 

papers but used the GA functionality of selection to classify between normal and abnormal 

network connections [27, 95, 98].  

 

GAs in offline IDSs were also investigates using crossover and mutation, and was used for 

generating new rules for network connections. The main difference of this research from the 

other research described is that it utilizes the GA functionality and considers attack 

signatures to detect and generate new rules to try and detect new intrusions that may occur 

[97].  The design mentioned in this dissertation is unique to other approaches in the 

following manner:  It is different by not being a host based system that only monitors 

specific host [99]. The design mentioned in the research is a network based system.  Unlike 

the NEDAA, it does not use a number of methods to detect intrusions but only the GA to 

detect intrusions. Hence, GA-NIDS is simpler when compared to NEDAA. It differs from 

the GASSATA since it refines rules from the rule set rather than using log files to detect 

intrusions. GASSATA also cannot determine the location of the intrusion as the GA-NIDS, 

as it only checks for intrusions in the audit trails.  

 

The proposed design detects intrusions based on rules formed from attack signatures and 

network connections. The new rules generated will supply all possible probabilities of rules 

that could detect an intrusion occurring anywhere on the network. This is achieved through 

the IP address part of the rules. Moreover, it also detects unknown intrusions occurring 
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through the IP address part of the rule. This is one of the main features that make the GA-

NIDS unique to other designs mentioned above. For detecting intrusions, the existing IDSs 

use rules, regardless of whether they are effective or ineffective. This can cause a lot of false 

alarms to be produced.  The GA-NIDS evaluates the rules and tries to make the idle rules 

more effective in detecting intrusions through mutation, thus trying to reduce false alarm 

rate and to increase the intrusion detection rate. 

 

The benefit of generating new rules is that, when an intrusion is detected it will match all the 

rules available for the network connection and for the attack signature. For example, 

consider the rule ‗Rule X2Y2‘ in the new rules data set (Table 8.4) has detected an intrusion. 

This intrusion will have also been detected by ‗Rules X1Y2‘ and ‗Rule X2Y5‘, since X2 and 

Y2 are present in all these rules. If only a part of the rule (such as part ‗X2‘) has detected the 

intrusion, then rules ‗‗Rule X2Y2‘ and ‗Rule X2Y5‘ will have detected the intrusion. This 

gives the administrators a better way of identifying the location of the intrusion. In the above 

example administrators can identify that, the intrusion has occurred in ‗X2‘. From the rules, 

the administrators can also identify that either attack ‗Y2‘ or ‗Y5‘ might have occurred, 

unless it is a new intrusion that is not defined. If another attack, say for instance attack ‗Y3‘ 

occurred on system ‗X2‘, then from the new rules dataset ‗‗Rule X2Y2‘ and ‗Rule X2Y5‘ 

will be triggered and ‗Rule Y3‘ will be triggered from the attack dataset (Table 8.3). When 

‗Rule Y3‘ acquires the fitness value, this rule will be combined with ‗Rule X2‘ to produce 

‗Rule X2Y3‘. Hence, the next time the intrusion occurs on ‗X2‘, or attack ‗Y3‘ occurs, 

‗Rule X2Y3‘ will detect the intrusion with other rules that has ‗X2‘ or ‗Y3‘.  

 

The GA-NIDS rules, thus detects intrusion based on a partial condition, unlike the Snort 

rules, where all conditions have to be satisfied to detect an intrusion. This partial detection 

reduces the possibility of not detecting an intrusion, and increases the possibility of 

detecting of an unknown intrusion, by either using the IP address rule or the attack signature 

rule. IF an unknown intrusion takes place and GA-NIDS cannot detect it, the system 

administrators can always add the IP address or the attack signature to the respective 

datasets so that the next time the intrusion occurs, it is detected. 
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8.4 Conclusion 

 

This chapter discussed the approach and design developed for this research. The GA-NIDS 

design explained in this dissertation uses the GA method to detect known intrusions as well 

as unknown intrusions through the genetic operators. The design also highlighted how the 

dataset can be created using network information, how rules can be formulated, and how the 

rules contribute in detecting the intrusion. It also explained the functioning of the genetic 

operators in producing new rules. 

 

The GA-NIDS is a new approach to improve the effectiveness of detecting intrusions. It 

produces new rules so that multiple rules are used to detect a specific connection or an 

attack. The next chapter discusses the prototype developed based on the design. 
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9 Prototype for GA-NIDS 

 

9.1 Introduction 

 

A prototype was developed for the GA-NIDS based on the design discussed in the last 

chapter. Hence the prototype will also be known as GA-NIDS. The purpose of the prototype 

is to provide a platform to evaluate the effectiveness and intrusion detection rate of the 

NIDS when GAs are used. 

 

The prototype implementation ascertains that GAs can be used as a good methodology in 

IDSs. The GA principles such as crossover and mutation can be applied to create new rules; 

thereby strengthening the capacity of the IDS to detect an intrusion. This chapter discusses a 

detailed explanation of the GA-NIDS prototype implementation, beginning with the 

specifications of the prototype, following to the design and how the prototype functions.  

 

9.2 Prototype installation requirements and functions 

 

The GA-NIDS is implemented in Microsoft Visual Studio 6.0. The Graphical User Interface 

(GUI) is designed using Microsoft Foundation Class Libraries (MFC) and coding is 

performed in C/C++. The following discussion on the prototype refers to the installation of 

the GA-NIDS found on the CD.   
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The pre-requisite for running the GA_NIDS prototype are as follows: 

Operating System: Microsoft Windows 7 or Windows XP (service pack 3.0 recommended) 

Main Memory: at least 1 GB 

Processor: Intel(R) Pentium (R) 4 CPU 3.06 GHz Processor (recommended) 

Software Requirements: Microsoft Visual Studio 6.0 (The full installation of Microsoft 

Visual Studio 6.0 is recommended) 

 

The GA-NIDS prototype functions and modules are explained in detail below.  

 

9.3 GA-NIDS  

 

GA-NIDS detects intrusions using genetic operator‘s crossover and mutation. The initial 

phase of the GA-NIDS detects intrusions using existing rules in the parental datasets. New 

rules are generated using the genetic operators. The main goal of the prototype itself is to 

generate the new rules and make effective the detection of intrusions. If an intrusion occurs 

on a particular system, and the IP address is not defined in the IP address dataset, then the 

possibility that the intrusion will be identified is very high if the attack signature is defined. 

Likewise if an attack signature that is not defined causes an intrusion, the intrusion can still 

be identified through the IP address rule.  Generating new rules also reduces the risk of not 

detecting an unknown intrusion, as either the IP address part or the attack signature part in 

the new rule will identify the intrusion.   

 

The next figure depicts the GA-NIDS in a real time environment. The architecture provided 

in the figure consists of a simple LAN that can have dynamic IP addresses. The LAN is 

monitored by the GA-NIDS.  This network diagram is a simplified form of the diagram 

(Figure 8.1) mentioned in chapter 8. 
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Figure 9.1: GA-NIDS network environment 
 

Figure 9.1 shows the network diagram where a GA-NIDS can be placed. The internal 

architecture of the GA-NIDS is illustrated as in Figure 9.2.  
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Figure 9.2: Internal architecture of the prototype 

 
 

Figure 9.2 depicts the various modules in the GA-NIDS which will be explained later in the 

chapter. Figure 9.3 shows the information flow inside the prototype. There are two databases 

illustrated below for clarity. In reality the prototype holds only one database with different 

datasets as shown in figure 9.3. 
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Figure 9.3: Flow of information in the prototype 

 

The GA-NIDS prototype consists of four main modules, which are explained as follows. 

 The Intrusion Detection and Verification Module 

 The Rule Fitness Checking Module 

 The Crossover Module 

 The Mutation Module 

 

9.3.1 The Intrusion Detection and Verification Module 
 

The Intrusion Detection (ID) and verification module consists of the datasets and ID 

verification part. The dataset part is the database of the GA-NIDS which hosts the rules and 

the ID validation part is the detection part which detects intrusions using the database.  
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No 
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The database consists of the IP address dataset, Attack signature dataset, crossovered rules 

dataset and mutated rules dataset. The IP address dataset contains the IP address rules and 

the attack signature dataset contains the attack signature rules, which are intrusions that 

could occur and are used to generate new rules as well.  

 

In a real time system, when an intrusion occurs, an IDS initially detects intrusions in the 

network traffic by comparing the information in the network traffic to the datasets. If a 

specific IP address or attack signature present in the network traffic matches either with the 

rules defined in the data sets, then an intrusion is detected.  

 

The IP address dataset and Attack signature dataset are visible to the users by clicking on the 

‗Display DataSet‘ button and ‗Attack DataSet‘ button respectively. This is shown in the 

screenshots that follow. The addition of new rules is carried out by the system administrators 

by hardcoding them. The users do not have access to add or modify the rules but the rules 

can only be viewed as shown in figure 9.4. 

 

Figure 9.4: GA-NIDS dataset 
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Rules are added to the IP address dataset through the database by editing the 

DataSetRules.txt. Similarly attack signatures are stored in the AttackSetRules.txt and new 

rules can be added through the database. The user can view the attack set rules by clicking 

on the display attack set button which is shown in figure 9.5. 

 

Figure 9.5: GA-NIDS display attack set 
 

The IP address dataset and attack signature dataset are the parent rule sets in the GA-NIDS. 

Once there are rules present in the datasets, any intrusions that may occur can be detected by 

the rules in these datasets to acquire fitness to generate the next generation of rules. This is 

the ID validation part of the module. The aim of the prototype is to show how the datasets 

will detect the intrusion and then further show how the rules from the datasets are selected 

for genetic operations such as crossover and mutation to produce new rules.  

 

In this prototype implementation of GA-NIDS the intrusions occurring on a network are 

generated using a third party tool known as Hercules
23

. Hercules is a product of HW group 

and was developed for internal use and later made available as a freeware because of its 

numerous functions [111]. 

                                                           
23

 Hercules is useful TCP/IP Client Server terminal, serial port terminal (RS-485 or RS-232 terminal) and 

UDP/IP terminal. It can be used for simulating the TCP/IP, UDP connections and configurations.  
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In-order to simulate intrusions, the GA-NIDS must first start a session to monitor network 

packets from the network. This is achieved by clicking on the ―Monitor Network Intrusions‖ 

button. The GA-NIDS listens through port 2000 to monitor network connections. 

 

If the GA-NIDS is not monitoring network connections, then it cannot detect intrusions. 

Once the GA-NIDS is active, Hercules must establish a connection with the network where 

GA-NIDS resides. This is shown in figure 9.6.  

 

Figure 9.6: Hercules 
 

The GA-NIDS monitors network connections and as soon as connections occur, GA-NIDS 

alerts the connection attempt. 

 

Once the connection has been established, GA-NIDS monitors the packets within the 

connection. Packets may or may not contain intrusions that are simulated by the user using 

Hercules as shown in figure 9.7. 
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Figure 9.7: Hercules sending intrusions 
 

Once the packets have been sent from Hercules, GA-NIDS must monitor and validate these 

packets, comparing them to the datasets and alerts of the incoming connections and 

signatures. 

  

If the connection is in fact an actual intrusion and has matched with any rule, then the GA-

NIDS alerts of an intrusion as shown in figure 9.8. 
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Figure 9.8: GA-NIDS detecting intrusion  
 

The time of the last intrusion attempt can be seen by clicking on the ‗Last Connection 

Status‘ button, which will display the date and time of the last intrusion attempt.  

 

Once a specific rule has detected an intrusion, the rule gets an intrusion detection counter 

value; which gets incremented every time it has detected an intrusion. This is for the rules to 

acquire fitness value, which will be explained in detail in the next section. 

 

The Network Dump as the name implies, logs the network packets send from Hercules; can 

be viewed on the GA-NIDS by clicking on the ‗Show Network Dump‘ button.  

 

The last two datasets, crossovered rules dataset and mutated rules datasets are generated 

once the parent rules have acquired fitness and crossover and mutation has been performed 

successfully. Once the crossover has been completed the crossovered rules are visible to the 
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user by clicking on the ‗Crossovered List‘ button which becomes active only when 

crossover has taken place, as shown in figure 9.9. 

 

Figure 9.9: Crossovered List 
 

The system administrators can also view this on the database as shown in figure 9.10 where 

rules which are crossovered are shown with counter values at the end. The current counter 

value shown is ‘0’ since the rules have not detected an intrusion. 

 

Figure 9.10: Crossovered list dataset 
 

Similarly mutated rules datasets are generated when mutation has carried out which is 

visible to the user when clicking on ‗Mutated List‘ button as shown in figure 9.11. 
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Figure 9.11: Mutated list display 
 

The mutated rules database gets populated accordingly as shown in the next screen where 

additional characteristics are added to the crossovered rule which remained idle. A counter 

value is given to the rules at the end of the rule to evaluate the number of intrusions it 

detected. Currently figure 9.12 shows that no intrusions have been detected since the counter 

value at the end of the rule is ‘0’. 

 

Figure 9.12:  Mutated list dataset 
 

The datasets are initialized every time GA-NIDS is started to automate all the genetic 

operations. 
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Any connection that is not present in the parent datasets is considered to be a safe 

connection, in real time as well as in GA-NIDS. Such a connection can be send from 

Hercules as shown in figure 9.13. 

 

Figure 9.13: Hercules sending safe connection 
 

GA-NIDS accepting the connection send by Hercules and alerts it as a safe connection.  

 

9.3.2 The Rule Fitness checking module 

 

The rule fitness checking module applies the fitness function to evaluate the fitness of rules 

by giving it a value every time it detects an intrusion as shown in the next screen shot.   The 

rules are initialized every time the GA-NIDS is executed. Fitness is only applied for parent 

datasets as it is the parent rules that must acquire fitness for creating the next generation of 

rules through crossover. 
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The two screen shots below shows incremental values on the database for the parent IP 

address dataset and attack signature data set when an intrusion is detected. For example the 

rules shown in figure 9.14 and figure 9.15 with a value 1 shows that it has detected an 

intrusion once. The rules with a value 0 show that no intrusions have been detected by that 

specific rule. 

 

Figure 9.14: Attack Dataset Rules 
 

 

Figure 9.15: IP address Dataset rules  
 

Once the rules have acquired a value greater than one, then the fitness function is applied on 

them to determine their fitness value. If the rules have acquired fitness, then they will be 

considered for crossover when the ―Crossover‖ button is clicked. One can determine if the 

rules have acquired fitness from the output of clicking on the ‗GA Rule Fitness Check‘ 

button.  

 

Rules will not be fit for crossover until rules from both the parent sets have acquired a 

fitness value, and the fitness function explained in chapter 8 is of a positive value.  
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System administrators or users can check when the last fitness was run by clicking on the 

‗Last Fitness Check‘ button. This will result in the display of the date and time when the last 

fitness was done; helping the system administrators to make a decision on if fitness has to be 

checked and crossover has to be performed to generate new rules. 

 

Once the rules are fit, crossover can be performed which is explained in the next section. 

 

9.3.3 The Crossover module 

 

The main functionality of the crossover module is to crossover the fit rules from the parent 

sets and to generate new rules to detect intrusions effectively. 

 

The crossover functionality can be performed by clicking on the ‗Crossover button‘. Once 

the crossover is complete a pop-up message ‗Crossover completed‘ pops-up. 

 

Crossover takes place between all the fit rules in the IP address dataset and all the rules in 

the attack signature dataset giving a maximum probability of new rules that can be 

generated. Crossover happens as in biological genetics where characters from both the 

parents are passed over to the offspring; similarly characters from both the datasets are used 

to generate a new rule as shown below in the next screen. The rules selected for crossover 

are the rules that acquired fitness in the IP address dataset and Attack signature dataset. 

These crossovered rules can be seen by the user by clicking on the ‗Crossovered list‘ button 

as shown in figure 9.16 and the system administrators can see it on the Crossover dataset. 
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Figure 9.16: Crossovered list 
 

When new intrusions occur after crossover, intrusions are detected by first checking the 

rules in the crossovered dataset. An intrusion must be detected either through the attack 

signature or through the IP address network connection.  

 

For example consider the intrusion scenario below where the IP address of a crossovered 

rule detected an intrusion. This can be simulated by sending just the network connection part 

of the crossovered rule through Hercules as shown in figure 9.17. 
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Figure 9.17: Sending crossovered rule from Hercules 
 

Intrusion is attempted as shown in the figure 9.18. 

 

Figure 9.18: Crossovered rule detecting intrusion 
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When an intrusion occurs, all the rules which contain the IP address will detect an intrusion. 

This will help the system administrators in identifying where the intrusion has occurred and 

if it was the actual intrusion connection that caused an intrusion or possibly an unknown 

attack. If it was an unknown intrusion that occurred, then this can be identified and added to 

the attack signature dataset. Here the probability that the actual intrusion attempt was a false 

alarm is very low. This is because the network connection that detected the intrusion was 

blacklisted. The rules that have detected an intrusion through the IP address carry a counter 

value for the system administrators to identify them as shown in figure 9.19. 

 

Figure9.19: Crossovered rules counter values 
 

Similarly the attack signature part of the rule can also detect an intrusion by sending it from 

Hercules as shown in figure 9.20, which GA-NIDS will alert accordingly.  
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Figure 9.20: Hercules testing crossover rules 
 

In this case all the rules that contain the attack signature are triggered when the intrusion 

occurs. This will help the system administrators in identifying if the intrusion has occurred 

at one of the IP address network connections which had the attack signature part or maybe at 

a new network connection that was not identified.  Here, also the probability of generating 

false alarms is very low since the intrusion detected was because of the actual attack 

signature. The system administrators will be able to identify the rules that detected the 

intrusion by checking the counter value at the end of the rules on the crossovered list dataset, 

as shown in figure 9.21.  
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Figure 9.21: Change in counter value for crossover 
 

In both scenarios, the GA-NIDS helps the system administrators in identifying where the 

actual intrusion has occurred, what causes the intrusion and in speeding up the process of 

performing an action that would help in resolving the intrusion. The counter values on the 

crossovered list are kept to show system administrators the rules that have detected an 

intrusion.  

 

 When the rules have not detected an intrusion or remain idle they are selected for mutation. 

In a real time system, the time frame a rule remains idle will have to be determined before it 

is taken for mutation. In GA-NIDS, mutation can be selected if a crossovered rule has not 

detected an intrusion. This is because GA-NIDS initializes its dataset each time crossover is 

performed to demonstrate mutation which is explained in the next section. 

 

9.3.4 The Mutation module 

 

Mutation in genetics is the addition of extra characteristics which could be good or bad and 

could be something that the offspring has inherited from its ancestors which its parents may 

or may not have. In GA-NIDS mutation is performed by adding extra characteristics to the 

idle crossovered rule to see if it can detect intrusion. The additional characteristics added are 

port numbers and protocol which the parent IP address dataset inherited. This is added to the 

rules to enhance intrusion detection and observe if the rule can detect an intrusion using its 

port number and protocol. 
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Mutation can be performed by clicking on the ‗Mutation‘ button. GA-NIDS alerts when 

mutation is completed.  

 

Once the mutation is complete, the users can see it by clicking on the ‗Mutated List‘ button 

and system administrators can see it on the mutated rules dataset as shown in figure 9.22. 

 

Figure 9.22: Mutated list 
 

In figure 9.23, it shows the idle rule that was mutated with additional characteristics such as 

port number and protocol. It also carries a counter value of ‘0’ at the end indicating that the 

rule has not detected an intrusion. 

 

Figure 9.23: Mutated rules dataset 
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The rule can be validated by sending an intrusion through Hercules as shown below in figure 

9.24. GA-NIDS validates the rule and alerts of an intrusion. 

 

Figure 9.24 Hercules testing mutated rule 

 

9.4 Conclusion 

 

This chapter explained the operation of the prototype that was developed for the research. 

The prototype GA-NIDS was developed to shows how the genetic operator crossover can be 

used to generate new rules automatically, and thus improve the efficiency in detecting 

intrusions. When a rule does not detect an intrusion then the rule is altered through mutation 

by adding more characters to the rule that will help the rule in detecting a possible intrusion.  

 

The actual selection of GA rules in intrusion detection, the crossover operation and the 

mutation operation will not be visible to an operator in an automated NIDS if everything is 
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automated. The prototype also serves as a platform to prove that real-time systems can be 

enhanced by using intelligent learning techniques such as GAs. 
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10 Verification and Validation 
 

10.1 Introduction 

 

The initiation of the prototype developed for this research started from the output results of 

analysis and rules. This was basically the input to the intrusion detection and verification 

module to detect intrusions. In this phase, rules were successfully detected after acquiring 

fitness values. This output was the input to the next module (rule fitness checking module), 

which checked the fitness of the rules through the values acquired.  

 

Rules acquired fitness by detecting intrusions. If the rules do not acquire fitness, then GA 

operators cannot be applied on them, hence the output result of acquiring fitness becomes an 

input for crossover. The crossover module creates new rules which are used in detecting 

intrusions that are pre-defined and are capable of detecting unknown intrusions. The 

intrusion detection is based on the IP address part of the actual rule. If in any case a newly 

generated rule remains idle for a long time, then it is selected for mutation. In mutation the 

rule is given extra characteristics to detect an intrusion. 

 

Each phase of the prototype as described above has an output result which in turn becomes 

the input of the next phase. The results and test scenarios of each of the prototype phase are 

shown in the next section. 

 

10.2 Verification and Validation of test results 

 

This section discusses the evaluation of GA-NIDS through qualitative analysis. The test 

results are verified and validated by providing valid and invalid inputs to get the expected 
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output results as per the scenario.  Verification and validation is carried out through the 

following steps. 

 Testing Methodology 

 Test Configuration 

 Comparing GA-NIDS to an existing IDS using GAs  

 Baseline Description 

 Analysis 

 Conclusion on configuration, comparison and analysis 

 

10.2.1 Testing Methodology 

 

The prototype needed to be tested to verify, if the design for the network intrusion detection 

system using GAs, which will be able to create new rules from existing rules, and to detect 

unknown intrusions was met. In a rule based IDS, each IDS has its own signature format. 

Hence if one IDS signature has to be tested with another IDS signature format, some sort of 

tweaking of the signature formats is necessary or IDS simulators are needed. IDS simulators 

are tools which use IDS signatures directly to generate artificial network traffic that will 

send the attack in the targeted system [113]. 

 

This research followed an approach loosely based on the waterfall and prototyping models. 

In-order to be synchronized with the research methodologies, the testing methodology that 

will be used in this research will be the V model, as the V model was originally derived 

from the waterfall model [114].  The model executes testing of different phases such as 

requirements, analysis, design and implementation into different testing phases such as unit 

testing, integration testing, system testing and acceptance testing. Hence, the output result of 

each phase will act as the input into the next phase. The testing methodology thus will 

loosely adapt the model to test the prototype developed for this research.  The model will be 

executed by testing, if the prototype functions and meets the goal of the research. Attack 

signatures from DARPA will be executed as well to detect the efficiency of the prototype. 

 

Based on the testing model, the test cases will be described as follows. 
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10.2.2 Test Configuration 

 

The test configuration will test the prototype thoroughly based on the V model. For this 

purpose test cases as well as test scenarios will be used where necessary, and the output 

results will be displayed in the form of screen shots. The test set up will be based on the V 

model testing phases and will explain the testing phases required to test the prototype.  

 

 Unit and Interface testing 

 

Unit testing will test whether each component of the prototype functions according to the 

initial requirements of the prototype.  The initial requirement of the prototype is to detect 

intrusions and to generate new rules which help in detecting unknown intrusions.  Based on 

the components of the prototype, unit testing should take place on the parental datasets to 

ensure that the rules in the parental datasets can detect intrusions, rules can acquire values, 

and rules that have acquired fitness values can create new rules. The test cases, to test the 

initial prototype functionalities are shown in the following table. 

Test Case Input Expected Result Output 

IP address data set 

rules detect intrusions 

Send known IP address 

intrusions present in GA-

NIDS dataset 

Rules detect 

intrusions 

Figure 10.1 

Attack signature data 

set rules detect 

intrusions 

Send known Attack 

signature intrusions 

present in GA-NIDS 

dataset 

Rules detect 

intrusions 

Figure 10.2 

New rules are 

generated 

Rules that acquired 

fitness 

Rules crossovered Appendix: Figure 

24 

Crossovered rules 

detect intrusions 

Send either known  IP 

address or attack 

signature intrusions  to 

detect intrusions 

Rules detect 

intrusions 

Figure 10.3 

New rules are 

generated from idle 

Mutate rules that did not 

detect intrusions after 

Rules mutated Figure 10.4 
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rules crossover 

Mutated rules detect 

intrusions 

Send either known  IP 

address or attack 

signature intrusions  to 

detect intrusions 

Rules detect 

intrusions 

Appendix: Figure 

23 

 
Table 10.1 Unit  and Interface Test Results 

 

Interface testing does not depend on what the components are doing but on how they 

communicate with each other. One of the major components that interface to the GA-NIDS 

is Hercules. The intrusions are sent from Hercules. GA-NIDS should receive the intrusions 

and alert them accordingly, which is mentioned as the intrusions being detected on the test 

cases above. As the intrusion is alerted on the GA-NIDS, the rules acquire fitness as shown 

in the next screen shot. 

 

Figure 10.1 IP address rules that detected intrusion 
 

 
 Figure 10.2 Attack rules that detected intrusion 
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Here for the 11 rules, 10 known intrusions were sent and all 10 intrusions were detected as 

shown by the counter values at the end of the rules. This is shown through the test cases that 

follow. 

 

In any IDS, if IP address rules are specified, the rules for IP address dataset should be 

concise and clear since the IP addresses are known to the system administrators. Similarly in 

GA-NIDS we assume IP address rules are known, concise and clear. New attack signatures 

which are not defined in the IDS are the most common problems of IDSs, since it becomes 

hard to detect the unknown attacks. GA-NIDS will also be put through the same test to see if 

it can detect new attacks. 

 

 System testing 

 

System testing involves the entire testing of the system to ensure that all the requirements 

have been achieved. Since the basic tests were covered in unit testing and interface testing, 

system testing will test the efficiency of the system by testing whether it can detect known 

and unknown intrusions 

 

Currently, GA-NIDS hosts the following IP address rules and attack signature rules. The 

assumption is made that all critical IP addresses are pre-defined not leaving any loop hole. 

 

The rules that acquired fitness were crossovered to generate the new rules as shown in figure 

10.3. They carry a counter value of ‗0‘ at the end when the new offsprings have not detected 

any intrusion. Pre-defined intrusions are now sent again to see if the offsprings will detect 

the intrusion which it did, as shown in the next screen shot where the counter values have 

now changed from ‘0’  to a counter value of how many times the rule detected an intrusion. 
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Figure 10.3 Crossovered rules that detected intrusion 
 

The two idle rules which did not detect intrusions are mutated as shown in figure 10.4. 

 

Figure 10.4 Mutated rules 
 

The detection rate of detecting known intrusions was 100%. Now that known intrusions are 

detected, ten new attack signatures which are not defined in the database are sent to GA-

NIDS. Like any other IDS, GA-NIDS will only detect an intrusion if it is predefined. The 

attack signatures sent were original attack signatures from the Snort database. The ‗msg‘ 

part of the signature explains what the signature is for. The ten new attack signatures are 

shown in the next section. 

 

1. content:GET / HTTP/1.0|0a|; msg: HTTP GET with newline appended 

  

2. content:|25 25 25 25 25 58 58 25 25 25 25 25|; msg: Cisco 514 UDP flood DoS  

 

3. content:|00 01 86 a5|; msg: FreeBSD NFS RPC  
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4. content:"<style"; msg: Internet Explorer Memory Corruption Bug  

 

5. content:"MAIL FROM\:"; msg: Excessive SMTP MAIL-FROM DDoS 

 

6. content:"MSB "; msg: Microsoft Streaming Server Malformed Request  

 

7. content:"xmlns\:z"; msg: MS04-030 Attempted  

 

8. content:|05|7sir7|03|com; msg: Possible DNS Lookup for DNS Poisoning Domain 

7sir7.com  

 

9. uricontent:"/s_ta_ts.js"; msg CURRENT Hostile Javascript s_ta_ts.js Requested 

 

10. content:"|04|home|05|pages|02|at"; nocase; msg: Lookup for sites serving Sober control 

activity   

 

An intrusion will always be send to a specific IP address or to all IP addresses. The new 

intrusion signatures are modified as they come from an external network into specific IP 

addresses as shown below. These rules may have the format of the crossovered rules, 

bearing in mind that crossover is performed to find the most effective rules and to create a 

dominant dataset of rules. 

 

1.192245*32**3135*64*13**1A0:99:E3:76:BE:01content:GET / HTTP/1.0|0a|; msg: 

HTTP GET with newline appended 

  

2.192*36*18**1135*64*13**2F8:D6:54:32:B4:05content:|25 25 25 25 25 58 58 25 25 25 

25 25|; msg: Cisco 514 UDP flood DoS  

 

3.192*38**3**4135*64*13**3A3:42:G5:H6:78:09content:|00 01 86 a5|; msg: FreeBSD 

NFS RPC  
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4.192140*13**1135*64*13**5C6:J5:L4:32:78:07content:msg: Internet Explorer Memory 

Corruption Bug  

 

5.135*64*13**6192140*13**100:00:00:00:00:00content:MAIL FROM\:; msg: Excessive 

SMTP MAIL-FROM DDoS 

 

6.135*64*13**3192140*13**100:00:00:00:00:00content:MSB; msg: Microsoft Streaming 

Server Malformed Request  

 

7.135*64*13**3192140*13**100:00:00:00:00:00content:xmlns\:z; msg: MS04-030 

Attempted  

 

8.192*36*18**1135*64*13**2F8:D6:54:32:B4:05content:|05|7sir7|03|com; msg: Possible 

DNS Lookup for DNS Poisoning Domain 7sir7.com  

 

9.192245*32**3135*64*13**1A0:99:E3:76:BE:01uricontent:/s_ta_ts.js; msg CURRENT 

Hostile Javascript s_ta_ts.js Requested 

 

10.192*38**3**4135*64*13**3A3:42:G5:H6:78:09content:"|04|home|05|pages|02|at"; 

nocase; msg: Lookup for sites serving Sober control activity   

 

GA-NIDS detects the new attack signatures by recognizing the IP addresses. One connection 

that was identified is shown in figure 10.5. 
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Figure 10.5 GA-NIDS detecting unknown attacks 
 

The new attack signatures will be identified as they occur in the IP addresses that are 

predefined. Once the new attacks have been identified, they can be added to the attack 

signatures dataset to acquire fitness, and later perform crossover to have only effective rules 

and not have a large database of idle and effective rules. Here the detection of unknown 

intrusions was 10/10 hence a 100%. 

 

The last test scenario consists of five new intrusions coming through to an IP address within 

the network, where the IP address is not defined as a rule in GA-NIDS. 

 

1.192255*32**3235*64*13**1A0:99:E3:76:BE:01content:GET / HTTP/1.0|0a|; msg: 

HTTP GET with newline appended 

  

2.192*36*17**1135*65*13**2F8:D6:54:32:B4:05content:|25 25 25 25 25 58 58 25 25 

25 25 25|; msg: Cisco 514 UDP flood DoS  

 

3.192*37**5**4135*64*13**3A3:42:G5:H6:78:09content:|00 01 86 a5|; msg: FreeBSD 

NFS RPC  

4.192141*13**1136*64*13**5C6:J5:L4:32:78:07content:msg: Internet Explorer 

Memory Corruption Bug  

 

5.136*64*17**6192170*13**100:00:00:00:00:00content:MAIL FROM\:; msg: 

Excessive SMTP MAIL-FROM DDoS 
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GA-NIDS will not detect these intrusions as both the attack signatures and IP addresses are 

not defined as rules, hence they are shown as safe connections. One connection is as shown 

in the figure10.6. 

  

 

Figure 10.6 GA-NIDS alerting the connections as safe connections 
 

If the IP address rules are not defined properly, then the detection rate of not detecting an 

intrusion is also 100%.  This scenario can be prevented if the IP address rules are formulated 

correctly and pre-defined. 

 

10.2.3 Comparing GA-NIDS to an existing IDS using GAs 

 

This section aims in setting out a comparative study of the GA-NIDS with an existing IDS 

that uses GAs. This was done to validate the results produced by the GA-NIDS and also to 

bring out the uniqueness of the GA-NIDS.  Many IDSs were considered for this study, but 

most of them did not use the GA operators. One IDS that did use the GA operators and was 

similar to GA-NIDS was considered as the most appropriate for a comparative study. 
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This was the IDS proposed by A. Goyal and C.Kumar [94]. In this paper the authors 

proposed an IDS using GA to detect intrusions. The focus of the IDS was to detect 

intrusions at a higher rate with minimum false alarms on the KDD Cup 99 data set. This IDS 

was a rule based IDS which generated rules by using the GA operators as well as the same 

fitness function. The IDS was trained with rules from the KDD Cup 99 data set.  The GA 

was then designed and implemented to generate a set of rules which had the same format as 

that of the KDD Cup 99 dataset. Each rule classified an attack type in the training and 

testing data environment.  

 

Similar to the GA-NIDS explained in this research, GA was initially trained with rules from 

the KDD Cup Data set. Each rule in the KDD Cup Dataset classified an attack type.  Fitness 

function was applied to see which rules acquired fitness. Fitness is acquired when a rule 

correctly classifies an attack, in other words, ―only when the rule is fully satisfied, will the 

fitness be applied‖. The rules which acquired fitness underwent crossover and mutation to 

produce new rules. Each rule generated was also meant to classify each specific attack type. 

The rules present in the KDD Cup 99 dataset consists of 41 strings, the IDS mentioned used 

only 8 of those fields to validate the rule. These 8 fields were selected on the basis of the 

importance on how they would identify a specific attack type. The fields used were: type of 

protocol, type of service, flag (error or normal connection), duration of bytes sent, duration 

of the connection, % of connections to different hosts, number of operations on access 

control files and number of outbound commands in an ftp control session. 

 

The GA-NIDS was also tested with some rules from the KDD Cup 99 dataset.  None of the 

fields from the rules were omitted as in the IDS mentioned by A. Goyal and  

C. Kumar to maintain the uniqueness of the rule and to test the flexibility of GA-NIDS. 

Figure 10.7 shows an example of the rules from the KDD Cup 99 dataset [115]. 
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0,icmp,eco_i,SF,30,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.00,2

55,3,0.01,0.01,0.01,0.00,0.00,0.00,0.00,0.00,normal. 

 

 Figure 10.7 Example of KDD cup dataset rules 
 

The strings mentioned above are captured in the following order:  duration, protocol_type, 

service, flag, src_bytes, dst_bytes, land, wrong_fragment, urgent, hot, num_failed_logins, 

logged_in, num_compromised, root_shell, su_attempted, num_root,num_file_creations, 

num_shells, num_access_files, num_outbound_cmds, is_host_login, is_guest_login, count,  

srv_count,serror_rate,rv_serror_rate,rerror_rate,srv_rerror_rate,same_srv_rate,diff_srv_r

ate,srv_diff_host_rate,dst_host_count,dst_host_srv_count,dst_host_same_srv_rate,dst_host_

diff_srv_rate,dst_host_same_src_port_rate,dst_host_srv_diff_host_rate,dst_host_serror_rat

e,dst_host_srv_serror_rate,dst_host_rerror_rate,dst_host_srv_rerror_rate. 

 More information regarding the dataset rules can be found at [115]. 

 

The format of the GA-NIDS attack signature type accepts any string with a length up to 100 

characters, with no validation of each character, as attack signatures may vary. The 

signatures were hard coded so that anyone that has access to the database may not misuse it 

and cause inside intrusions. Initially the attack signatures below, as shown in figure 10.8, 

from the KDD cup dataset were sent to the GA-NIDS. 

 

0,icmp,eco_i,SF,30,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.00,2

55,3,0.01,0.01,0.01,0.00,0.00,0.00,0.00,0.00,normal; 

 

 

0,udp,private,SF,105,146,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.0

0,255,252,0.99,0.01,0.00,0.00,0.00,0.00,0.00,0.00,snmpgetattack; 

 

 Figure 10.8 KDD rules send to GA-NIDS 
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These attacks were not detected as they were not known as attacks to the GA-NIDS. 

However if these intrusions are sent through to an IP address defined in the IP address 

dataset rule, then this will alert an intrusion. For example; the intrusion signature shown in 

figure 10.9 will alert an intrusion although the intrusion signature is unknown, because the 

IP address mentioned in the intrusion is being monitored by the GA-NIDS. GA-NIDS will 

only detect such intrusions on condition that the IP address has already detected an intrusion 

before, because the GA-NIDS is initialized every time it is started. 

135*64*13**3192140*13**100:00:00:00:00:00000,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.0

0,0.00,0.00,1.00,0.00,0.00,255,252,0.99,0.01,0.00,0.00,0.00,0.00,0.00,0.00 

 

Figure 10.9 KDD rule crossovered with IP address send to GA-NIDS 
 

Below is a screen shot that shows the figure 10.9 rule being detected. 

 

 

Figure 10.10 GA-NIDS detects on IP address 
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Some of the attacks as mentioned in figure 10.11 were then re-defined in the attack signature 

database, by hard coding them.  

0,udp,private,SF,105,146,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.0

0,255,254,1.00,0.01,0.00,0.00,0.00,0.00,0.00,0.00,snmpgetattack; 

 

20,tcp,ftp,SF,232,765,0,0,0,4,0,1,0,0,0,0,0,0,0,0,0,1,2,1,0.00,0.00,0.00,0.00,0.50,1.00,0.00,1

79,48,0.27,0.04,0.01,0.00,0.01,0.02,0.02,0.00,normal; 

 

0,tcp,ftp_data,SF,15722,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.

00,19,47,0.63,0.11,0.63,0.06,0.00,0.00,0.05,0.00,normal; 

Figure 10.11 KDD rules defined in GA-NIDS  
 

These were then resend and the attacks were all detected as shown in figure 10.12. 

 

 Figure 10.12 GA-NIDS detecting on KDD rules  
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When they acquired fitness, they were crossovered to produce new rules, and hence making 

it easier for the administrators to identify where the attack occurred. Example after crossover 

is as shown in figure 10.13. 

 

Figure 10.13 KDD rules crossovered list 
 

It was mentioned earlier that the GA-NIDS can detect intrusions through the IP address even 

if the attack signature is absent, as shown in figure 10.10. The rule mentioned in figure 

10.10 also has the same format as that of the crossovered rules. But, it is better to create 

rules through crossover, as it helps the administrators in identifying where the intrusions 

have occurred. Moreover, only fit rules will be crossovered so the possibility of having a 

database with idle or non-efficient rules can be eliminated as well. 

10.2.4 Baseline Description 

 

The goal of this comparison was to test how well GA-NIDS can react to unknown intrusion 

signatures in comparison with another IDS. The result showed that the GA-NIDS can detect 

unknown intrusions very well if the intrusions are sent to the IP address in which the GA-



154 

 

NIDS is monitoring. This detection greatly depends on the format of the rules formulated in 

the GA-NIDS and the search space which determined what should trigger an intrusion.  

The next section gives an analysis on the comparison and baseline description  

10.2.5 Analysis 

 

After comparing GA-NIDS to an existing IDSs using GA, the following properties are 

identified as common. 

 Most of the GA based IDSs will be rule based 

 Ability to select efficient rules that detect intrusions using a fitness function 

 Ability to detect intrusions based on the rules.  

 Ability to strengthen the rules through mutation 

 

The similarities mentioned above can also be seen between the GA-NIDS mentioned in this 

research and the GA based NIDS mentioned by A. Goyal and C. Kumar.  

Although the main features of GA based IDSs look similar there can be some differences 

that makes each one unique. They are 

 The format of the rules play a major role in determining what type of IDS it can be 

used on.  

 The detection of intrusions is based on the search space of the rules. Hence, if a rule 

is defined to detect intrusions based on a combination of characters, then the rule 

might fail if one of the characters fail. 

 Mutation should happen in a way that a character change will not compromise the 

rule but will strengthen the rule.  

The differences makes each GA based IDS unique as rules from a specific GA cannot be run 

on another GA based IDS unless the IDS has a flexible search space and is capable enough 

to accept any rule format, but does not leave any loop holes for inside intrusions. 
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These differences also play an important role in determining the uniqueness and the focus of 

the GA-NIDS mentioned. The first difference is the format of the rules and the search space 

used. The rules used by the GA-NIDS contain two parts which contains an IP address as 

well as a common attack signature. The rules detect intrusions if the intrusion satisfies any 

one part of the rule, thus it detects unknown intrusions occurring on an IP address. The GA 

based IDS contains rules in the format of the KDD Cup 99 dataset. Each rule specifies an 

attack type and the whole rule needs to be satisfied for an intrusion to be detected, hence the 

possibility of detecting an unknown intrusion is less. The rules were used in GA-NIDS, and 

GA-NIDS detected the intrusion signatures when they were pre-defined, as well as, when 

they were not pre-defined but were sent to a specific IP address that was pre-defined [94]. 

When the intrusions were sent without any IP address details then they were not detected, 

but the chances that an intrusion will be send to an unknown address will be very low. 

 

The mutation rate on the GA based NIDS has also been set to 1% which is out of 100 

individuals in a population. This means that any rule out of 100 individuals irrespective of 

whether the rule detected many of intrusions or not will be selected. This can also raise 

concerns as a good rule can be changed and may become ineffective [94]. In terms of the 

GA-NIDS mentioned in this research, mutation was performed on rules that have not 

detected any intrusion for a very long period of time, which ensures that good rules were not 

selected for mutation and idle rules were mutated to give them extra characteristics in-order 

to detect intrusions. 

 

Any GA based IDS will have more or less the same functionalities, the materialization of the 

rules, the search space and the application of the GA operators will provide more 

capabilities and uniqueness to the IDS it is being used. 
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10.2.6 Conclusion on test cases, comparison and analysis 

 

From the comparison and analysis, there are mainly two factors which can be concluded on 

accuracy and flexibility. The accuracy level of GA-NIDS depends on the rules that are pre-

defined in the datasets. Hence, if 10 unknown rules or rules from another IDS are sent, and 

if they are send to IP addresses that are not pre-defined or are not being monitored by the 

GA-NIDS, then the detection rate of these rules will be 0%. If the rules are sent to IP 

addresses that are known and are being monitored, then the chances that they will be 

detected will be 100%. Rules from another IDS can be pre-defined and hardcoded without 

changing their format, and can be detected if the intrusion occurs in future. Hence the 100% 

accuracy or efficiency of detecting a known or an unknown intrusion in the GA-NIDS is 

dependent on the pre-defined IP address connection and intrusion signature rules in the 

dataset.  Graph 1 shows a graphical representation of known or unknown intrusions sent 

versus intrusions detected by GA-NIDS. 

 

 Figure 10.14 Graph representing Intrusion signatures vs detection 
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The flexibility of the GA-NIDS lies in its ability to accept rules in various formats and being 

able to detect them on a flexible search space, that is, detect intrusions based even on partial 

fulfillment of the rule. 

10.3 Conclusion 

 

This chapter discussed the verification and validation of the output results of each of the 

prototype phases. The prototype phases were described through test scenarios, and the 

output result of each test scenario resulted in the final output results which satisfied the 

research goal. Verification and validation was carried out through qualitative analysis and 

the output results were portrayed through screen shots.  The detection of known intrusions 

and unknown intrusions which were the two main and important output results were also 

shown in this chapter. Some of the unknown intrusions in which IP addresses were not 

known were alerted as safe connections when in fact they were intrusions. The occurrence of 

such cases will be rare, if system administrators make sure that all IP address present in the 

network where the GA-NIDS is monitoring has been defined as rules in the IP address 

dataset of the GA-NIDS. Moreover, connections from other destinations coming through to 

the network will have a valid IP address; hence the probability where an unknown intrusion 

cannot be identified if the IP address is not valid will also be low.  

 

The uniqueness of the GA-NIDS lies in its ability to detect unknown intrusions through 

partial fulfillment of the rule such as either through the IP address rule or through the attack 

signature rule. This capability helps GA-NIDS in detecting unknown intrusions even if the 

intrusion signature is not known but the IP address is listed in the IP address rules dataset. 

An attack will be sent to an IP address on the network, hence if the necessary IP addresses 

are listed then the unknown intrusion can be identified.  The IP address part of the rule will 

alert the intrusion and also helps the administrators in identifying where an intrusion has 

occurred. One of the current dilemmas in IDSs is the huge task that administrators have to 

go through in identifying where an intrusion occurred. GA-NIDS alleviates this problem by 

alerting the administrators using the IP address rules, which identifies the IP address where 
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the intrusion occurred. The administrators can then add the attack signature rule if it has not 

been previously defined.  Another distinct feature of the GA-NIDS is the ability to accept 

any format of attack signatures. This also remains an issue with other IDSs as the rules are 

formatted specifically per IDS and other known intrusion signatures will have to be re-

formatted to the specific IDS compliant format. In some cases this re-formatting can cause 

certain characters or values to be avoided. GA-NIDS is developed to accept any rule format, 

but cannot be misused at the same time as each rule has to be hardcoded. The genetic 

operators in the GA-NIDS also helps the GA-NIDS to only select fit rules to detect 

intrusions avoiding the possibility of having a new rules database with idle rules. 
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11 Conclusion 
 

11.1 Introduction 

 

The commercial use of IDSs started during 1990s [112]. Acknowledged as the most 

promising security technology, IDSs protect both host based as well as network based 

systems. Although this is the case, it is believed that the IDSs are deployed as a last option 

in environments with no real security; a similarity would be buying a burglar alarm for a 

house with no locks. 

 

This dissertation presented a design incorporating GA into NIDSs as well as a prototype 

based on this design to detect intrusions. This chapter evaluates the extent to which the 

objectives of this research study have been achieved, the scope for improvements and 

finally, addresses the scope for future advanced research that should be considered. 

 

11.2 Research Synopsis 

 

 Most of the computer systems are vulnerable. Intruders always find new ways to make use 

of this vulnerability and to compromise such systems, hence detecting these intrusions is 

also vital. By detecting them more security features can be provided to protect them.   

Vendors have realized this factor and are developing IDSs instilled with various security 

functionalities to compete for market share. This development has also given birth to a 

number of inefficient products as well. However, in this dissertation a new design for NIDS 

was sought out and presented. The prime objective of this research was to provide a NIDS 

using GAs. To achieve this objective, an IDS using GA was designed and a prototype was 

implemented. 
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The dissertation was laid out in the following format thus answering the research questions 

that were presented in this dissertation. 

 

The dissertation was developed by beginning with an introductory chapter addressing the 

major issues that IDSs currently have and eventually led to the problem statement.  The 

problems led to the design of a NIDS using GAs.  

 

The second, third, fourth and fifth chapters discussed the three functional components of 

IDSs. This answered the first research question ―What is an IDS and what is the importance 

of it?‖ The three main modules of IDSs: information source, intrusion detection and 

response where discussed initially in the second chapter, providing an understanding of how 

the modules fit together. A high level architecture was also provided in the second chapter 

for this purpose. The subsequent chapters third, fourth and fifth explained each module in 

detail with what constituted in each module. Each chapter also motivated on why a network 

based information source, GA method for analysis, and passive response mechanism was 

selected for this research.  

 

The sixth and seventh chapter answered the second research question ―What is a Genetic 

Algorithm (GA), and what is the viability of it in IDSs?‖. Hence, the sixth chapter explained 

GA and its genetic operators, beginning with the history of GAs and how Darwin‘s theory of 

survival of the fittest was adapted to the information technology concept. This was followed 

by the seventh chapter which discussed the existing models which are similar to GA-NIDS. 

 

Chapter 8 discussed the proposed design of GA-NIDS in detail answering the last research 

question ―How can an efficient NIDS be designed using genetic algorithms?‖ The chapter 

began by explaining the network architecture where a GA-NIDS could be placed. The 

chapter evolved to explain the GA-NIDS design by discussing each component of the GA-

NIDS. It explained as to how data would flow from one component to another discussing the 
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working functionalities of the design. The chapter the compared the existing models in 

chapter 7 to the design and brought out the uniqueness and importance of the design. This 

was achieved by providing examples on how the design would be able to detect intrusion by 

comparing them to the parental datasets and generate new rules based on this detection 

giving a very less probability of not detecting an intrusion.  

 

Since the intrusions are identified by either the IP address data set rules or by the attack data 

set rules, the probability that an attack present in the datasets will not be detected is very 

minimal. Moreover, the selection of rules through a fitness function and the capability of 

creating new rules provide a much wider possibility of detecting known intrusions as they 

occur. Unknown intrusions are also identified where they occurred through the IP address 

part present in the rules.  Hence, the design tends to be efficient in detecting more intrusions 

and in helping system administrators to figure out where the actual intrusion has occurred. 

To prove the viability of GAs in NIDSs, a prototype was developed for the design to carry 

out the genetic operations. Chapter 9 discussed the prototype in detail, explaining the 

functionalities in the prototype and comparing it to a real time system. This was followed by 

Chapter 10 which verified and validated the output results of the prototype. The next section 

explains the achievement of the research goal through the prototype.  

 

11.3 Achievement of Research Goal 

 

This section explains the achievements of the prototype and hence the research goal. The 

next few sections are formulated to critically evaluate what this research and the prototype 

achieved. 

 

The prototype extensively uses the GA principles in its functioning and hence is a fully 

functioning GA. The prototype consists of mainly four modules which use the genetic 
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operators. They are intrusion detection and verification, rule fitness checking, crossover and 

mutation modules. 

 

 Achievement of the prototype as mentioned in the problem statement. 

 

The idea of the research is to use GA to create new rules to enhance intrusion detection and 

to reduce the percentage of false alarms. The proof-of-concept or the prototype is developed 

to showcase the following: 

 

 GA can be used as a method to improve IDS.  

 To showcase the detection of intrusions based on rules, the generation of new rules 

by doing crossover of the existing rules and using the crossovered rules to detect 

intrusion. 

 Applying mutation to generate mutated rules, if a crossovered rule does not capture 

any intrusion for a long time. 

 The prototype is deliberately made to be user interactive to improve the clarity in the 

usage of GA principles, since the actual selection of GA rules in intrusion detection, 

the crossover operation and the mutation operation will not be as clear if everything 

is automated. Now the input of a user activity and the corresponding results 

performed by the IDS are shown. 

 

 

The prototype detects intrusions that can be based on blacklisted intrusion connections as 

well as attack signatures. It uses GA principles to strengthen the existing IDS‘s intrusion 

detection mechanism by creating new rules that could detect intrusions, and also adding 

more characteristics to a rule if the rule remains idle, thus increasing the detection rate. 

 

False alarms are generated when there are incorrect rules in the database or idle rules that 

have remained in the database, which are no longer an intrusion. In GA-NIDS, fitness is 

applied to rules, and new rules are generated based on fitness hence eliminating the 

probability of an unwanted rule. If the rule remains idle in crossover, then mutation is 
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applied to strengthen its characteristics hence the chances of generating huge number of 

false alarms are less.  

 

 Uniqueness of GA-NIDS  

 

 All IDSs are based on a specific type of signatures or rules which they use to detect 

intrusions, whereby in most of them the whole rule has to be satisfied in detecting the 

intrusion. GA-NIDS is based on both signatures and normal connection rules, and 

creates new rules automatically, where clearly defined parts of the rules can detect 

intrusions, increasing the detection rate. Conventional IDSs do not have the capacity 

to generate new rules, which is performed by GA-NIDS. 

 

 If a rule or signature is not capable of detecting an intrusion for a certain period of 

time, then that means the IDSs are equipped with rules which failed to capture 

intrusions, which results in potential false alarms. These rules are never revised. In 

GA-NIDS, only fit rules are selected to generate new rules decreasing the probability 

of false alarms. If a rule remains idle for a certain period of time, then GA operations 

are applied to make the rule more effective. As in genetics, GA-NIDS depends on 

crossovered rules to detect intrusions which are parent rules that have already 

detected intrusions hence the case were a rule is ineffective and ignored does not 

arise. 

 

 Partially, unknown intrusions can be identified easily due to the presence of two 

datasets where the IP address dataset rules are known to the system administrators. 

The probability of an attack signature rule which is not pre-defined is high, but if the 

IP address dataset rules are defined properly with the newly generated rules, the IP 

address part of the rule will detect an intrusion even if the attack part of the rule is 

unknown. For example: in a newly generated rule, the IP address connection part of 

the rule specifies that connection to the application server is prohibited from a public 

network together with the attack signatures already known. If a new attack occurs to 



164 

 

that IP address then the intrusion will be alerted and administrators will be able to 

identify the new or unknown attack signature. 

 

 The importance of detecting an intrusion lies in resolving the intrusion. IDS system 

administrators need to detect the intrusion to resolve them quickly. When an 

intrusion is detected on a network it becomes a painful task to determine where the 

intrusion has occurred and what actually caused the intrusion. GA-NIDS helps the 

IDS system administrators in determining where the intrusion occurred and what 

caused the intrusion, thus helping them to resolve the intrusions quickly and 

increasing the operational excellence. 

 

11.4 Future research and limitations 

 

Although the proposed methodology achieved the objectives to the extent described in the 

section above, this research still has potential for improvement. 

The scope for improvements is elaborated in the following sub sections. 

11.4.1 Safeguarding the GA-NIDS 

 

The first improvement that should be made to IDSs in general is to make it resistant to 

intrusions. In case where an intruder or hacker is aware of an IDS running on a network, 

they might try to disable it first in-order to launch intrusions on the network. A major factor 

to consider in such a case is to prevent a user from shutting down the IDS. This can be 

prevented by designing the system in such way that an extra password is required to shut 

down the IDS or to allow the termination of the IDS to be only possible with administrative 

users with special privileges. 
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11.4.2 Detecting encrypted intrusions 

 

Certain intrusions can occur via encrypted messages which are difficult to be identified by 

the IDSs. A mechanism should be performed in all IDSs to decrypt and analyse the message 

to detect intrusions and hence implying strong processing power. Encryption, when used in a 

privacy context, should be to ensure that only the intended recipient has access to the 

information. 

 

11.4.3 Improving anomaly detection 

 

Anomaly detection detects anomalous traffic. This task of detecting anomalous traffic could 

be performed with great success of detecting more intrusions by monitoring more features of 

the network traffic. For example, the anomaly detection engine can also monitor the size of 

packets. It would also be useful if the anomaly detection engine can determine the IP 

addresses rather than the host names prior to passing them to the console.  

 

11.4.4 Improving misuse detection 

 

In misuse detection attack signatures can occur over fragmented packets, in such a case it 

will become very difficult to identify the intrusion. Improvements can also be made to the 

misuse detection engine. The misuse detection engine should reassemble, before comparing 

the intrusion to an intrusion database.  

11.4.5 Future improvements to GA-NIDS 

 

The improvements considered for misuse detection engine is also applicable to the NIDS 

using GAs. However, within the context of the design of NIDS using GAs, future work for 

the approach presented in this research will be discussed below. 
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GA-NIDS explained in this dissertation uses the dataset to classify the anomalous 

connections, and the attack set to classify the attacks. This dataset serves as the basis for the 

GA-NIDS to detect intrusions in network connections. For example, the dataset could be 

represented in the form of a table, a record set, a flat-file structure, etc.  In future work, a 

generalized form in which the dataset should be represented from various representations of 

datasets, still needs to be researched in-order for a GA, as discussed in this dissertation, to be 

compatible with any kind of IDS. The GA-NIDS attack signature dataset rules have been 

adapted from the Snort rules.  These rules are limited to a pre-defined number at present. In 

the future an attempt can be made to append the attack signature database in real time on a 

daily basis depending on Snort‘s signature database or any other databases. The attack 

signature database can also be improved by formatting it to accept any  format of attack 

signature. This will improve the efficiency of the system to determine new intrusions as 

well. If the GA-NIDS is implemented on high processing servers then it will be scalable 

enough to hold large databases. It will also help in the speed of comparison time between the 

intrusions and rules. In case of large databases, the order of the rules can be modified by the 

system administrators of the GA-NIDS to decrease the comparison time of an intrusion to a 

rule. 

 

Currently GA-NIDS has a passive response mechanism where administrators take remedial 

actions while an intrusion is detected. This mechanism can also be modified in the future to 

present an active response mechanism where the system may be automated to take remedial 

actions when an intrusion is detected.  

In addition to this, one major scope for future improvement is to determine the time for each 

genetic operator to be applied; as to when each GA operation can potentially stop and the 

next step can begin. 

 

One should also remember that the research in IDSs is ongoing. The intention of this 

research was to develop a NIDS using GAs that detects intrusions and attempts to detect 

new intrusions by automatically generating new rules. This was achieved through the 
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research by using GAs. Although there are certain limitations to the research as mentioned 

above, the research successfully used the genetic operations in detecting intrusions 

effectively, attempting to increase the detection rate by generating new rules. One important 

fact to remember is that security of a system will be as secure as the human mind behind it. 
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Appendix 

 

Prototype Implementation 

 

The attached CD contains the setup for installing the GA-NIDS Prototype and Intrusion 

Simulator - Hercules. Please refer to the ‗Readme.txt‘ from the ‗Prototype Setup‘ folder of 

the disk to set up GA-NIDS and Hercules. 

The following figures show a comprehensive list of screenshots that were captured while 

verifying and validating the test results of the GA-NIDS prototype. 

 

 

Figure1: GA-NIDS  IP address dataset as shown when clicking “Display 
DataSet” 
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Figure2: GA-NIDS attack set as shown when clicking “Display AttackSet” 

 

Figure3: GA-NIDS DataSetRules as in the database when no intrusions 
have been detected (counter value is 0) 

 

Figure4: GA-NIDS AttackSetRules as in the database when no intrusions 
have been detected (counter value is 0) 
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Figure5: When GA-NIDS has started monitoring network intrusions when 
clicked on “Monitor Network intrusions” 

 

Figure6: The first time when Hercules connects to the network which is 

monitored by GA-NIDS 
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Figure7: GA-NIDS detecting IP address connection 

 

Figure8: GA-NIDS detecting attack signature connection 
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Figure9: GA-NIDS alerting of the last connection status 

 

Figure 10: Network Dump of all the connections send from Hercules 
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Figure 11: GA-NIDS alerting a safe connection 

 

Figure12: Rules being checked for fitness by clicking on “GA Rule 
Fitness Check” button  
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Figure13: Rules acquired fitness hence alerting Rules are ready for 
crossover after clicking on “GA Rule Fitness Check” button 

 
 

 

Figure14: GA-NIDS indicating when the last fitness was checked by 
clickingon “Last Fitness Check” button 
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Figure15: GA-NIDS alerting that Crossover has been completed after 
clicking on the Crossover button 

 

Figure16: Crossovered list dataset 
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Figure17: The crossovered list as seen on GA-NIDS 

 

Figure18: Hercules testing crossovered rules 
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Figure19: GA-NIDS detecting connection after crossover 

 

Figure20: Crossovered dataset with counter values on the rules that 
detected intrusions 
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Figure21: GA-NIDS alerting that Mutation completed after the “Mutation” 
button has been clicked 

 
 

 

Figure22: Mutated list display 
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Figure 23: Mutated rule detecting intrusion 
 

 

Figure 24: Crossovered rules from the IP address and attack data set for 
testing 
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Figure 25: GA-NIDS detecting unknown intrusions 
 

 

Figure 26: GA-NIDS alerting unknown intrusions 
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Figure 27: GA-NIDS alerting the connections as safe connections 
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