
 
 

 

Mobile device security: Young people’s 

awareness and perceptions 

 

 

MJ Park 

22131639 

 

 

Dissertation submitted in partial fulfilment of the requirements 

for the degree Magister Scientiae in Computer Science at the 

Potchefstroom Campus of the North-West University 

 

 

 

Supervisor:  Dr L Drevin 

 

 

 

May 2016 

 



 
I 

 

Contents 
Acknowledgements ..................................................................................................................... IV 

Abstract .......................................................................................................................................... V 

Opsomming .................................................................................................................................. VI 

List of figures ............................................................................................................................. VIII 

List of tables .................................................................................................................................. X 

List of acronyms ......................................................................................................................... XII 

1. Introduction ............................................................................................................................ 1 

1.1. Problem statement ........................................................................................................ 1 

1.2. Aims and objectives ..................................................................................................... 3 

1.3. Methodology................................................................................................................... 3 

1.4. Outline of chapters ....................................................................................................... 4 

1.5. Summary ......................................................................................................................... 5 

2. Literature study ..................................................................................................................... 6 

2.1. Introduction .................................................................................................................... 6 

2.2. PC security vs. mobile security .................................................................................. 6 

2.3. Mobile malware .............................................................................................................. 8 

2.3.1. Categories of mobile malware............................................................................. 9 

2.3.2. Possible attack strategies and behaviour....................................................... 11 

2.3.3. Mobile malware evolution .................................................................................. 12 

2.3.4. Mobile social networking malware ................................................................... 14 

2.4. Mobile communications wireless technology ....................................................... 15 

2.4.1. Global System for Mobile communications (GSM) ....................................... 15 

2.4.2. General Packet Radio Service (GPRS) ............................................................ 19 

2.4.3. Universal Mobile Telecommunications System (UMTS) .............................. 20 

2.4.4. Long Term Evolution (LTE) ................................................................................ 22 

2.4.5. Summary ............................................................................................................... 24 

2.5. Networking technology .............................................................................................. 26 

2.5.1. Bluetooth ............................................................................................................... 27 

2.5.2. WLAN (Wireless Local Area Network) ............................................................. 28 

2.6. Security of mobile devices used in the business ................................................. 28 

2.6.1. Security concerns................................................................................................ 28 

2.6.2. Security recommendations ................................................................................ 29 

2.7. Users’ awareness of mobile device security ......................................................... 31 

2.7.1. Security awareness in mobile device platforms ............................................ 31 



 
II 

 

2.8. Summary ....................................................................................................................... 34 

3. Research design, empirical study and results .............................................................. 35 

3.1. Research design: Positivistic paradigm ................................................................. 35 

3.1.1. Characteristics ..................................................................................................... 35 

3.1.2. Research strategies ............................................................................................ 36 

3.1.3. Data collection methods .................................................................................... 40 

3.1.4. Data analysis methods ....................................................................................... 41 

3.2. Empirical study and results ...................................................................................... 43 

3.2.1. Design of the questionnaire .............................................................................. 43 

3.2.2. Data collection ..................................................................................................... 43 

3.2.3. Results from descriptive statistics .................................................................. 44 

3.2.3.1. Demographics .............................................................................................. 44 

3.2.3.2. Behaviour ...................................................................................................... 47 

3.2.3.3. Attitude or opinion ....................................................................................... 54 

3.2.3.4. Knowledge ..................................................................................................... 59 

3.2.3.5. Summary........................................................................................................ 62 

3.2.4. Results from interpretive statistics .................................................................. 64 

3.2.4.1. Behaviour ...................................................................................................... 64 

3.2.4.2. Attitude or opinion ....................................................................................... 67 

3.2.4.3. Knowledge ..................................................................................................... 70 

3.2.4.4. Summary........................................................................................................ 74 

4. Mobile application development methodologies .......................................................... 76 

4.1. Introduction .................................................................................................................. 76 

4.2. Mobile application development processes .......................................................... 76 

4.2.1. Mobile D ................................................................................................................. 76 

4.2.2. Hybrid Methodology Design .............................................................................. 82 

4.2.3. MASAM .................................................................................................................. 85 

4.2.4. SLeSS..................................................................................................................... 87 

4.3. Summary ....................................................................................................................... 88 

5. Design and create: Mobile Security Awareness Android Application ...................... 91 

5.1. Introduction .................................................................................................................. 91 

5.2. Development process ................................................................................................. 91 

5.2.1. MASAM .................................................................................................................. 91 

5.3. Mobile application evaluation ................................................................................. 103 

5.3.1. Design of questionnaire ................................................................................... 103 



 
III 

 

5.3.2. Data collection ................................................................................................... 103 

5.3.3. Results from descriptive statistics ................................................................ 104 

5.3.3.1. Ease of use and user-friendly .................................................................. 104 

5.3.3.2. Functionality ............................................................................................... 106 

5.3.3.3. Relevant to topic ........................................................................................ 108 

5.3.3.4. Does the application achieve its goal .................................................... 110 

5.4. Summary ..................................................................................................................... 111 

6. Conclusion ......................................................................................................................... 112 

6.1. Aim and objectives ................................................................................................... 112 

6.2. Results ........................................................................................................................ 113 

6.2.1. Results of the descriptive statistical analysis ............................................. 113 

6.2.2. Results of the interpretive statistical analysis ............................................. 114 

6.2.3. Results of the mobile application evaluation ............................................... 116 

6.3. Contributions ............................................................................................................. 116 

6.4. Limitations .................................................................................................................. 117 

6.5. Future research ......................................................................................................... 117 

References ................................................................................................................................. 118 

Appendix A: Mobile device security awareness questionnaire ............................................... 124 

Appendix B: Mobile device security application questionnaire ............................................... 131 

Appendix C: Mobile Security Awareness application code ..................................................... 134 

Appendix D: Language editing confirmation............................................................................. 144 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
IV 

 

Acknowledgements 

First of all, I would like to thank our Heavenly Father, for all of his love and giving me the 

strength and motivation I needed to complete this study. Without Him, this would not have 

been possible. "So do not fear, for I am with you; do not be dismayed, for I am your God. I 

will strengthen you and help you; I will uphold you with my righteous hand” – Isaiah 41:10. 

I wish to express my gratitude to Dr Lynette Drevin for all of her support, excellent guidance, 

patience and encouragement during this study. This will be remembered forever.  

I would like to thank Dr Isabel Swart for her assistance with the language editing and the 

Statistical Consultation Service at the NWU Potchefstroom who helped me with the 

statistical analysis phase of the study. 

To my Parents, Hentie and Corlia, thank you for all the support and love you gave me during 

my studies. Thank you for the opportunities you provided me with - to reach this point in my 

life. I cannot express my gratitude enough and without you this would not have been 

possible.  

Thank you to my entire family and all my friends for your care, support and encouragement. 

All of the good luck wishes, keeping me positive and even the messages written in my 

notebook helped me to continue and make a success of my studies. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
V 

 

Abstract 

The use of mobile devices is becoming more popular by the day. With all the different 

features that the new mobile devices possess, they are starting to replace personal 

computers both for personal and business use. There are also more attacks concerning 

security on mobile devices because of their increased usage and the security measures that 

are not as effective and well-known as those on personal computers. The problem is that 

some users do not realize that their smartphones need the same level of security and 

protection as computers.  

The perceived perception is that the young adult population does not always have much 

regard for safety and they may have a low level of technically advanced knowledge when 

using their mobile devices. Security and privacy attacks, such as phishing and theft of 

corporate data may have a major impact on mobile users and organizations. Mobile users 

are largely responsible for protecting themselves and other users from a security viewpoint. 

The main focus of the study is the awareness and perceptions of young adults concerning 

the security of their mobile devices. Aspects of mobile device security and the awareness 

thereof are discussed and the current status of young users’ awareness and perceptions 

regarding mobile device security are presented resulting from a survey conducted at a South 

African university.  

A questionnaire was developed to determine the awareness and perceptions of young 

people regarding mobile device security. The study discusses the results of this survey and 

findings are presented on specific issues of awareness and perceptions. Findings indicate 

that young people have diverse behaviour levels concerning mobile device security. The 

majority of respondents have the attitude that mobile security is necessary and their 

knowledge regarding security terms is good. However, there is still room for improvement. 

A mobile application was developed to address the specific issues that emerged from the 

survey. The application was evaluated by users by completing a questionnaire to determine 

the usefulness of the application. The results indicated that the application is user-friendly, 

functions well and is relevant to the topic for which it was developed. 

The study concludes with the main findings, recommendations or guidelines to help improve 

the awareness of the young people regarding mobile device security based on this study; 

thereby contributing towards a more security-conscious young adult population. 

Keywords:  Mobile device security, awareness, perceptions, young people 
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Opsomming 

Die gebruik van mobiele toestelle raak elke dag al hoe gewilder. Met al die verskillende 

funksies waaroor die nuwe mobiele toestelle beskik, begin hulle rekenaars toenemend vir 

persoonlike asook vir besigheidsdoeleindes vervang. Wat betref die sekuriteit van mobiele 

toestelle, word hulle ook al hoe meer aangeval, aangesien die toestelle al hoe meer gebruik 

word en die sekuriteitmaatreëls nie so doeltreffend is op die mobiele toestelle as op 

rekenaars nie. Die groot probleem wat hier na vore kom, is dat gebruikers nie besef hul 

mobiele toestelle moet dieselfde vlak van beskerming en sekuriteit as rekenaars kry nie.  

Die persepsie is vermoedelik dat die jong volwasse bevolking nie altyd so ingestel is op 

veiligheid nie en dat hul ŉ lae vlak van gevorderde tegniese kennis het wanneer hulle hul 

toestelle gebruik. Sekuriteit- en privaatheidsaanvalle, soos uitvissery (phishing) en diefstal 

van korporatiewe data kan 'n beduidende invloed uitoefen op gebruikers van selfone en 

organisasies. Vanuit ŉ sekuriteitsoogpunt is mobiele gebruikers grootliks daarvoor 

verantwoordelik om hulself en ander gebruikers te beskerm vanuit ŉ sekuriteits-oogpunt. 

Die hooffokus van die studie is die bewustheid en persepsies van jong volwassenes rakende 

die veiligheid van hul mobiele toestelle. Aspekte van mobiele toestelsekuriteit en die 

bewustheid daarvan word bespreek en die huidige stand van die bewustheid en persepsies 

van jong gebruikers rakende mobiele toestelsekuriteit word gerapporteer na aanleiding van 

ŉ ondersoek wat in hierdie studie aan ŉ Suid-Afrikaanse universiteit gedoen is. 

'n Vraelys is ontwikkel om die bewustheid en persepsies van jongmense ten opsigte van 

mobiele toestelsekuriteit te bepaal. Die studie bespreek die resultate en bevindinge rakende 

spesifieke kwessies van die bewustheid en persepsies van respondente volgens hierdie 

opname. Bevindinge dui aan dat jong mense uiteenlopende gedragsvlakke het met 

betrekking tot mobiele toestelsekuriteit. Die meerderheid van die respondente het die 

houding dat mobiele sekuriteit noodsaaklik is en hul kennis ten opsigte van die terme wat na 

sekuriteit verwys, is goed. Daar is egter nog ruimte vir verbetering. 

'n Mobiele toepassing (app) is ontwikkel om die spesifieke kwessies wat uit die opname 

voortgespruit het aan te spreek. Die toepassing is geëvalueer deur die gebruikers deur die 

voltooiing van 'n vraelys om die nut van die toepassing te bepaal. Die resultate dui daarop 

dat die toepassing gebruikersvriendelik is, dit funksioneer goed en is relevant tot die 

onderwerp waarvoor dit ontwikkel is. Die studie word afgesluit met die belangrikste 

bevindinge, aanbevelings of riglyne om te help met die bewustheid van jong mense rakende 

mobiele toestelsekuriteit gebaseer op hierdie studie; sodoende dra dit by tot ŉ jong volwasse 

bevolking wat meer sekuriteitsbewus is. 
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1. Introduction 

This chapter introduces the context of this study in which mobile device security and users’ 

awareness are the main focus. The discussion begins with a problem statement where the 

theme and link with gaps in the literature and recent research in mobile device security and 

the awareness thereof are provided. The research question is stated and a discussion is 

given on how the research will endeavour to answer the question. Thereafter the aims and 

objectives of the study are presented, the research methodology that is followed in this study 

is discussed and then the outline of the chapters in the study is provided. The chapter 

concludes with a summary of the discussions in the introductory chapter. 

1.1. Problem statement 

The broad definition of computer and information security can be seen as “to protect the 

confidentiality, integrity and availability of information assets, whether in storage, processing 

or transmission” (Whitman & Mattord, 2012:8). In this study mobile device security refers to 

the aspects of computer and information security when mobile devices such as smartphones 

and tablets are used. In recent years Personal Computers (PCs) have been a more 

attractive target for attackers than mobile phones. There were fewer ways for hackers to 

attack mobile phones because of the lack of technical sophistication of mobile devices 

regarding security. The security capabilities of mobile devices are not as matured as those 

offered for PCs. Even though mobile devices are not as powerful as some PCs, the devices 

have numerous features and are definitely assets worthy of protection. Because mobile 

devices are not as powerful as computers they are more vulnerable to different threats 

(Botha et al., 2009). The broad definition of mobile devices includes laptops, but it must be 

made clear that in this study the focus will be on smartphones and tablets. 

Androulidakis and Papapetros (2008) state that mobile devices are no longer used only for 

voice transmission. Mobile networks along with the devices are now also used for business 

and financial transactions and for exchanging data and information. According to Lawton 

(2008) smartphones are getting less expensive and this allows more people to use 

smartphones. These mobile devices run on sophisticated operating systems, have short 

range Bluetooth radios, and have access to the Internet, email, instant messaging and 

multimedia messages. All these different features allow attackers to install malware on the 

smartphones. Some users run the malware inadvertently on their devices. 

Because of recent developments in the industry, observers have to pay more attention to 

mobile malware as mobile devices become a bigger threat to their users (Lawton, 2008; 

Allam et al., 2014). Malware is not the only threat to mobile devices. Other techniques, such 
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as phishing, social engineering and direct hacker attacks have already found their way into 

the attack on mobile devices (Landman, 2010). Another reason for more attacks on mobile 

devices is the tremendous increase in the usage of these devices. This is supported by 

Flurry Analytics, a research firm that states that the adoption of smartphone devices is ten 

times faster than the adoption of PCs in the 1980s, double the time of the Internet boom in 

the 1990s and three times faster than social media adoption (Heinrichs  & Jones, 2013).  

Kruger and Kearney (2006) state that security awareness of users includes knowledge, 

attitude and behaviour regarding technology and the risks associated with its use. 

Perception is seen as “the way in which something is regarded, understood or interpreted” 

and the “intuitive understanding and insight” (Oxford Dictionaries, n.d.). For this study the 

perceptions of young users regarding computer security are investigated. Androulidakis and 

Papapetros (2008) show that the young adult population do not have much regard for safety 

and have little technically advanced knowledge when using their mobile devices. Security 

and privacy issues have a major influence on mobile users and they are largely responsible 

for protecting themselves and other users. Robinson (2014) states that in a survey done by 

Enterprise Management Associates (EMA) it was revealed that only 56 percent of corporate 

employees was involved in any form of awareness training.  

The ways that people work are changed by business mobility (Harris & Patten, 2013). In the 

current world of business organizations are increasingly depending on smartphones to carry 

out different business tasks. These tasks are creating more opportunities for smartphones to 

be attacked and to be an attractive target for criminals. There are organizations that have not 

yet implemented adequate security controls and policies to guide users in the use of 

smartphones (Landman, 2010). The problem is that businesses are indeed becoming more 

aware that they need to have a mobile security strategy in place (Harris & Patten, 2013). 

 

The International Data Corporation (IDC) predicted that there will be more than 1.3 billion 

mobile workers in 2015. With the rapid increase in mobile workers and people relying on 

their mobile devices to complete their work, the threats to smartphones are increasing 

(Landman, 2010).   

 

A big danger is, however, when the user combines personal and business activities. The 

problem is that the user must then distinguish between different uses and the security rules 

that apply to each activity. Users lack awareness of the threats and potential damage the 

attack can cause on the smartphones to them and to the organization (Landman, 2010).  
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From the above discussion it is clear that in future mobile phones will increasingly be used 

instead of PCs either for personal or business use. However, users are not fully aware that 

smartphones need the same level of security and protection as computers (Lawton, 2008). 

According to Benenson et al. (2012), an interesting question that is still unanswered is 

whether users are aware of the similarity between their smartphones and PCs. The 

functionality and the threats are very similar for both devices, but the users’ perceptions and 

attitudes may differ. 

Research question 

This research focuses on the security awareness of young people regarding mobile devices 

seeing they are the workforce of the future. The research question for this study can be 

stated as: What are the perceptions and attitudes of young users regarding mobile device 

security? 

This research will address the above-mentioned problems by conducting a survey to assess 

mobile users’ security awareness. The results will be used to design and create an 

application to address the shortcomings. The application will be evaluated for usefulness 

and effectiveness (Park, 2014). 

1.2. Aims and objectives 

The aim of this research is to assess the awareness of young users’ regarding mobile device 

security issues and to present improvement practices. 

In order to achieve the aim and answer the research question the following objectives must 

be met: 

 Investigate the current status of mobile security issues and awareness of users. 

 Asses the young people’s awareness level regarding mobile device security. 

 Develop a mobile application to improve the users’ awareness of mobile security. 

 Evaluate the usefulness of the application to the user. 

 

1.3. Methodology 

The philosophical paradigm of positivism, which, according to Oates (2006), underlies the 

scientific method, will mainly be followed in this study. The scientific method follows two 

assumptions, namely that the world can be investigated objectively and that it is ordered and 

regular (Orlikowski & Baroudi, 1991).  

Data gathering will be done by means of a survey using an on-line questionnaire. Different 

factors that are important regarding mobile security and users’ awareness of mobile security 
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will be investigated in existing literature in order to design a survey. Oates (2006) states that 

the purpose of a survey is to acquire the same kind of data from a group of people or events 

in a systematic and standardized way. For the survey a questionnaire will be developed to 

assess young people’s mobile device security awareness.  

Statistical analysis will be carried out on the data obtained from the responses on the 

questionnaire to determine the current status of mobile security awareness and what young 

people’s awareness levels are regarding mobile device security. Qualitative data will be 

interpreted by using content analysis. 

A mobile application that addresses the shortcomings regarding mobile device security 

awareness will be developed in order to improve these shortcomings. The design and 

creation research strategy will be followed for the development of the mobile application 

(Oates, 2006). According to Oates (2006), designing and creating artefacts leads to solving 

intricate problems.  

An evaluation form will be developed and handed out to the group of people that used the 

mobile application to ascertain its usefulness. This will be analysed in an interpretive way. 

1.4. Outline of chapters 

Chapter 1: Introduction 

 In this chapter the theme and link with gaps in the literature and recent research in 

the area are provided. The research question is stated and its actuality and how the 

research will endeavour to answer the question are described. 

Chapter 2: Literature study 

 This chapter will focus both on PC and mobile device security, mobile malware, 

mobile communications wireless technology, networking technology, security of 

mobile devices used in business and users’ awareness of mobile device security. 

Chapter 3: Research design, empirical study and results 

 This chapter will discuss the design of the questionnaire, data collected, data 

analysis and results of the survey. 

Chapter 4: Mobile application development methodologies 

 A literature study on the development of mobile applications will be conducted in 

order to be able to develop a mobile application using appropriate techniques. 

Chapter 5: Design and create: Mobile Security Awareness Android Application 

 This chapter describes the mobile application that is developed based on the results 

from the survey in order to improve the users’ awareness of mobile device security. 

 Evaluation of the application by the mobile device users 
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Chapter 6: Conclusion  

 Final conclusions regarding the change of users’ awareness on mobile device 

security will be presented in this chapter. 

 

1.5. Summary 

As indicated by the above discussions there is a definite need to raise the awareness of 

users regarding mobile device security. Therefore the focus of the study will be on the 

mobile device security awareness of users and the development of a mobile application that 

will endeavour to improve the users’ mobile device security awareness and their use of 

mobile devices in a secure way. Chapter 2 will focus on existing literature in order to provide 

a better understanding of mobile device security and the awareness thereof.  
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2. Literature study 

2.1. Introduction 

This chapter presents a background study on mobile device security and the users’ 

awareness of mobile device security. A literature study was done on search topics, such as 

comparing PC security to mobile security, mobile malware, different kinds of 

communications technology, mobile devices used in business and user awareness of mobile 

device security. Each of these topics is discussed where after the chapter concludes with a 

summary. 

2.2. PC security vs. mobile security 

In the new era of mobile devices, better known as smartphones, the capabilities of mobile 

devices can be compared to those of PCs. In addition to these capabilities, mobile devices 

also offer a wide variety of connectivity options, such as General Packet Radio Service 

(GPRS), Global System for Mobile communications (GSM), High Speed Packet Access 

(HSPA), Universal Mobile Telecommunications System (UMTS), Bluetooth and IEEE 

802.11. It is speculated that malware for mobile devices will start to follow a similar trend as 

malware for PCs and that the quantity of malware for mobile devices will increase 

significantly. Another reason why mobile devices will become a bigger target for attackers is 

because users are increasingly starting to use mobile devices for sensitive transactions, 

such as on-line banking and on-line shopping (La Polla et al., 2013). 

The security of mobile devices is important when considering that these devices can store 

and access similar data and services as computers. Therefore security provisions similar to 

those for PCs have to be made for mobile devices. If mobile devices are used to store and 

access data that is similar to that of computers and the same security features are not 

available to the mobile devices it implies that the data will have less protection in a more 

vulnerable location. If these features are available but not presented in an equivalent manner 

it will mean that the users cannot transfer their security skills from computers to mobile 

devices with ease (Botha et al., 2009). Smartphones only have limited resources. The main 

limiting resources of a mobile device are its Central Processing Unit (CPU) and memory. 

These are the main factors that limit the sophistication of security solutions from being as 

powerful as those of computers (La Polla et al., 2013). It is, however, acknowledged that this 

is changing as is evident in newer mobile technologies. 

Mobile devices can accommodate as much data, services and applications as PCs despite 

the difference in size of these devices. When similar core tasks are performed, there are 
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differences and similarities in the security mechanisms of PCs and mobile devices (Botha et 

al., 2009): 

 User authentication 

A big difference is the context in which the security features are used. A mobile device is 

usually only used by one user whereas a PC is often shared between users. Therefore the 

way identification and authentication are done is different for the two devices.  

 Connectivity 

The configuration of a mobile device is usually done by the users themselves, especially 

when it is a private purchase whereas PCs (normally in the workplace) are configured and 

controlled by administrators. Mobile devices support different connectivity options, some of 

which are not that familiar for PC use. Each type of connectivity has its own security 

problems and configuration options that can create different problems.  

 Content security 

More often than not, mobile devices support reduced levels of the functionality of security. It 

can either be that the application on the mobile device supports fewer features than on the 

PC or the desired functionality may be lacking and then the user needs to change his/her 

security expectations accordingly. If the users are not aware of the limitations they will 

perceive an inconsistency in their PC to mobile experience. 

Mulliner (2006) states that there are five key features that distinguish mobile security from 

PC security: 

 Mobility 

Devices are carried by users wherever they go and this makes the opportunity for the device 

getting stolen or being physically tampered with even bigger. 

 Strong personalization 

Most often the owner of the device is also the device’s unique user. 

 Strong connectivity 

A user can send emails, log into his/her bank account, do transactions and have access to 

different Internet services on his/her mobile device. This enables malware to infect the 

device by either exploiting the Internet connection or through Short Messaging Service 

(SMS) or Multimedia Messaging Service (MMS). 
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 Technology convergence 

Different technologies are combined by a single device. This may enable an attacker to 

exploit different routes to execute his attacks. 

 Reduced capabilities 

Smartphones can almost be regarded as pocket PCs but compared to PCs there are still 

some features that smartphones lack. 

According to research done by Ott (2014) on security and privacy perceptions regarding 

Android mobile devices, users are not very keen to use their mobile devices for money-

related tasks (such as online banking and shopping) and sensitive data (such as health 

records and social security numbers). They prefer to rather do these kinds of task on their 

PCs.    

F-Secure Anti-Virus is a well-known antivirus program that is developed for the protection of 

mobile devices and PCs. When looking at the features of the PC product it is highlighted that 

it specifically protects the PC against malware, is always up to date, stops intrusions and 

gives an instant response against threats. The mobile product, on the other hand, specifies 

that it protects your personal content and identity, protects your children on-line, enables 

safe surfing and shopping, locates missing devices, protects against harmful applications 

and protects your on-line banking. Differences that can be observed between mobile and PC 

products are that the PC product has comprehensive exploit protection, cloud-based 

protection against on-line threats and privacy protection on Facebook that the mobile 

product does not have (F-secure, 2014).  

The next section looks into malware found on mobile devices. 

2.3. Mobile malware 

There are many kinds of malware that make use of various ways to propagate and infect 

victims (Peng et al., 2014). La Polla et al. (2013) state that malware is any kind of software 

or program code that can be annoying, intrusive or hostile. Mobile malware can spread 

through different vectors, such as a link to a site where the malicious code can be 

downloaded included in an SMS, infected attachments included in an MMS, sending infected 

programs via Bluetooth and downloading applications that contain a form of malware. When 

malware targets mobile devices, the main goals of the malware are to gain access to 

personal data and information of the user stored on the device.  
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2.3.1. Categories of mobile malware 

Malware is grouped into the following most common categories according to its features (La 

Polla et al., 2013; Peng et al., 2014): 

 Virus and Worm 

A virus can be defined as a piece of code that can replicate itself and has a harmful effect. 

Other programs, boot sectors or files can be infected by different replicas of a virus that 

insert or attach it to the programs, files and boot sectors. A worm can be defined as a 

computer program that makes copies of itself, usually from one device to another device by 

using transport mechanisms through a network that already exists without any interference 

by a user. 

According to Wang et al. (2013), mobile devices are the new targets for malicious code 

(virus) writers because of the significant increase in the growth of the smartphone market 

coupled with the constant on-line presence of smartphones.  

Mobile devices have become the new frontier for these harmful self-replicating programs. 

Examples are as follows: mobile device viruses have the capability to get access to a user’s 

private information, drain the battery of the device and track the location of the user by using 

the GPS. Mobile device viruses are able to self-replicate and spread quickly. They can 

spread by using Bluetooth communication and by targeting individuals in the contact list of 

the infected devices or by selecting random contacts (Wang et al., 2013). 

 Trojan 

A Trojan can be defined as software that looks like it provide some functionality but, instead 

it holds a malicious program. As with viruses and worms, Trojans are also known to create a 

backdoor that gives the attacker access to the device’s system that may allow confidential 

information to be compromised. The primary goal of a Trojan in addition to its own 

propagation is to get information in a malicious way without the awareness of the user 

(Fuentes et al. 2010).  

The problem with mobile Trojans is that the attack that occurs gets personal. When a Trojan 

hits your laptop it gives someone access to all your data and maybe through a corporate 

virtual private network to the data of the company. When a Trojan hits your mobile device it 

opens the route to your personal data, maybe the work’s data, as well as access to all of 

your friends and other contacts (Rockman, 2013).  
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 Rootkits 

Rootkits have the malicious goal of infecting the operating system (OS). This is done by 

hiding malicious user-space processes and files or they install Trojans, disable the firewalls 

and anti-virus program.  Rootkits apply direct changes to the OS and therefore they have 

longer control over the infected devices. 

 Botnet 

A botnet is a group of devices that is infected by a virus that enables the attacker to remotely 

control these infected devices, also known as “zombie” devices of which the hacker now has 

control. According to Leavitt (2011), these devices can be instructed to perform harmful acts. 

An attacker benefits the most from the mobile zombie network when an SMS or MMS 

communicates to a premium phone account that charges victims fees per message. On the 

Internet botnets are a serious security threat and most of the botnets are developed for 

crime-related activities, such as gaining financial benefit. 

 Spyware 

Spyware is software that helps to gather information about a person or company without 

their knowledge. Users are usually not aware of spyware and not able to detect it that easily. 

Credit card numbers, passwords, addresses, scanning files, log keystrokes and web activity 

can be obtained by using spyware (Peng et al., 2014).  

The differences between the different categories of malware are summarised below in Table 

1 (Peng et al., 2014): 

Category Form of 

existence 

Speed of 

spreading 

Attack 

target 

Human 

intervention 

Major risk Detection 

method 

Virus Parasitic Quick Local file Yes Damaged 

system, 

lost files 

and data 

Simple 

Worm Independent 

identity 

Very quick Network 

and 

network 

host 

Only system 

bugs 

Loss of 

data, 

network 

paralysis 

Very 

complex 

Trojan Hidden as Slow System Yes Leakage of Complex 
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other files information 

Rootkit Hidden as 

other files 

Quick System Yes Leakage of 

information 

Complex 

Botnet Hidden as 

other files 

Very quick System Yes Leakage of 

information, 

damage to 

system 

Complex 

Spyware Hidden as 

other files 

Slow System Yes Leakage of 

information 

Complex 

Table 1: Malware categories. (Adapted from Peng et al., 2014) 

2.3.2. Possible attack strategies and behaviour 

Becher et al. (2011) state that there are various possible attack strategies and behaviour 

with regard to malware. Firstly, there is information or identity theft. Private accessible user 

information is collected and then the information is secretly forwarded to the malware author 

or its users. An example of this is when a mobile game is downloaded from a third party 

application store and the game is able to track the location of the user. A detailed profile of 

the victim can be collected because the mobile device is carried by the user wherever 

he/she goes and different kinds of information, such as Global Positioning Service (GPS) 

coordinates, credentials, contacts, corporate and private documents and various forms of 

communications (SMS, MMS, email etc.) can be obtained.  

Secondly, there is eavesdropping. Different routines are used to capture voice calls and to 

silently record any conversations, which are in range of the built-in microphone. This can 

occur completely in the background and is only detected by sophisticated monitoring of the 

entire operating system or the generated communication data depending on the privileges of 

the malware.   

As explained in the previous section, mobile botnets are also an attack strategy. These 

infected mobile devices are the perfect remote-controlled “machines” attackers are looking 

for. Along with mobile botnets, Denial of Service (DoS) attacks can be launched against the 

mobile devices. One technique that can be used is to drain the battery of the device by 

launching an attack that uses a large quantity of power, such as having malware that uses 

all the available CPU cycles for junk calculations. The service of the mobile device can also 

be disabled by deleting or corrupting the essential data stored at difficult-to-reach locations. 



 

 
12 

 

Lastly, the attacks can also be focussed on the economic loss. It can either be by creating 

chaos between the service provider and the mobile device user or by getting access to 

private financial information stored on the device and doing transactions on behalf of the 

user without the awareness of the user. Peng et al. (2014) describe that this can happen 

when the attacker sends SMS or MMS messages to premium numbers, dialling premium 

numbers or deleting data that are stored on the device’s memory or the memory card. 

2.3.3. Mobile malware evolution 

Mohite and Sonar (2013) state that in the year 2000, ‘Liberty Crack’ was the first mobile type 

of malware that was developed. According to Schmidt (2011), from June 2004 to August 

2006 mobile devices became an increasingly popular target for malware attackers.  

In 2004 ‘Cabir’, which was the first mobile worm, was developed. It was designed to infect 

the Nokia Series 60. The word ‘Cabir’ appeared on the screen of the infected mobile device. 

The Bluetooth capability of the device was used by the worm to spread itself to other devices 

within range. In 2005 ‘CommWarrior’ was an upgrade of ‘Cabir’. It had the ability to 

propagate itself using Bluetooth and MMS. It would install itself on a mobile device and gain 

access to the contact file of the infected device and then send itself via the carrier’s MMS 

service to all the contacts on the infected device.  About 115 000 mobile devices were 

infected with more than 450 000 MMSs that were sent (Apvrille, 2014).  

In 2006 the first Trojan, ‘RedBrowser’, was detected and had various differences to its 

forerunners. It was developed to infect the device via the Java 2 Micro Edition platform. It 

was presented as an application to make browsing of Wireless Application Protocol (WAP) 

websites more comfortable. A bigger audience was targeted because Java and not only the 

mobile device’s operating system or the manufacturer was the target. A more significant 

difference was that the Trojan was developed to leverage premium-rate SMS services. Thus 

mobile malware was used to generate a stream of money (Apvrille, 2014). 

During 2007 and 2008 there was stagnation in the development of mobile threats but an 

increase in malware samples that targeted premium-rate services without the awareness of 

the users. In 2009 ‘Yxes’ was the next big thing in malware. It had the distinction of being a 

Symbian certified application. The infected mobile device contact list is forwarded to a 

central server. A SMS is forwarded by the server with a Uniform Resource Locator (URL) to 

each of the contacts. If the user clicks on the link the entire process repeats itself to his/her 

contacts. It was the first to target Symbian 9 OS. It was also the first malware to send an 

SMS and gain access to the Internet without the user’s awareness (Apvrille, 2014). 
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2010 saw the start of the ‘industrialisation’ era of mobile malware. Attackers realised that 

mobile malware can bring them big sums of money and therefore they made the decision to 

exploit attacks more intensely. The first mobile malware derived from PC malware was 

introduced that year. ‘Zitmo’ was the mobile malware derived from ‘Zeus’ that was used to 

bypass the use of SMS in on-line banking transactions to avoid the security process. Other 

mobile malware also made the headlines in 2010. ‘Geinimi’ was the most notable. It attacked 

the Android platform and used the infected device as a botnet. Once the device was infected 

there was communication with a remote server that would respond to commands, such as 

uninstalling and installing applications (Apvrille, 2014). 

In 2011 Android was on the top list of victims and more powerful malware showed up. 

‘DroidKungFu’ was discovered and even today is still regarded as one of the most advanced 

viruses. The malware included an exploit to root or become the administrator of the device. 

Total control was gained by the attacker and then a command server could be contacted. It 

evaded detection by anti-virus software. ‘Plankton’, which is currently still a widespread 

Android malware, also hit the scene. It is an aggressive type of malware that downloads 

unwanted advertisements, changing the homepage of the browser and adding new shortcuts 

to the device (Apvrille, 2014). 

Based on the records of Kaspersky Lab up to 1 January 2012 this is the number of families 

and modifications for malware of the different platforms (Peng et al., 2014):  

Platform Modifications Families 

Android 4139 126 

J2ME 1682 63 

Symbian 435 111 

Windows Mobile 81 23 

Other 19 8 

Table 2: Families and modifications for malware of the different platforms (Adapted from 
Peng et al., 2014) 

In 2013 ‘FakeDefend’ made its appearance for Android devices. It is disguised as an anti-

virus tool. The device is locked and then the victim has to pay a subscription fee in order to 

receive the contents of the device. After paying, nothing happens to the device. The device 

needs to be reset to factory settings to restore functionality (Apvrille, 2014).   
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There has been an increase of malware over the years for the following reasons (Peng et al., 

2014): 

 The continuous decrease in the price of mobile devices and more vendors that are 

involved in the production of mobile devices. 

 The open-source kernel policy of Android allows attackers to understand mobile 

platforms better. 

 A large quantity of private data and information is stored on mobile devices by the 

users. 

 The capability of mobile device operating systems increased dramatically because of 

the significant development of mobile device hardware. This allows attackers 

increased space to implement their attacks. 

 PC and mobile device platforms programming software are similar and therefore it is 

easier for attackers to move from PC environments to mobile device systems. 

 

2.3.4. Mobile social networking malware 

With the increase in the growth of smartphones, there is also an increase in the usage of 

mobile social networking. Links that are malicious are placed on the different social network 

platforms and this helps to spread malware. Users trust these links because it is shown on a 

friend’s site and therefore they are willing to click on the link. What the user does not know is 

that the link was placed there by the attacker and not by the friend. By clicking on the link, a 

malicious program could be downloaded which allows the attacker to place Trojans, spyware 

and backdoors on the device (Leavitt, 2011). 

According to Rodriquez (2014), being able to gain access to social media sites while on the 

job represents a loss of controlling data for the Information Technology (IT) group. Mobile 

devices play an important role in this loss because of the access ability to social media 

mobile applications.  Malware that is spread through links on mobile devices as named 

above can also spread to PC endpoints through mobile device application features. In 

January 2014 the rise in cross-platform malware was identified. Android.Claco is mobile 

malware that can infect Windows PCs and Trojan.Droidpak is malware that spread from 

Windows PCs to Android devices. 

These sections have described malware on mobile devices. The next section presents 

wireless technology in communication. 
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2.4. Mobile communications wireless technology 

There are various wireless technologies targeted at mobile communications. These 

technologies are GSM, GPRS, Enhanced Data rates for GSM Evolution (EDGE) and UMTS 

(La Polla et al., 2013). Banescu and Posea (n.d.) state that although UMTS, better known as 

3G, is claimed to be secure, scientific literature indicates that it remains vulnerable to 

malicious actions. New security architecture was developed, namely Long Term Evolution 

(LTE) in response to the security issues that 3G faces. 

2.4.1.  Global System for Mobile communications (GSM) 

GSM is the first mobile telecommunications system and is part of the second generation 

(2G) wireless telephone technology. GSM allows the creation of cellular networks, which 

allows mobile devices to communicate to each other through base stations, switching 

subsystems and networks. Services that are provided by GSM are voice transmission, data 

transmission, SMS, email, digital fax and call forwarding (La Polla et al., 2013). 

GSM networks are the most widely spread network for mobile communications in the whole 

world. Because of the many security issues that exist in GSM, attackers have plenty of 

opportunities to easily compromise privacy and security (Forst, 2013). 

GSM intend to meet the following security goals (Toorani & Beheshti, 2008): 

 Keep user’s data and signalling information confidential, 

 Anonymity of the identity of the subscriber, 

 Authentication of mobile users for the network, 

 Using the Subscriber Identity Module (SIM) as a security module. 

Forst (2013) describes the following security weaknesses and features of GSM: 

 Use a Personal Identification Number (PIN) to secure the SIM-card 

Each SIM-card has a PIN that prevents unauthorised use. When a user wants access to the 

mobile device, he/she has to enter a four to eight-digit number, which is called the PIN. If the 

user fails to enter the correct PIN, usually after three attempts, the SIM will be locked. To 

unblock the PIN a Personal Unblocking Key (PUK) is needed, which can be requested from 

the provider. This is quite a secure process, but there are cases where attackers get the PIN 

with physical access.  
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 Authentication 

In order to check whether or not a user is authorized to use the network, the SIM that is used 

contains an authentication key for the login. The key is only known by the user and the 

network provider and is stored on the SIM. The key has a length of up to 128 bits. An 

encryption technique is used and if the network’s and the user’s key are equal then the 

network is aware that the user is authenticated as the right one. This process of 

authentication leads to various security weaknesses, such as that the authentication process 

is not mutual, which implies that it is only executed from the user’s side and not from both 

sides.  

 Encrypt the communication channel 

Another security feature is to encrypt the communication channel. Encryption is not done on 

the whole channel but only from the mobile device to the base station. The base station is an 

important component of the GSM network. It is the interface between the net and mobile 

device. The other transmission ways are unencrypted and that can be seen as other 

attacking opportunities. 

 Pseudonymisation with temporary mobile subscriber identity (TMSI) 

The position data of a user that is logged into the network will constantly be determined in 

areas called cells for different purposes. The determination will be less or more accurate 

depending on the services the user uses. A temporary ID for approaching the user, called a 

TMSI, is assigned to a user. This is done to prevent an assignment of the position data to a 

specific user. The TMSI is saved at the SIM card and the Visitor Location Register (VLR), 

which only consists of the user’s location data and other location-relevant data. The provider 

can decide to send a new TMSI. The International Mobile Subscriber Identity (IMSI), which 

identifies a user worldwide is hidden by the TMSI, is used if there are errors that occur, or if it 

is the first message. The possibility is there for attackers to gain access of the IMSI, although 

it is covered by a temporary ID. 
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Figure 1 illustrates the pseudonymisation process using TMSI: 

 

Figure 1: Pseudonymisation process using TMSI (Forst, 2013) 
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The GSM system can be attacked in various ways (Forst, 2013): 

 SIM-cloning 

This attack is already a well-known attack for more than 15 years. A SIM card is copied to a 

blank card where data, which are not directly necessary for services and authentication, for 

example contacts and messages are ignored. Because the existence of this attack is already 

well-known, the system has been improved by providers by implementing new algorithms, 

which prevent the cloning of SIM cards. 

 Eavesdropping 

As discussed earlier the authentication of the user only occurs on one side. There is thus no 

assurance for the user that the used network is the desired network. The attacker is able to 

emulate the base station with which the user communicates. The mobile device initiates the 

start of the transmission and the attacker has a passive role towards the user of the mobile 

device.  

 Gain the encryption key over the air 

This attack was developed based on the fact that the mobile device must react to every 

challenge that the GSM network sends. It is possible to overpower a Base Transceiving 

Station (BTS) with a fake BTS, which normally communicates with the mobile device. The 

BTS is part of the base station that is the interface between net and mobile device. The BTS 

is the component for transceiving. It gets data from the mobile device and gets resources 

assigned to it by another component named the Base Station Controller (BSC). The SIM 

card of the mobile device receives a high number of challenges from the faked BTS for the 

answers and can then be analysed to calculate the required key. The total time for this 

attack can range from eight to thirteen hours if it is not split up into numerous parts. 

 Use a DoS attack to disable a GSM cell 

The GSM cell is attacked by sending Channel Request messages to the base station. The 

request is aborted by the sender while it is handled by the base station and a new request is 

instantly sent for another sending channel. There is a restriction on the number of sending 

channels. This enables the attacker to block all those channels in one cell. Because the 

attacker only needs a mobile device to send request-messages, the attack is easy to realise. 
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2.4.2. General Packet Radio Service (GPRS) 

According to La Polla et al. (2013), GPRS stems from an evolution of GSM. Also known as 

the 2.5 generation (2G), it was developed to be an improvement on the GSM network by 

enabling users to achieve lower access time and higher data when comparing it with GSM. 

To enable data exchange between users a packet switching mechanism is used by GPRS. 

GPRS added services to mobile devices, such as WAP and MMS. 

According to Peng (2000), the functionality of security of GPRS is the same as the 

functionality of security of GSM. Chang (2002) states that there are four types of information 

that must be protected on a GPRS and GSM network: 

 User data 

The data (voice or non-voice) that is sent or received by registered users on a GPRS or 

GSM network. 

 Charging information 

Information that is used to bill for non-voice services 

 Subscriber information 

The specific information of the subscribers and roaming users regarding the network 

 Technical information of the network 

The information that describes the architecture and set-up of the GPRS or GSM network 

GPRS along with GSM mainly consists of three security functions, namely subscriber identity 

confidentiality, subscriber identity authentication and confidentiality signalling information 

elements (Peng, 2000). 

It is important to know what elements of the GPRS network to secure. Because attackers are 

unpredictable, one cannot choose which of the elements to secure. The security elements 

that need to be protected are (Chang, 2002): 

 Security of the mobile device 

Attacks can easily occur on a stolen mobile device. Unauthorized access can be gained to 

the GPRS network when there is no security lock on the stolen device. An unauthorized user 

can get services on the GPRS network disguised as the owner of the device. 
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 Security of the radio path 

An attacker who is within close enough perimeter can lay siege to the signal because the 

radio path utilizes open air. Eavesdropping is a big threat in this instance. Confidentiality of 

information that is transmitted to and from their devices is assumed by users who use GPRS 

services. GPRS standards ensure that for each session there are algorithms used to provide 

a unique encryption key. 

 Security of the cellular network 

To have a secure digital cellular network the GSM elements need to be protected. The 

network elements only supported wireless voice services, but with the introduction of 

wireless non-voice services, for example data services the elements needed to be modified 

to enable the non-voice services to utilize the same network. The introduction of these non-

voice services increased the number of network threats. Attacks that can occur are invalid or 

fictitious subscribers and DoS attacks. 

 Security of the GPRS network, public network, corporate network 

Both public and corporate networks are external access points to the GPRS network. 

Therefore attacks on the private and corporate network can be seen as attacks on the GPRS 

network. Inter-carrier services, better known as roaming partner networks, also create 

threats to the GPRS network. The GPRS network must be secured because the attacks 

originating from the Internet are becoming more sophisticated. A firewall at any entry point to 

the GPRS network from an external network is the first security measure that must be 

implemented by a wireless operator. An attack can easily originate from a customer’s 

corporate network or from an unsuspicious roaming partner.  Adding to the firewalls as 

security techniques, network routing, intrusion detection systems and secure tunnelling 

protocols must be implemented to improve the protection of the GPRS network from external 

threats. 

In 2000 the EDGE standard was developed. Features of GPRS were improved by increasing 

the support of reliability and enabling a higher transmission rate (La Polla et al., 2013). 

2.4.3. Universal Mobile Telecommunications System (UMTS) 

La Polla et al. (2013) state that UMTS represents the third generation (3G) on the cellular 

system. A transmission speed up to 2 Mbps is provided, which is higher than 2G and 2.5G. 

Simultaneously, circuit-switching connections and packet-switching connections are 

supported. Numerous services and different classes of service, such as conversational, 

interactive, background and streaming can be exploited by users. 
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Paganini (2012) states that 3G has greater security than 2G because of the mutual 

authentication that is allowed between terminals and networks. Mobile devices will be able to 

play the same role as computers because of the evolution of the 3G network. This increases 

the threat to our mobile devices, because attackers will be able to penetrate them in the 

same way they got access to PCs. Users of mobile devices using 3G networks are not 

aware of all the treats that this network brings to their devices and operators need to 

upgrade the security thereof and define new security solutions at different levels.  

According to Paganini (2012), the ETSI TS 121 133 specification classifies 3G threats as 

follows: 

 Violation of confidentiality 

The attacker has no authorised access to the sensitive data. The following attacks can be 

seen as a violation of confidentiality: 

 Eavesdropping: This is when a message is intercepted by an intruder without any 

detection. 

 Masquerading: A user is hoaxed by an intruder to believe that a system is 

legitimate to get access to the user’s personal private information. Masquerading 

can also be when the system is being hoaxed by the intruder to believe that the 

intruder is an authorised user. 

 Traffic analysis: The time, rate, length, source and destination of messages are 

observed by the intruder to know where the user’s location is and to learn 

whether or not an important transaction is taking place. 

 Browsing: Data storage is searched by the intruder for private information. 

 Leakage: Sensitive information is obtained by the intruder by exploiting 

processes with valid access to the information. 

 Inference: The intruder gets a response from the system by sending signals and 

queries to the system. 

 

 Violation of integrity 

Sensitive data is being manipulated illegally. Messages can be manipulated by modifying the 

message, inserted, replayed or deleted by the intruder. 
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 Reduce availability or lead to DOS 

The network services are disturbed and being misused. The following attacks are used to do 

this: 

 Intervention: The intruder jams the traffic, signal or control data, which prevent an 

authorised user from using the service. 

 Resource exhaustion: The intruder overloads the service, which prevents the 

authorised user from using it. 

 Misuse of privileges: A user exploits his/her privileges to keep access to 

unauthorised services or information. 

 Abuse of services: The intruder causes disruption in the network by abusing 

special services. 

 

 Repudiation 

Actions that occurred are being denied by a user or the network. 

 Unauthorised access to services 

Access can be gained to services when intruders masquerade as users or network entities 

or they misuse their access rights.  

2.4.4. Long Term Evolution (LTE) 

The fourth generation (4G) of wireless communication technology is developed to support 

broadband performance and allow voice and video applications. The technologies and 

standards for 4G will allow noteworthy increase in data rates when comparing them to the 

previous generations of wireless technologies (Seddigh et al., 2010).  

LTE and Worldwide interoperability for Microwave Access (Wimax) are the two technologies 

identified to achieve the objectives of 4G. This decision was made because of these two 

technologies’ high speed capability, their strong quality of service and their offer a wider 

coverage. The biggest difference between 4G and the previous technologies is that the 

wireless network of 4G operates completely on the IP protocol and architecture. This is what 

brought about the similarity between LTE and Wimax. There are aspects, such as the 

network architecture and security that differ between these technologies (Chukwu, 2013). In 

this chapter security aspects of LTE will be looked at. 
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 Chukwu (2013) states that security is a very important issue for 4G and the security 

requirements are as follows: 

 Users who want to use the network must be authenticated 

 The device that must be connected to the network must be authenticated 

Security credentials, namely identity, certificates, usernames and passwords are required for 

authentication to meet the security requirements named above.  

Security of wireless communication technology has evolved as new generations were 

introduced. In 1G, hackers could get access to a conversation over the network and also 

gain full access to the network. In 2G, the authentication algorithms were not that effective. 

The master security key could be shown with limited interaction with the SIM card. In 3G, a 

two-way process was used for the authentication mechanism. Encryption and integrity keys 

were used by the mobile users and the network to improve security. With the transition to 

LTE further improvements were developed. The attackers have little to no opportunity to 

steal identities and a temporary ID is used on the SIM card. 4G security is also strengthened 

by adding secure signalling between the user equipment (UE) and the mobile management 

entity (MME) (Chukwu, 2013). 

There are already various security issues for LTE. These issues can be divided into physical 

layer security issues and media access control (MAC) layer security issues (Seddigh et al., 

2010): 

 Physical layer security issues 

At the physical layer, LTE is subject to two security vulnerabilities namely interference and 

scrambling attacks. A communication system can stop working if there is a high signal to 

noise ratio. This can be done by inserting a self-developed interference onto a medium. The 

two types of interference that can be carried out are noise, which can be done by using 

White Gaussian Noise (WGN) and multi-carrier, which can be done if the attacker can 

identify carriers used by the system and then inserts a narrowband signal onto the carriers. 

Interference attacks are easy to carry out because equipment and knowledge are generally 

available. To detect inference, radio spectrum monitoring equipment can be used. This 

allows the interference source to be traced. 

Scrambling is a form of interference that is activated for a short space of time. It targets 

specific frames or part of frames. The attacker targets the management or control 

information of a user and then the service of a certain user is disrupted. For the attack to be 

successful specific frames and timeslots must be identified. This implies that a scrambling 
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attack is not as easy to implement as an interference attack. Attacks of this kind are also 

difficult to perform on an LTE network because the control signals and user data are 

encrypted. 

 MAC layer security issues 

Although there are enhancements that increase the security of LTE, potential security issues 

must still be identified. The major security issues are location tracking, bandwidth theft, 

security issues due to open architecture and denial of service attacks. 

2.4.5. Summary 

Wireless communication technology ranges from GSM to LTE. All these networks play a 

major role in the security of mobile devices. Gardezi (2006) gives a summary of the most 

popular security issues in cellular networks: 

 Authentication 

There are many subscribers to a cellular network. All subscribers must be authenticated to 

ensure that the right users are using the network. Because UMTS allows people to 

communicate from anywhere in the world, cross region and cross provider authentication 

becomes a bigger problem regarding authentication to a network.  

 Integrity 

It is necessary that the data that is transferred through chats, SMS and file transfers arrive 

without any modifications. 

 Confidentiality 

Information must be transmitted through a secure channel because of the increase in the 

use of mobile devices for sensitive information. 

 Access control 

Mobile devices may contain files that are for restricted use only. Some sort of role based 

access control is therefore necessary. 

 Operating systems in mobile devices 

Mobile devices have some of the same or even more features than a PC. They also consist 

of fully-fledged operating systems. Problems can arise in the operating system and that can 

lead to open security holes that can be exploited by attackers. 
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 Web services 

Functionality is provided accessible through the web using the HTTP Protocol. This makes 

mobile devices a big target for attackers because of security issues, such as viruses, DoS 

attacks, buffer overflows, etc. 

 Location detection 

Because of the privacy of a user the location of the mobile device needs to be kept hidden. 

The problem is now that because of IP-based networks the user is linked with an access 

point whereby the user’s location might be compromised.  

 Viruses and malware 

Mobile devices now consist of features and functionalities that were always only available in 

large systems. This enables viruses and malware to attack mobile devices as well. If a 

device is affected is can also be used to attack the cellular network infrastructure by being 

part of a DoS attack. 

 Downloaded content 

Using a cellular network, spyware and adware can be downloaded to evolve into security 

issues. The cellular network can also be used to download unauthorized copies of music, 

videos, games, etc. 

 Device security 

If a mobile device is lost or stolen there must be protection against unauthorized use to 

protect private or sensitive information, such as email, contact numbers, documents, etc. 

There are many attacks that leave the infrastructure of a mobile device vulnerable due to the 

enormous architecture of a cellular network (Gardezi, 2006): 

 Denial of Service (DoS) 

DoS can break an entire network’s infrastructure. The network receives more data than it 

can handle and this results in users not being able to access network resources. 

 Distributed Denial of Service (DDoS) 

It is difficult to send many DoS attacks from one host. A number of hosts are used to send 

DoS attacks. 
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 Channel Jamming 

The wireless channel is jammed by attackers and this causes that there is no access to all 

authorized users in the network. 

 Unauthorized Access 

An attacker can gain access to a network if there is no proper method of authentication. 

Services for which he/she is not authorised can then be used by the attacker.  

 Eavesdropping 

An attacker can eavesdrop and intercept private communication, for instance confidential 

calls and private documents if the traffic on the wireless link is not encrypted. 

 Message Forgery 

Messages can be intercepted and the content of the messages can be changed without the 

user being aware of it if the communication channel is not secure. 

 Message Replay 

An attacker can still intercept an encrypted message even if there is a secure 

communication channel. The message can still be replayed back at a later time and this can 

result in the user not being aware that the packet he/she received is not the correct one. 

 Man in the Middle Attack 

If an attacker is between a mobile device and an access station he/she can intercept the 

messages between them and change them. 

 Session Hijacking  

A session that is already established can be hijacked by an attacker who can continue the 

session as a legitimate base session.  

These sections have described wireless technology in communication and possible security 

issues. The next section presents networking technology of mobile devices. 

2.5. Networking technology 

Networking technology has become very popular over recent years, especially in the mobile 

industry where the devices can be linked together through wireless distribution methods and 

users can move around in the coverage area without losing the connection to the network 

(La Polla et al., 2013). In this section the following networking technologies namely Bluetooth 
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and Wireless Local Area Network (WLAN) will be discussed along with the security 

implications they pose. 

2.5.1. Bluetooth 

La Polla et al. (2013) describes Bluetooth as where data is exchanged through short 

wavelength radio transmissions over a short area. Bluetooth provides communication 

between devices to enable less consumption, let communication take place over a short 

range and let the production costs be less. Bluetooth is divided into three different classes 

that are determined by the power consumption and the communication distance: 

 Class 1 – Power: 20 dBm, Distance: 100m 

 Class 2 – Power: 4   dBm, Distance: 10m 

 Class 1 – Power: 0   dBm, Distance: 1m 

Jennings (n.d.) explains that there are different mobile security threats whereby Bluetooth 

makes the device vulnerable. Together with the threats that are discussed, a possible way to 

combat these threats is also provided: 

 Eavesdropping – With Bluetooth wireless communication takes place. On Bluetooth 

encryption is used that is supposed to stop attackers listening in to your data or voice 

calls. The reason why eavesdropping can still take place is because older devices 

use versions of Bluetooth protocol that still have security issues in them, for example 

the encryption is not up to date. To combat this threat, devices that are using the 

older versions must be banned. 

 Denial of Service – Attackers can crash the devices, stop the device from receiving 

voice calls and also drain the battery. The solution to this threat is to switch off your 

Bluetooth when not needed. 

 The range of Bluetooth is greater than you think. An attacker can easily get into your 

range and then obtain the information on your mobile device. 

For a device using Bluetooth, there are many vulnerabilities and attacks that exist and can 

be launched on the device. Tvrz and Coetzee (2010) describe the following risks: 

 The physical layer is vulnerable to physical-based attacks and the Bluetooth device 

can be manipulated. 

 Bluetooth-device addresses and manufacturer information can be anonymously 

discovered by performing inquiry scans. When a device is set on discoverable it can 

have an influence on the Bluetooth-based attack. 
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 Authentication information can be obtained with eavesdropping and brute force 

attacks. Encryption in Bluetooth only encrypts the packet payload. The packet 

header and access code are not encrypted. 

 

2.5.2. WLAN (Wireless Local Area Network) 

IEEE 802.11 is part of the family of standards for WLAN. It is one of the most popular 

networking technologies in the mobile environment. It includes several protocols for 

communicating at different frequencies. The standards can be used in infrastructure mode 

where a device plays the role as the referee, which regulates the access to the network and 

coordinates the devices that are part of the network. There is also a non-infrastructure mode 

where there is no referee and devices monitor the spectrum to gain access to the network. 

The most popular protocols in this standard are 802.11b and 802.11g protocols (La Polla et 

al., 2013).  

There are different wireless attacks that can be launched against mobile devices. Most of 

them target personal and sensitive information. Eavesdropping is mostly used on a wireless 

network to get access to usernames and passwords. Other wireless attacks are launched to 

abuse the unique hardware authentication to track of the profile of the user of the mobile 

device (La Polla et al., 2013). 

2.6. Security of mobile devices used in the business 

Mobile working has become increasingly popular in recent years. According to BusinessWire 

(2012), the International Data Corporation (IDC) predicts that the world’s mobile worker 

population will be around about 1.3 billion in 2015. This is 37.2% of the total workforce.  

As pointed out by Fitzgerald (2009), mobile working helps workforces to be more flexible and 

efficient and boosts the morale of workers. Another advantage of mobile working is that it 

helps businesses to have a competitive advantage because partners and consultants have 

access to the network and data.  

2.6.1. Security concerns 

Mobile working also has a negative effect. Fitzgerald (2009) explains that a big problem is 

that mobile devices go missing or are stolen. This can cause considerable damage to a 

business because with mobile working more data are stored on the devices. For a business 

to remain competitive, mobile working must be adapted and this means extra work for the 

business as it must have more control over the data and mobile device itself. Threats to 

mobile devices are not only the commonly known viruses, which can easily be detected. 
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Rogue and malicious applications are developed to cause harm to a business and can lead 

to significant revenue loss. One of the biggest threats to which businesses are exposed is 

when insiders or individuals who are trusted have access to the corporate network. 

Therefore encryption alone is not effective enough as the insider has the password to 

decrypt the information.  

Other security concerns for businesses are malware attacks. Malware has become a big 

problem not only for users but also for businesses, especially when a user’s private device is 

used for mobile working as well. Harris and Patten (2013) state that SMS messaging was 

one of the top forms of malware in 2013. Messages are sent in the background without the 

knowledge of the user. This can have a large financial impact if the business is not aware of 

it. Fake applications are a major problem that can cause harm to a business. Some of these 

applications can intercept banking transactions and also get financial information. 

Harris and Patten (2013) explain that jailbreaking and rooting are also problems to 

businesses. Jailbreaking is used by Apple devices. It is a process that removes the 

restrictions of the platform, thereby giving users administrative control and the ability to 

install applications from any app store. Rooting can be regarded as a similar process to 

jailbreaking but only for the Android platform. These two processes can be seen as updating 

from a guest account to an administrator account on a PC. The user now has the freedom to 

choose what to do and is not restricted any more. Devices that are jailbroken and rooted 

pose a big threat to organizations as there is a bigger chance for malware to attack and gain 

escalated privileges. 

Connecting to corporate networks and the internet with a mobile device in organizations 

typically occurs through a mobile broadband network or Wi-Fi. Wi-Fi is the most commonly 

used. Users need to be aware of the Wi-Fi security protocols and the risks there are. 

Although encryption passwords or passphrases are used, they are very vulnerable. Security 

experts warn against the vulnerabilities of Wi-Fi and recommend businesses to rather use 

wired connections. If Wi-Fi is used it is important that a strong password is used and good 

security features are in place. 

2.6.2. Security recommendations 

Different security features need to be in place to protect sensitive information in a business. 

Some of the tasks that must be carried out are (Fitzgerald, 2009) 

 keep track of the files that are being accessed; 

 who, when and what company materials are downloaded from the network; and 

 managing the access to the company by third party users via mobile devices. 
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Along with the tasks that must be carried out there are a few weapons to combat mobile 

security threats within a business (Fitzgerald, 2009): 

 Ensure that the software of a Virtual Private Network (VPN) and authentication is 

correctly configured is a way to address lost or stolen mobile devices. 

 Make sure that there are security policies in place. 

In a study done by Goode (2010), 96% of the respondents who took part in a survey stated 

that they have a documented security policy in place in their business. It is good to see that 

security policies are in place at different organizations. What is rather worrying is that only 

46% of the respondents stated that there is not a specified documented security policy 

regarding mobile devices. One problem that is encountered in many businesses is that they 

allow employees to use their own mobile devices for business use. This makes it difficult to 

manage the information security threat. It is difficult for the information security department 

to enforce the mobile security policy and technical controls on a private mobile device. 

 To mitigate security threats a network level security solution must be deployed to 

protect the infrastructure of the business.  

 Businesses must keep sensitive information on mobile devices safe to make sure 

that the data is not compromised. It is the business’s responsibility to manage and 

control security on the user’s mobile device.  

In the study done by Harris and Patten (2013) recommendations are made to businesses 

regarding the device, the user and management when it comes to mobile device security in 

the business. 

Device-orientated recommendations: 

 Do not allow users to jailbreak or root their mobile devices. 

 Enable passphrase protection on mobile devices. 

 Enable self-lock on devices after a period of inactivity. 

 Update operating systems when updates are available. Known vulnerabilities are 

then fixed. 

 Encrypt the data on the devices. 

User-orientated recommendations: 

 Install anti-virus software on mobile devices (Android). 

 Install software to make backups of the data on the device. 

 Install software to wipe all data if the mobile device is lost or stolen. 

 Do not store usernames and passwords on mobile devices. 
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 Do not download apps from links or websites. 

 Look out for apps that request permission more than necessary. 

 Do not download apps from untrustworthy third-party markets. 

Management-orientated recommendations: 

 Make us of strong passwords. 

 Use wired connections or Virtual Private Networks (VPN) rather than Wi-Fi 

connections. 

 Have a mobile device security policy in place. 

 Educate and train the employees who make use of mobile working. 

It can be seen from the above that mobile device security plays a big role in the business 

arena. The next section discusses the awareness of users regarding mobile device security. 

2.7. Users’ awareness of mobile device security 

Awareness of mobile device security can be described as the knowledge, attitude and 

behaviour that users apply to the security when using their mobile devices (Allam et al., 

2014). Security awareness programmes are implemented to raise the awareness level of 

users to a specific risk area. No specific outcomes are guaranteed when there is better 

understanding of the risks associated with a specific area. According to Kruger and Kearney 

(2006), there are three factors, which should result when the awareness levels are 

addressed, namely 

 Knowledge: what the users know, 

 Attitude: what the users think, 

 Behaviour: what the users do. 

These factors are addressed in awareness programmes in the expectation that the security 

risk will be reduced. 

2.7.1. Security awareness in mobile device platforms 

Applications for mobile devices are available to users from different app repositories or app 

market places. The app repositories can be official such as Apple’s App Store and Google’s 

Play Store or unofficial, such as Amazon App Store for Android. There are security models in 

place for the different smartphone platforms, which provide different options with respect to 

the permitted source of the application. The strictness of the app vetting controls in the 

different repositories ranges from relaxed app submissions to strictly controlled app 

submissions. Even though there are strict and centralized security models of different 
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platforms in place, there are always choices left to the users that must be made. These 

choices can be to give the app authorized access to some protected resources or the user 

has the choice to infer if an app may impair his/her security and privacy (Mylonas, 2013). Al 

Hadadi et al. (2013) state that the apps, especially games in iOS and Android, can obtain 

access to users’ contacts and private information. According to the Apphority report of  July 

2012, 96% of iOS apps and 84% of Android apps can collect private user information, such 

as contacts and location on the mobile devices. 

Jones et al. (2014) did a literature review on the awareness of mobile device security of 

students and had the following findings: 

 Third-party applications are downloaded on mobile devices by users from centralized 

application delivery architectures, which increase the risk of a security breach. The 

app repositories can now be breached by the attackers. 

 There are college students who are aware of the security issues and the students 

know that they must act securely when using their mobile devices, but they do not 

actively participate in applying security precautions. 

 Students are familiar with security practices but do not implement them all. 

 Students are negligent when it comes to mobile device security and men are more 

eager to get involved in risky behaviour than women. 

In the survey conducted by Jones et al. (2014) the following stood out regarding the 

awareness of students of mobile device security: 

 Most of the respondents felt that a password is important on a mobile device and 

updates must be installed on a regular basis in order to be more secure. 

 A security vulnerability is created when users do not log out of their email or social 

network applications. Confidential information can be collected if the device is 

hacked. Most respondents do not log out of their accounts when they are finished on 

these applications. 

 More than half of the respondents act securely when opening links to web sites or 

multimedia from unknown sources. 

 Almost half of the respondents would not download an app that asks for access to 

their contact list and personal information if they do not know if the app is secure. 

 It was seen in the study that the respondents who use their devices for financial 

purposes are more security aware than those who do not. They are also more likely 

to store pins and account numbers on their devices. 
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 The participants in the study who were seen to be more aware were likely to use 

passwords to protect their devices, disconnect from email and social networking 

when finished, have an anti-virus program installed and working on their devices and 

not to download apps from unreliable sources. 

According to a study done by Ophoff and Robinson (2014), almost all the respondents who 

use iOS and Symbian trusted the app repositories. In a study done by Mylonas et al. (2013), 

it was found that most users believe that apps that are downloaded from different app 

repositories are secure. It is seen that this assumption is incorrect according to Mylonas et 

al. (2011) where it is stated that the security controls used by app repositories are not used 

in all of them. Anderson et al. (2010) also support this by stating that all malicious 

applications cannot be filtered by application testing. Users are also not aware of the 

application testing to test for malicious behaviour that occurs in the app repositories. Ophoff 

and Robinson (2014) state that two thirds of the respondents are not aware whether or not 

the apps in the repositories have been through security testing. Mylonas et al.  (2013) state 

that this indicates that the users trust the app repositories even though they are not sure 

whether app testing occurs or not.  

Repetitive warning messages are ignored by users when downloading or using apps. 

Ignoring these messages occurs especially when a user is attempting to fulfil a task (Motiee 

et al., 2010). According to Böhme and Köpsell (2010), less attention is paid to consequent 

warning messages by users when the warnings resemble an End-User Licence Agreement 

(EULA). In the study done by Mylonas et al. (2013), it was found that users pay more 

attention to security messages than agreement messages. Al Hadadi et al. (2013) found that 

more than half of the respondents in the study done did not know how to follow safe usage 

instructions and were not aware of the problems regarding mobile device security and best 

practices for security. 

The findings in the study by Mylonas et al. (2013) suggest there is a poor adoption of 

security controls by mobile device users. These security controls include physical controls, 

such as device passwords, lock and third-party security controls software, such as anti-virus 

programs. The adoption rate of physical controls is poor. Most users use a device password 

lock but controls, such as encryption, remote data wipe and remote device locator are not 

regularly used. Users feel that the security software on mobile devices is not essential. This 

feeling can be based on the drainage of the battery by the software and slowing down the 

performance of the mobile devices. When looking at third-party security software, it can be 

seen that more users install this type of software on their PCs but not on their mobile 

devices. This indicates that the users are not aware that security threats on mobile devices 
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are as dangerous as on PCs. Similar results are shown in the study done by Ophoff and 

Robinson (2014). Only 27% of the respondents use mobile device security software 

compared to 97% who use PC security software. The study also showed that only half of the 

users who believe that security software is essential use security software on their devices. 

Ophoff and Robinson (2014) compared their findings with those of Mylonas et al.  (2013) and 

the following findings stood out: 

 Users can be left vulnerable because they put their trust in app repositories and 

believe that the repositories are secure. 

 Users who believe they have expertise on an IT level and those who have 

undergone information security courses have a more deterministic view on 

application testing and this affects their trust of the app repositories. 

 Not much attention is paid to privacy and security when applications are installed on 

mobile devices by users, although they are aware of malicious applications. 

It is seen in this section that users need to be made more aware of mobile device security to 

ensure that they are safe. 

2.8. Summary 

From the above discussions in this chapter it can be stated that currently mobile device 

security plays an important role in our daily lives and how we go about operating our mobile 

devices. Because mobile devices are becoming as strong as PCs it is important to apply the 

same security principles on the device as with the PCs. Malware is becoming the biggest 

threat to our mobile devices. It is therefore important that a mobile device is up to date and 

protected against any malware attack that can occur. The communication and networking 

technologies are mediums that are attacked. Mobile devices are becoming more popular in 

the work place and therefore it is important that all devices used in business are up to date 

and protected and that the right policies are in place. Lastly, the aspect of awareness of 

users regarding mobile device security was discussed. It can be seen that users are aware 

that they need to be secure, but some of them do not apply the security practices or are not 

aware of the security that needs to be in place. Therefore users must be made more aware 

of mobile device security.  

The next chapter presents the research methodology for this study along with the empirical 

study that was done and the results obtained. 
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3. Research design, empirical study and results 

This chapter presents the research methodology used in this study, the empirical study that 

was done and a discussion of the results obtained from the study. 

3.1. Research design: Positivistic paradigm 

According to Myers (1997), positivistic studies attempt to test theory and to increase the 

predictive understanding of phenomena. Information Systems research is classified as 

positivistic if there is evidence of formal propositions, quantifiable measures of variables, 

hypothesis testing and the drawing of inferences about a phenomenon from the sample to a 

stated population. 

Krauss (2005) states that positivism predominates in science and that the data and analysis 

are “value-free”. Data do not change because they are observed. There are various 

definitions of positivism where the following are highlighted: 

 There is only one experience, all the abstractions have to be rejected. 

 Words, generalization and abstractions are linguistic phenomena. It do not give new 

insight into the world. 

 There is a separation from facts and values. 

 

3.1.1. Characteristics 

According to Mack (2010), the purpose of research in the positivistic paradigm is to prove 

whether a hypothesis is correct or not. Other characteristics include putting the emphasis on 

the scientific method, doing statistical analysis and generalizing the findings. A control and 

an experimental group is included, as well as a pre- and post-test method. 

The philosophical paradigm (positivism) underlies the scientific method. The scientific 

method uses other research strategies apart from experiments, such as surveys. The 

characteristics of those who work in the positivist paradigm are as follows (Oates, 2006): 

 The world exists independently from humans – two different worlds exist, namely the 

physical and the social. It is not just in our minds. 

 Measurement and modelling - The world is discovered by the researcher. This is 

done by making observations and measurements and producing models, such as 

hypotheses and theories of how it works. Therefore there is a correspondence 

between the model of the researcher and the features of interest in the world. Each 

aspect of the world will have a model or explanation. 
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 Objectivity – When research is done, the researcher is neutral and objective. The 

facts that are discovered are independent from the researcher’s beliefs and personal 

values. 

 Hypothesis testing – To confirm or disprove research that is done, empirical testing of 

theories and hypotheses is done. 

 Quantitative data analysis – Mathematical modelling, proofs and statistical analysis 

are the preferred method of analysis done on research. When using mathematics to 

do analysis it provides a logical, objective means of analysing observations and 

results. 

 Universal laws – Generalizations are commonly used in research. Universal laws, 

patterns or irrefutable facts can be shown true regardless of the researcher and the 

occasion. 

In the light of the above discussions, this paradigm is appropriate for this study. 

Measurement is done; the research needs to be the objective and quantitative data analysis 

is carried out. 

3.1.2. Research strategies 

Research methods for the positivist paradigm include surveys, experiments and design and 

create. 

Surveys 

As stated by Jansen (2010), in the modern day surveys are used to measure the 

characteristics of the population. The idea of a survey is that similar kinds of data from a 

large group are obtained in a standardized and systematic way. Pattern recognition is then 

used to generalize to a larger population. Other data generation methods, such as 

interviews, observations and documents are also possible for surveys. Surveys are mostly 

associated with the positivistic paradigm because of the pattern recognitions and 

generalization. In the Information Systems field surveys are quite commonly used (Oates, 

2006). 

 

When it is decided that a survey will be used as the research method the first important step 

is the planning and design of the survey. Firstly, it is the data requirements that get attention. 

The type of data you want to generate needs to be decided on. This can be directly aimed at 

the research, such as the topics or indirectly such as the demographic data of the 

respondents. Next is the data generation method. This is usually done via questionnaires but 

can also be done through other data generation methods as named previously. One method 
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is chosen most of the time. After this you need to choose the sampling frame that will be 

used. It is a list or collection of the whole population of people that could be included in the 

survey. Examples are telephone directories or attendance registers. When the sampling 

frame is chosen a sampling technique is chosen. A sampling technique is how you will 

choose the people from the sampling frame. It can be probability or non-probability sampling. 

Probability sampling could be random, systematic, stratified and cluster sampling. Non-

probability sampling could be purposive, snowball, self-selection and convenience sampling. 

Next you will have to look at the response rate and the non-responses. A strategy needs to 

be developed to make sure you receive enough responses. A decision also needs to be 

made on the final sample size with which you want to work (Oates, 2006). 

As technology evolved, the Internet offered researchers the possibility of obtaining surveys 

from more people across the globe. For instance, questionnaires can be emailed to people 

or people can visit a web site and fill in a questionnaire.  

Cherry (n.d.) states that surveys comprise various advantages and disadvantages. 

Advantages are that researchers can collect a large quantity of data in a short time, it is less 

expensive than other data collection techniques, it can be administered relatively easily and 

it can be used to collect information on a wide range of aspects. Disadvantages are that if it 

is not well constructed it can affect well-designed studies and answer choices on surveys 

might not be accurate on how persons feel or what their perceptions are. 

For this study using surveys would be appropriate because an electronic questionnaire can 

be developed to generate the data that are necessary for these research aims. 

Design and Creation (Oates, 2006) 

When the designing and creating approach is followed as a research method especially in IT 

development of new products, the new products are called artefacts. There are different 

types of artefact that can be developed in IT. These include Constructs that are the concepts 

or vocabulary used in the domain, Models that are the combination of constructs that help 

with the problem of understanding and solution development, Methods that guide the models 

produced and processes used to develop them and Instantiation that is a system that 

demonstrates the previous named types that can be implemented. 

Most often when research is done a combination of all these types is used. The research 

normally involves analysing, designing and developing the product. The products developed 

must, however, contribute to knowledge in one way or another. They can fulfil different, 

roles, such as being the main focus of the research, they can drive something else or they 

can be an end product where the focus is on the development process. The design and 
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create method can be the only method used or it can be just a part of the overall research 

methodology.  

There are issues that must be addressed when deciding on the design and create research 

method. It is usually a problem-solving approach that uses an iteration process that consists 

of the following steps: 

 Awareness – Recognise and articulate the problem by studying literature where 

authors try to identify future research areas or where a gap is seen in the literature. 

 Suggestion – State how the problem might be addressed. 

 Development – Implement the idea you have on how to address the problem. 

 Evaluation – Examine the artefact that is developed and do an assessment on it. 

 Conclusion – The results are consolidated and written up. Identify the knowledge 

gained and where there might be further work done and what limitations there were. 

It is also important to state how you worked through the stages of analysis, design, 

implementation and testing. This will then be the systems development methodology. 

After the artefact is developed it must be evaluated. Criteria for an artefact will be used to 

evaluate it, such as functionality, completeness, consistency, accuracy, performance, 

reliability, usability, etc. The criteria used depend on the reason why it was developed.  

Advantages of this method are that there is something you can show for your efforts, it 

appeals to people who enjoy technical and creative development work and it is normally 

expected, especially in the IT area. There are also disadvantages, such as that it can be 

risky if you do not have the technical skills and the challenge may be that the work is not 

merely normal design and creation. 

For this study, using design and creation to develop an application is appropriate because 

several of these aspects could be applied to the app developed in this study. 

 

Experiments (Oates, 2006) 

Experiments are used to prove or disprove the hypothesis that is stated. A research method 

based on experiments will have the following characteristics: 

 A precise and detailed observation of the outcomes and changes is made when 

factors are introduced or removed. 

 A process of observation or measurement of a factor is carried out when 

circumstances are manipulated and when something is tested again. 
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 Show when there is or is not a relationship between two factors. 

 Identify which factor is the cause. 

 There is an explanation of why something is caused by using the theory that was 

used to create the hypothesis. 

 Use the theory to predict the future events. 

 Repeating the experiments to be certain of the outcomes. 

When an experiment is designed the following needs to be kept in mind: 

 Hypothesis – An experiment is based on a hypothesis that is tested. It is a statement 

that has not yet been tested but after the experiments are done there will be clarity 

on whether or not the hypothesis is correct. It must be testable at all stages and it 

must be said whether it is possible to disprove the hypothesis. 

 Variables – It must be decided which of the variables in the experiment are 

dependent and which are independent. Dependent variables have more effect than 

independent variables. A dependent variable changes a result as a result of changes 

to the independent variables. 

 Controls – With an experiment we want to show that only one factor caused the 

change we observed. The researcher thus controls all the variables. This can be 

done all in one or in a sequence until only one factor remains. Different controls 

include eliminating a factor, holding it constant, randomly selecting objects or using 

control groups. 

When the experiment is done there are observations and measurements made. Typical 

things we would observe and measure are 

 the data of the project; 

 self-report responses; 

 the number of times a certain behaviour occurs; 

 the number of bugs in code piece; and 

 the time to complete a process. 

There is also internal and external validity. There is a good internal validity if the 

measurements that you get are due to the manipulations of independent variables and not 

any other factors. There is a good external validity if the results from the experiments are not 

unique to a certain set of circumstances but the results are generalizable. 
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There are different kinds of experimental design possible, such as one group, pre-test and 

post-test, static group comparisons, pre-test/post-test control groups and Solomon four-

group design. 

The experimental design was not appropriate for this study as there is no hypothesis testing 

involved. 

3.1.3. Data collection methods 

Questionnaires (Oates, 2006) 

Questionnaires are a predefined list of questions, which respondents are asked to answer. 

The questions need to be based on the literature that is studied. The questions that are 

asked can either be open-ended or closed. It is important to put the questions in a correct 

format, such as yes/no in a section and quantity questions in another. 

Evaluation of a questionnaire is done by performing a pre-test. Make sure the content 

included in the questionnaire is valid and reliable. Questionnaires are often more economical 

than other data generation methods. Pre-defined answers make the questionnaire easier to 

answer and analyse but can also cause frustration. 

This study made use of a questionnaire to gather data from the participants. This is 

discussed in section 3.2.2. 

Observations (Oates, 2006)  

When observing something you are watching it or paying attention to it. This is part of most 

what we do each day. Observations are used by researchers to determine what people 

really do rather than what they say. It can be used within many research strategies.  

Systematic observation is where you decide beforehand on what event you will be 

observing. A pre-designed schedule is used to note frequency and duration of observations. 

When doing systematic observations you do not have to do it alone, it can be done with 

other observers. 

It stands to reason that if you do observations of many people or events you are in effect 

doing a survey via observation. It is therefore important to decide on the kind of sample that 

will be used. Time sets are usually used, for instance one-hour periods.  

After the observations are done there is a need for analysis and interpretation of the results 

with reasons. Alternative explanations should be sought by the researcher. When there is 

more than one causable explanation one might have to do more research. 
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Kawulich (2005) states that observation methods are useful to researchers in a variety of 

ways. They provide researchers with ways to check for nonverbal expression of feelings, to 

determine who interacts with whom, to grasp how participants communicate with each other, 

and to check how much time is spent on various activities. Participant observation allows 

researchers to check definitions of terms that participants use in interviews, to observe 

events that informants may be unable or unwilling to share because doing so would be 

impolitic, impolite, or insensitive, and to observe situations informants have described in 

interviews, thereby making them aware of distortions or inaccuracies in descriptions 

provided by those informants. 

Participant observation involves the researcher's involvement in a variety of activities over 

an extended period of time that enables him/her to observe the cultural members in their 

daily lives and to participate in their activities to facilitate a better understanding of those 

behaviours and activities. The process of conducting this type of field work involves gaining 

entry into the community, selecting gatekeepers and key informants, participating in as many 

different activities as are allowable by the community members, clarifying one's findings 

through member checks, formal interviews, and informal conversations, and keeping 

organized, structured field notes to facilitate the development of a narrative that explains 

various cultural aspects to the reader. 

Observations were not used in this study as it was not applicable for what needed to be 

done to achieve the aims of this research. 

3.1.4. Data analysis methods 

For each of these data collection methods we can use statistical analysis to analyse the data 

for the research. 

Statistical Analysis (Oates, 2006) 

Statistical analysis is to use statistical techniques to offer universal means and criteria to 

evaluate the key points and to make generalized conclusions based on evidence. It helps to 

tell whether there are links between variables.  

The central tendency helps to describe where most of the values lie. To describe the central 

tendency the mean, median and mode can be used. The mean can be seen as the average 

of the data. It is the sum of all the values divided by the number of values. Nominal data 

cannot be used to determine the mean, only real numbers. When the mean is calculated, the 

outliers can also be identified. The median is the middle number of all the values when it is 

sorted. The highest, lowest and middle of the values can then be determined. We can then 

determine which of the data value lie to the one side of the data and which lie to the other. 
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The mode refers to the value that appears the most in the data set. Mode can be used on 

four types of data, namely nominal, ordinal, interval and ratio.  

Next we can describe how widespread the values in the data set are, how evenly spread 

they are or the dispersion of the data. To describe the distribution of the values we can 

determine the range, fractiles and the standard deviation. The range can tell us how far the 

highest value is from the lowest value. Extreme values here can influence the spread of the 

data. Fractiles help us to divide the values. The quartiles can be calculated by spreading the 

values into four as well as the percentiles of the values. Standard deviation is the most 

commonly used measure of distribution. The average variability in a set of scores is revealed 

here. It can be interpreted as the distance each value is from the median. A standard 

deviation of 0 tells us that there is no variability in the values. It is useful for telling us the 

distribution of the values. 

We might also want to see whether or not there is a relationship between the values for one 

variable or another or between different data sets. To determine the strength of any link or 

correlation between different variables the correlation coefficient is calculated. This can be 

determined by either using the Spearman rank correlation coefficient that works with normal 

data or the Pearson’s product moment correlation coeff icient that works with interval and 

ratio data. Statistical programs can be used to calculate them. The correlation value will be 

between -1 and 1. When the coefficient is positive it means that there is a positive 

relationship between the variables. A negative coefficient means that the relationship is 

negative and 0 means that there is no relationship. 

To know whether the relationship between two variables is true in order to make deductions 

there is a relationship we need to test for statistical significance. Making the assumption that 

there are no relationships we use the null hypothesis. Statistical tests of significance give a 

value that is the estimate of the likelihood. It is expressed as a probability. The null 

hypothesis stands (there is no relationship) if the likelihood is more than 0.05. This likelihood 

value is known as the p value. If it is less than 0.05 the connection between the variables is 

regarded as statistically significant. 

T-tests help us when we want to compare two sets of data to see if there is a significant 

difference between them. The null hypothesis would state that there is no significant 

difference between the means for the two groups. To see whether there is in fact a 

statistically significant difference we can use the independent group’s t-test. 

 

The next section discusses the empirical study of this research and presents results. 
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3.2. Empirical study and results 

As stated in section 1.2 one of the aims of this study is to assess mobile device security 

awareness. In order to assess the awareness of mobile device security of young people, a 

survey was conducted from middle February to the end of March 2015. This section 

discusses the design of the questionnaire, how the data were collected and the findings that 

were obtained by descriptive and interpretive statistics. 

3.2.1. Design of the questionnaire 

This section discusses how the measuring instrument was designed. The survey was 

conducted by using a questionnaire. The questionnaire was designed to assess young 

people’s mobile device security awareness levels. As discussed in Chapter 2, Kruger and 

Kearney (2006) mention that there are three factors, which should be evaluated when 

awareness levels are addressed namely 

 Knowledge: what the users know, 

 Attitude: what the users think, 

 Behaviour: what the users do. 

Based on these three factors, the questionnaire was developed. Firstly, some biographical 

questions were asked to obtain background information on the respondents. Secondly, to 

assess the awareness levels of the respondents, questions regarding knowledge, attitude 

and behaviour of mobile device security were asked. Lastly, there was an open-ended 

question asking for comments by the respondents that was analysed in an interpretive way. 

3.2.2. Data collection 

This section presents the data collection process. The questionnaire was developed in 

Google Forms. An email was sent out to participants with a link to the online questionnaire. 

Before the questionnaire went live a pre-test was done to make sure that the questions were 

understandable and clear. The pre-test was also done to ascertain whether the process of 

data collection and capturing worked smoothly. The target group of the study was young 

people attending a South African university. They will be in the workplace within the next few 

years. Therefore the emails were sent out to under- and postgraduates including students 

from all the faculties at the university. There were 217 responses that could be used in this 

study. 

To get a measurement of the internal consistency of the questionnaire, the Cronbach alpha 

coefficient was calculated. Tavakol and Dennick (2011:53) describe internal consistency as 

“the extent to which all the items in a test measure the same concept or construct and hence 
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it is connected to the inter-relatedness of the items within the test.” The Cronbach alpha 

coefficient for the questionnaire in respect of behaviour was 0.628, in respect of knowledge it 

was 0.750 and for the questionnaire in respect of attitude and opinion it was 0.763. Kilne 

(2000) states that a value of 0.8 is generally accepted for cognitive tests and a suitable cut-off 

point for ability tests is 0.7. A value below 0.7 can realistically be expected when dealing with 

psychological constructs because a diversity of constructs is being measured (Field, 2009). 

By looking at these figures it can concluded that the internal consistency is adequate for this 

study.  

3.2.3. Results from descriptive statistics 

The findings that were obtained by descriptive statistics are presented in this section. 

3.2.3.1. Demographics 

The survey was done among tertiary students therefore most of the participants’ ages are 

between 19 and 23. The majority of the respondents were under-graduates. The year of 

study of the respondents was evenly spread from first years to fourth years or further. Wide 

ranges of field of study of the respondents are also visible in the study. The proportion of 

male respondents was remarkably more than the proportion of female respondents. 

Respondents are mainly part of the white ethnic group and most of them have Afrikaans as 

their home language. This is as a result of the feeding area of the university having more 

white, Afrikaans speaking students. 

Table 3 presents a more detailed description of the respondents’ demographic data. 

 Response Frequency Percentage 

Year of study 

1st 24 11.1% 

2nd 91 41.9% 

3rd 42 19.4% 

4th or more 60 27.6% 

Level of qualification 

Undergraduate 176 81.1% 

Postgraduate 41 18.9% 

Field of study 

 

BSc 46 21.2% 

BCom 45 20.7% 
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Bing 37 17.1% 

BCur 2 0.9% 

BA 37 17.1% 

LLB 8 3.7% 

Bed 21 9.7% 

Other 21 9.7% 

Gender 

Male 132 60.8% 

Female 85 39.2% 

Home Language 

Afrikaans 188 86.6% 

English 6 2.8% 

IsiXhosa 5 2.3% 

IsiZulu 1 0.5% 

Sesotho 7 3.2% 

Setswana 8 3.7% 

Other 2 0.9% 

Ethnic group 

African 23 10.6% 

Coloured 8 3.7% 

Indian/Asian 4 1.8% 

White 179 82.5% 

Other 3 1.4% 

Table 3: Respondents’ demographics 
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The following paragraphs present the general questions that were asked on the use of 

mobile devices and indicate and interpret the results. 

 How long have you been using a smartphone 

In answer to the question of how long they have been using a smartphone the results 

indicate that the respondents in the study are very familiar with smartphones as 86.6% of 

them indicated that they had been using a smartphone for longer than five years up to the 

time of the survey.  

 Operating system being used 

Android is the most popular operating system (OS) on smartphones used by the participants 

in the study. The second highest OS that is used is iOS. Figure 2 indicates the use of the 

different smartphone operating systems.  

 Level of IT expertise 

Regarding the level of IT expertise the following was observed in the study. 45% of the 

participants felt that they have a novice to moderate level of IT expertise, while 55% felt that 

they had a good to excellent level of IT expertise. Figure 3 gives a more detailed graph 

regarding the level of IT expertise. 

 

Figure 2: Operating system on smartphone 
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Figure 3: Level of IT expertise 

3.2.3.2. Behaviour 

The following section presents the behaviour questions regarding mobile device security that 

were asked and then indicates and interprets the results for each aspect. 

 I often install new applications on my mobile device 

Asked if they often install new applications on their mobile devices the results indicate that it 

is indeed the case. 65% of the participants showed that they often install new applications, 

as indicated in Figure 4.   

 

Figure 4: I often install new applications on my mobile device 
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 I always read the licence agreements when installing a new application 

 I always read security messages when installing or using an application 

The problem relating to security that can be seen when applications are installed is that the 

users do not read the license agreements when installing the software. When a security 

message appears while installing or using the application, there is a slight increase of people 

reading the security message. Figure 5 shows the comparison of these two aspects. These 

results are similar to the study done by Motiee et al. (2010) where it was found that users do 

not read the warning messages. The comparisons are also comparable to a study conducted 

by Mylonas et al. (2013) in which it was also found that users pay more attention to security 

messages than agreement messages. 

 

Figure 5: Comparison of reading security messages vs. license agreements (%) 

 At least once a month I create backup copies of my phone’s data 

It is a concerning factor that backup copies are not made at least once a month by the 

respondents. The results indicate in Figure 6 that only 30.4% of them create backup copies 

at least once a month. This can be an indication that they are not aware of what important 

data is stored on their devices or they do not store important data on their mobile devices. 
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Figure 6: At least once a month I create backup copies of my phone’s data (%) 

 Personal data is stored on my mobile device 

 Business data is stored on my mobile device 

 I save my bank account or credit card number encrypted on my device  

Personal and business data are both kept on the users’ mobile devices. When asked if they 

store personal and other data on their devices only 26.7% disagreed that they store personal 

data on their devices and 42.7% disagreed that they store business data on their devices as 

shown in Figure 7. This can be problematic, because when there is an attack on a device 

both personal and business data can be intercepted and compromised if there are not 

adequate security measures. Mobile banking has become very popular and easy to use. 

Along with the mixing of personal and business data storage on the devices, it is perturbing 

as seen in Figure 8 that only 21.7% of the participants save their banking information 

encrypted on their mobile device.  
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Figure 7: Personal data vs. business data stored on mobile device (%) 

 

Figure 8: Banking information is saved encrypted on my mobile device (%) 

 Location services are turned on all the time on my mobile device 

When the location services are turned on on the mobile device, there can be a continuous 

tracking of the location of the user. A user therefore must be careful when enabling his/her 

location services. The question relating to the use of location services resulted in the 

following: From the results it is seen that there are mixed results as 27.2% indicated that their 

location services are on all of the time and 54.8% said their services are not on all the time. 
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Figure 9: Location services are turned on all the time on my mobile device (%) 

 Which of your devices are protected with security software 

Protecting a device with security software is a vital component nowadays. All devices need to 

be protected. When the users were asked about protection of their mobile devices in terms of 

security the results were as follows: It seems that some users think that only their PCs need 

protection. In Figure 10 it can be seen that 185 participants stated that their PCs are 

protected while 143 stated their mobile phones are protected with security software. 

However, only 60 of the participants indicated their tablets are protected. 

 

Figure 10: Devices protected with security software 
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 Which protection mechanisms do you use on your mobile device 

 When do you use a PIN or unlock technique on your device 

Protection mechanisms are important for the security of mobile devices. There is a good 

adoption rate of protection mechanisms by users as can be seen in Figure 11. One of the 

protection mechanisms is a lock or PIN. 68.2% of the respondents use this mechanism when 

their device is switched on, 51.2% use it when they want to get out of standby mode on their 

device and 25.3% use it to get access so certain apps as seen in Figure 12. The results here 

are equal to a study done by Jones et al. (2014) where it was clear that the users felt that a 

password is of high importance. 

 

Figure 11: Protection mechanisms used on mobile device 
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 How many mobile devices have you lost  

An interesting aspect to look at is the number of times a user has lost his/her mobile device. 

55.3% of the respondents have never lost a mobile device, 29% have lost one device, 8.3% 

have lost two mobile device and 7.4% have lost three or more devices. This shows that a 

device can easily get lost therefore backups must be made often and the user must make 

sure that important data is encrypted and not easily accessed by others. There are other 

protection mechanisms as well, such as phone tracking apps and delete information 

functions when a phone is lost or stolen. 

 How good do you think your behaviour level is regarding online and mobile device 

security 

When asked how good the respondents thought their behaviour level was regarding on-line 

and mobile device security it is clear that most respondents feel they have a moderate 

(28.6%) to good (44.7%) behaviour level indicated in Figure 13. One would like to see higher 

levels of secure behaviour in future. 

 

Figure 13: Behaviour level regarding online and mobile device security (%) 
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3.2.3.3. Attitude or opinion 

The following section presents the attitude or opinion questions regarding mobile device 

security that were asked and indicates and interprets the results for each question. 

 Security software is essential for mobile devices 

 Security controls must be enabled on mobile devices 

It can be seen from the results in Figure 14 that the respondents are aware that mobile 

devices need to be protected and that security software and security controls play a 

significant role in the protection of the devices. The results show a similar outcome regarding 

the essentiality of security controls and security software on mobile devices. 53.5% of the 

respondents agreed strongly and 24.9% agreed that security software is essential for mobile 

devices. 45.6% of the respondents agreed strongly and 34.1% agreed that security controls 

must be enabled on mobile devices. The study by Mylonas et al. (2013) shows that there is a 

poor adoption of security controls by users. 

 

   

Figure 14: Security software vs. security controls (%) 

 All the applications on the app store are secure to be installed on your device 

In Figure 15 it is seen that only 30.9% disagreed on the statement that all apps on the app 

store are secure to be installed on a mobile device. One must be careful in respect of which 

apps are installed on your device because an app can easily gain access to information on 

your device and cause malicious actions.  
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Figure 15: All apps are secure to be installed on mobile devices (%) 

 Mobile device security should increase  

 I would pay more money to get more security for my mobile device 

It can be seen in Figure 16 that the respondents are aware of the risks that exist if their 

mobile devices are not protected. 76% of the respondents feel that mobile device security 

should increase. There are already many software and protection mechanisms for mobile 

devices. The users must just turn it on or download it. Maybe a better option would be for 

mobile devices to come out with security mechanisms and software that is already turned on 

on the device once the user starts to use the phone. It can be seen in Figure 17 that 34.6% 

of the users are willing to pay to get more security on their mobile devices and 32.7% are not 

keen on paying for it. If better security for a mobile device comes with a price, the price for 

better security can possibly be incorporated in the price of the phone when the user buys the 

phone. 
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Figure 16: Mobile device security should increase (%) 

  

Figure 17: I would pay more money to get more security for my mobile device (%) 

 Mobile devices and PCs need the same level of security  

Because mobile devices now have the same features and can do similar tasks as PCs the 

protection of the devices also needs to be the same and in some cases needs to be even 

better. As seen in Figure 18, 65.4% of the participants in the survey agreed on the statement 

that mobile devices and PCs need the same level of security. It is interesting to see that 

there are, however, more than 15% who feel they neither agree nor disagree on this. 
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Figure 18: Mobile devices and PCs need the same level of security (%) 

 I am concerned about the protection of my data and privacy on my mobile devices  

It is positive to see in Figure 19 that only 20.7% of the respondents do not agree that they 

are concerned about the protection of their data and privacy on their mobile devices. This 

can either be that they feel that their mobile devices are fully protected and they act securely 

when using their devices or they are not worried about mobile device protection. 

 

Figure 19: Concerned about protection of data and privacy on mobile device (%) 
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When location services are turned on, it is possible for other people to get access to your 

location, which means that they can track you. The participants are aware that location 
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statement. An interesting result in Figure 20 is that 28.1% do not agree or disagree that 
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location services can harm their privacy. Their awareness should be raised regarding this 

aspect. 

 

Figure 20: Location services can harm my privacy (%) 

 What is your confidence in the security of your mobile device 

42.9% of the respondents have confidence in the security of their mobile devices and 3.7% 

are very confident. The rest are not confident at all, a bit worried or only slightly confident. 

Figure 21 presents a more detailed graph regarding the respondents’ confidence in the 

security of their mobile devices. It seems that users need to increase their knowledge of how 

to protect their mobile devices. 

  

Figure 21: Confidence in the security of mobile device (%) 
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3.2.3.4. Knowledge 

A good indicator of users’ security awareness is their knowledge regarding security 

terminology. The following section presents the knowledge questions regarding mobile 

device security that were asked and indicates and interprets the results. 

 What is a computer virus 

A virus is most often used to cause a malicious attack on a device. Therefore it is good to 

see that 88.9% of the respondents know what a computer virus is.  

 What is a computer worm  

Because a worm is used to get information of a user, it is important for the respondents to be 

aware of this type of attack that can be launched on a mobile device. Users must be made 

more aware of a worm and its consequences as only 47.5% of the respondents know what a 

worm is. 

 What is a Trojan horse  

A Trojan horse can cause harm to a device without the user being aware of it. A Trojan 

horse is software that looks as though it provides some functionality, but instead it holds a 

malicious program that causes harm. 71.4% of the participants knew what a Trojan horse 

actually is. 

 What is an anti-virus program 

95.9% of the participants know what an anti-virus program is. This is positive because it is 

one of the first security mechanisms that has to be be installed on a mobile device for it to 

operate securely. 

 What is a firewall  

A firewall is used to protect users because it blocks and allows traffic into a network based 

on a set of rules. 87.1% of the participants know what a firewall is. 

 What is encryption 

Encryption is a technique used to protect private information on a mobile device. The data is 

unreadable for outsiders if they get access to it. As this is a useful technique for users to use 

it is not good to see that only 63.6% know what encryption is. 

 What is spam  

Spam is very common nowadays. Almost each person with an email address has received 

spam. Therefore the result was expected that 88.5% of the participants know what spam is.   



 

 
60 

 

 What is phishing  

This is another method to obtain the private information of users. Phishing is done by 

sending out legitimate-looking emails to get hold of this information. Users must be made 

more aware of phishing as only 53.5 of the participants know what phishing is. 

 What is spyware 

Spyware is when information is gathered without the user or business being aware of it. This 

can have a negative effect on the party that is being attacked. 78.8% of the participants 

know what spyware is. 

 What is a strong password 

92.6% of the participants know what a strong password is. Passwords are commonly used 

and it is important for users to use a strong password because there are various ways for 

attackers to break a user’s password. A strong password can be a password that is 

designed in such a way that it is difficult for a person or computer to discover. 

Figure 22 is a summary of how many users knew the different security terms. 

 

Figure 22: Security terms answered correctly (%) 
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 What security threats do employee-owned devices pose by storing corporate data 

and accessing corporate networks? 

Users must be made more aware of the security threats that employee-owned devices pose 

when storing corporate data and accessing corporate networks as only 24% of the 

respondents know about all of the threats. 

 Which security vulnerabilities are possible on mobile devices  

There are various security vulnerabilities that are possible on mobile devices. The 

participants were aware of some of them, but only 43.3% were aware of all of the 

possibilities that were listed. 

 How good do you think your knowledge level about the protection of mobile devices 

is 

It can be seen in Figure 23 that the users’ knowledge levels regarding the protection of 

mobile devices can be improved as only 11.6% of them feel their knowledge level regarding 

this aspect is very good to excellent. 

 

Figure 23: Knowledge level about protection of mobile devices (%) 

The above descriptions gave an indication of the knowledge level of the participants 

regarding security terms and threats. The next section presents a summary of the previously 

discussed descriptive statistics. 
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3.2.3.5. Summary 

From the descriptive statistics the following main points stood out and the following 

recommendations can be made and guidelines can be given: 

Behaviour 

 The respondents often install new applications on their mobile devices. They should 

be made aware of the license agreements and be educated about reading the 

security messages when installing new apps. 

 The respondents indicated that they often mix personal and business/other data on 

their mobile devices. They should be educated about this matter and be trained to use 

encryption for certain types of data, e.g. financial and other categories of sensitive 

data. 

 There were mixed results regarding location services that are turned on all the time. 

The issue of active location services should be put into perspective to the young 

people so that they know when to use it and only when absolutely necessary. 

 Young people should be made aware of how to protect their mobile devices. It seems 

that their tablets are not as adequately protected as their PCs and smartphones. 

 Passwords and locks are the two most commonly installed protection mechanisms 

used on mobile devices. Specific protection mechanisms could be part of the 

educational efforts to teach young people the types of protection and how to install 

and update these mechanisms, such as encryption, anti-virus programs, etc.  

 Act with caution when downloading on-line content on the mobile device, thereby 

taking responsibility for own actions. 

Attitude or opinion 

 Respondents agree that security software is essential for mobile devices and that 

security controls must be enabled on mobile devices. They must be continuously 

informed about the essentiality of security software and controls on mobile devices in 

the future. 

 There are mixed opinions from the participants regarding the secureness of apps on 

mobile devices. There is definitely a need for an increase in mobile device security, 

but users have mixed feelings when it comes to payment for the security. A 

recommendation can be to include security software and mechanisms on a mobile 

device when it is bought. Security apps can be released with a light version with 
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certain security features, which are free and the full version with extra features for 

which the user has to pay. 

 Participants felt that mobile devices and PCs need the same level of security. They 

should now apply the same level of security to mobile devices as to PCs as mobile 

devices are starting to replace PCs. People must be made more aware of the 

implementation of security on mobile devices because they are aware of the threats 

to the devices. 

 The respondents are concerned about the protection of their data and privacy of the 

data. They therefore must apply security mechanisms, such as encryption, locks and 

back-ups.   

 A user’s privacy can be harmed when location services are turned on. It is therefore 

necessary that they do not keep this on all the time and that they know when and for 

what to turn the location services on. 

 Most participants are confident of the security of their mobile devices. No one can 

over protect their device. Users must make sure that they have the necessary 

security features enabled on their devices and that they stay up to date with all the 

security problems there are for mobile devices. 

Knowledge 

 The participants generally know the most common security terms, which is a good 

indication. Some of the terms that most of the respondents did not know and on 

which more attention can be focused were a computer worm, Trojan horse, 

encryption and phishing when referring to the questionnaire. 

 Users must be made more aware about all the threats and vulnerabilities regarding 

mobile device security. 

 More information must be made available to mobile device users when it comes to 

the protection and security of mobile devices. This can be done via educational 

programmes in schools and universities and also community initiatives. They can, for 

instance start a cyber-security awareness month. 

The above sections discussed the descriptive statistics from the study. The next section will 

discuss the interpretive statistics from the study. 
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3.2.4. Results from interpretive statistics  

The findings that were obtained by interpretive statistics are presented in this section. The 

Sig (2-tailed) value in the tables and interpretations is also known as the p-value. 

3.2.4.1. Behaviour 

 Gender 

A T-test was carried out to determine whether or not males and females gave different 

answers regarding their behaviour in respect of mobile device security. The results in Table 4 

showed that the mean score for male participants was 3.2159 and for female participants 

3.2294. There is thus a small difference. The Sig value for Levence’s test for equality of 

variances is 0.447. Thus we can assume equal variances. The Sig (2-tailed) value is 0.891, 

which means that the variability is the same for gender. The effect size is 0.02, which implies 

that there is no practical significant difference between males and females regarding their 

behaviour in respect of mobile device security. Thus males and females did not answer 

differently regarding behaviour. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Male 132 3.2159 0.68780 0.447 0.891 0.02 

Female 85 3.2294 0.73493 

Table 4: Behaviour T-test: Gender  

 Language 

Language was divided into two groups, namely Afrikaans and all the other languages. A T-

test was carried out to determine whether or not participants from different language groups 

show the same behaviour or not when it comes to mobile device security. The mean score for 

Afrikaans was 3.2906 and for other languages 2.7716 seen in Table 5. The Sig value of 0.430 

implied that we can assume equal variance. The Sig (2-tailed) value was 0.000, which 

showed that there was variability regarding the behaviour of Afrikaans participants and the 

participants from other different language groups. The effect size of 0.73 showed that there is 

a practical significant difference that supports the fact that there is a difference in the 

behaviour of the language groups.  

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Afrikaans 188 3.2906 0.67971 0.430 0.000 0.73 

Other 29 2.7716 0.71188 

Table 5: Behaviour T-test: Language 
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 Ethnic group 

Ethnic groups were divided into two groups namely White and all of the other groups. A T-test 

was carried out to determine whether or not participants from different ethnic groups show the 

same behaviour or not when it comes to mobile device security. The mean score for white 

participants was 3.2828 and for the other groups 2.9309. The Sig value of 0.609 implied that 

we can assume equal variance. The Sig (2-tailed) value was 0.005, which showed that there 

was variability regarding the behaviour of White participants and participants from other 

ethnic groups. The effect size of 0.49 in Table 6 showed that there is a practical visible 

difference. This again supports the variability in the behaviour of the different ethnic groups. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

White 179 3.2828 0.68738 0.609 0.005 0.49 

Other 38 2.9309 0.72346 

Table 6: Behaviour T-test: Ethnic group 

 Level of qualification 

Another T-test was carried out to determine if there were different responses from the under-

graduate and postgraduate students regarding their behaviour. Once again there was a small 

difference in the mean score, namely 3.2209 for undergraduates and 3.2226 for post-

graduates presented in Table 7. The Sig value was 0.781, which implied that we can assume 

equal variance. The Sig (2-tailed) value was 0.989, which showed again that the variability 

was the same for the different qualification levels. An effect size of 0.00 implies that there is 

no practical significant difference. The reason may be that almost everybody has been using 

a mobile device for a lengthy period up to this study as shown in the results where 188 

participants have been using mobile devices for five years or longer. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Under-

graduate 

176 3.2209 0.69472 0.781 0.989 0.00 

Post-

graduate 

41 3.2226 0.75649 

Table 7: Behaviour T-test: Level of qualification 
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 Field of study 

The participants were divided into two groups regarding their field of study, namely BSc and 

BEng versus the other study fields to compare their behaviour regarding mobile device 

security presented in Table 8. The mean score for BSc and BEng was 3.2364 and for the 

other study fields the mean score was 3.2118. The Sig value of 0.177 showed that we can 

assume equal variance. The Sig (2-tailed) value was 0.803. The effect size was 0.03, which 

shows that there is no practical significant difference. This implied that there was no 

difference between the participants of different study fields regarding their behaviour in 

respect of mobile device security. It can therefore be seen that the field of study of a user 

does not affect the behaviour of the user regarding mobile device security. This is contrary to 

what one would expect between the more technologically-orientated fields of study and other 

fields of study. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

BSc & 

BEng 

83 3.2364 0.64982 0.177 0.803 0.03 

Other 134 3.2118 0.73931 

Table 8: Behaviour T-test: Field of study 

 Level of IT expertise 

Participants had to rate their level of IT expertise. They were divided into two groups, namely 

novice and moderate versus other (good, very good and excellent). The behaviour of these 

two groups regarding mobile device security was compared in Table 9. The novice and 

moderate group had a mean score of 3.3546 and the other group had a mean score of 

3.1113. The Sig value was 0.996, which implied that we can assume equal variance. The Sig 

(2-tailed) value was 0.011. The effect size value of 0.34 showed that there is a practical 

visible difference between the two groups. This meant that the groups’ behaviour regarding 

mobile device security was different. Users with a higher level of IT expertise are expected to 

have a more secure behaviour when it comes to mobile device security as they are more 

aware of the negative consequences if they do not have secure behaviour. This is then 

shown with this test. 
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  N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Novice and 

Moderate 

98 3.3546 0.71045 0.996 0.011 0.34 

Other 119 3.1113 0.68403 

Table 9: Behaviour T-test: Level of IT expertise 

 How long have you been using a smartphone 

A T-test was carried out to determine if the behaviour of users using a smartphone for longer 

than five years was different from users using a smartphone for less than five years. The 

mean score for those who used it for longer than five years was 3.0345 and for those less 

than five years 3.2500. The Sig value was 0.391, which implied that we can assume equal 

variance. The Sig (2-tailed) value was 0.126, which implied that the two groups’ behaviour is 

the same regarding mobile device security. However, the effect size of 0.28 in Table 10 

showed that there was a small practical visible difference. This can be because of some of 

the users who have been using a smartphone for longer than five years behave more 

securely than the average user as they have more experience with a smartphone and have 

become more aware of some aspects. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Longer 

than five 

years 

188 3.0345 0.69375 0.391 0.126 0.28 

Less than 

five years 

29 3.2500 0.76027 

Table 10: Behaviour T-test: How long have you been using a smartphone 

3.2.4.2. Attitude or opinion 

 Gender 

A T-test was performed to determine if there was a difference in opinion regarding mobile 

device security between males and females. The mean score for males was 2.3451 and for 

females 2.3843. The Sig value was 0.298, which implied that we can assume equal 

variance. The Sig (2-tailed) value was 0.678 and the effect size 0.06. Therefore the attitude 

of the different genders is the same for mobile device security and the effect size also shows 

that there is no practical significant difference indicated in Table 11. The attitude of the 

genders therefore does not differ when it comes to mobile device security, because both 

genders use it for the same purposes and feel the same about its security. 
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 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Male 132 2.3451 0.65659 0.298 0.678 0.06 

Female 85 2.3843 0.71219 

Table 11: Attitude T-test: Gender 

 Language 

The same two groups for language were used for the attitude of mobile device security as for 

behaviour. The mean score for Afrikaans was 2.3824 and for the other languages it was 

2.2184. The Sig value of 0.265 as seen in Table 12 showed that we can assume equal 

variance. The Sig (2-tailed) value was 0.226, which implied that language did not have an 

effect on the attitude of users regarding mobile device security. The effect size of 0.24 

showed that there might be a small practical difference. No reason for this can, however, be 

given. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Afrikaans 188 2.3824 0.69262 0.265 0.226 0.24 

Other 29 2.2184 0.55989 

Table 12: Attitude T-test: Language 

 Ethnic group 

Ethnic groups were again divided into white and other ethnic groups to determine if these 

groups had the same attitude or not regarding mobile device security. The mean score for the 

white group was 2.3973 and for the other group the score was 2.1871. The Sig value of 0.169 

showed that we can assume equal variance. There was no difference in the attitude of mobile 

device security between the groups as shown in Table 13 by the Sig (2-tailed) value of 0.082. 

The effect size value of 0.30 showed that there is a practical visible difference in the attitude 

of the two groups. No reason for this can be stated. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

White 179 2.3973 0.69876 0.169 0.082 0.30 

Other 38 2.1871 0.54194 

Table 13: Attitude T-test: Ethnic group 
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 Level of qualification 

Another T-test was carried out to determine if there were different attitudes with regard to the 

undergraduate and postgraduate students. Once again there was a small difference in the 

mean score, namely 2.3889 for undergraduates and 2.2385 for postgraduates. The Sig value 

was 0.328, which implied that we can assume equal variance. The Sig (2-tailed) value was 

0.201, which showed that the attitudes regarding mobile device security was the same for the 

different qualification levels. An effect size of 0.22 implied that there is a small practical visible 

difference as seen in Table 14. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Under-

graduate 

176 2.3889 0.68894 0.328 0.201 0.22 

Post-

graduate 

41 2.2385 0.61942 

Table 14: Attitude T-test: Level of qualification 

 Field of study 

The field of study was again divided into two groups in respect of behaviour. The mean score 

for BSc and BEng was 2.4150 and for the other study fields 2.3267. The Sig value was 0.589, 

which implied that we can assume equal variance. The Sig (2-tailed) value was 0.352 and the 

effect size value was 0.12. From these values it can be seen that there was no practical 

significant difference between the two groups indicated in Table 15. The field of study does 

not have an effect on the attitude the user has when it comes to mobile device security. This 

is contrary to what was perhaps expected. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

BSc & 

BEng 

83 2.4150 0.72010 0.589 0.352 0.12 

Other 134 2.3267 0.65028 

Table 15: Attitude T-test: Field of study 

 Level of IT expertise 

Participants were again divided into two groups, namely novice and moderate versus other 

(good, very good and excellent). The attitude of these two groups regarding mobile device 

security was compared. The novice and moderate group had a mean score of 2.3628 and the 

other group had a mean score of 2.3585 shown in Table 16. The Sig value was 0.240, which 
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implied that we can assume equal variance. The Sig (2-tailed) value was 0.963. This showed 

that regardless of the level of IT expertise the attitude of the users regarding mobile device 

security is still the same. The effect size value of 0.01 also supported this statement as there 

is no practical significant difference between the two groups. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Novice and 

Moderate 

98 2.3628 0.62296 0.240 0.963 0.01 

Other 119 2.3585 0.72203 

Table 16: Attitude T-test: Level of IT expertise 

 How long have you been using a smartphone 

The attitude of users using a smartphone for longer than five years was compared with users 

using a smartphone for less than five years. The mean score for those who used it for longer 

than five years was 2.3670 and for those less than five years 2.3180 shown in Table 17. The 

Sig value was 0.797, which implied that we can assume equal variance. The Sig (2-tailed) 

value was 0.718, which implied that the two groups’ attitude is the same regarding mobile 

device security. The effect size value of 0.07 also showed that there was no practical 

significant difference.  

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Longer 

than five 

years 

188 2.3670 0.68819 0.797 0.718 0.07 

Less than 

five years 

29 2.3180 0.61343 

Table 17: Attitude T-test: How long have you been using a smartphone 

3.2.4.3. Knowledge 

 Gender 

A T-test was carried out to determine if there was a difference in the knowledge regarding 

mobile device security between males and females. The mean value for males was 7.8106 

and for females 7.4706. The Sig value of 0.978 showed that we can assume equal variance 

shown in Table 18. The Sig (2-tailed) value was 0.260 and the effect size 0.16. Therefore 

there was no practical significant difference between males and females and no difference 

regarding the knowledge of mobile device security of the two genders. 
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 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Male 132 7.8106 2.17948 0.978 0.260 0.16 

Female 85 7.4706 2.14691 

Table 18: Knowledge T-test: Gender 

 Language 

To determine if there is a difference in the knowledge between the Afrikaans and other 

language respondents a T-test was also carried out. Afrikaans had a mean of 7.8989 and the 

other group had a mean of 6.2414. The Sig value was 0.013, which showed that we cannot 

assume equal variance. The Sig (2-tailed) value was 0.003. This showed, along with the 

effect size of 0.62, that there is a difference in knowledge between the two language groups 

indicated in Table 19. No obvious reason can be stated for this. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Afrikaans 188 7.8989 1.99341 0.013 0.003 0.62 

Other 29 6.2414 2.69464 

Table 19: Knowledge T-test: Language 

 Ethnic group 

As in the case of language, a T-test was also done to determine if there is a difference in 

knowledge between ethnic groups. As with behaviour and attitude the same two groups were 

used. White participants had a mean of 7.9665 and the other group had a mean of 6.3158. 

The Sig value was 0.019, which showed that we cannot assume equal variance. The Sig (2-

tailed) value was again 0.000. This showed, along with the effect size of 0.625, that there is a 

difference in knowledge between the two ethnic groups indicated in Table 20. One probable 

reason for this can be that the white participants have more exposure to mobile devices and 

the security thereof. Therefore the security terms are better known by the one group of 

participants. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

White 179 7.9665 1.97142 0.019 0.000 0.65 

Other 38 6.3158 2.53735 

Table 20: Knowledge T-test: Ethnic group 
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 Level of qualification 

Another T-test was carried out to determine if there was a difference in the knowledge 

regarding mobile device security of undergraduates and postgraduates. The mean value for 

undergraduates was 7.6648 and for postgraduates 7.7317 shown in Table 21. The Sig value 

of 0.920 showed that we can assume equal variance. The Sig (2-tailed) value was 0.859 and 

effect size was 0.03. Therefore, there was no practical significant difference between under- 

and postgraduates and no difference regarding the knowledge of mobile device security. 

This is also contrary to what was possibly expected. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Under-

graduate 

176 7.6648 2.17941 0.920 0.859 0.03 

Post-

graduate 

41 7.7317 2.14505 

Table 21: Knowledge T-test: Level of qualification 

 Field of study 

The field of study was again divided into two groups as was the case for behaviour and 

attitude. The mean for BSc and BEng was 8.1446 and for the other study fields 7.3881. The 

Sig value was 0.143, which implied that we can assume equal variance. The Sig (2-tailed) 

value was 0.012 and the effect size value was 0.33. The Sig (2-tailed) value showed that 

knowledge in respect of the study fields does not differ. However, the effect size value shows 

that there is a practical visible difference between the groups shown in Table 23. This can be 

because some of the BSc and BEng respondents have somewhat more exposure to 

computers and technology therefore they have encountered more of the security terms than 

other study fields. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

BSc and 

BEng 

83 8.1446 1.93260 0.143 0.012 0.33 

Other 134 7.3881 2.26085 

Table 22: Knowledge T-test: Field of study 
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 Level of IT expertise 

The same two groups, namely novice and moderate versus other (good, very good and 

excellent) were used to compare the knowledge of the participants regarding mobile device 

security. The novice and moderate group had a mean of 7.1837 and the other group had a 

mean of 8.0840. The Sig value was 0.248, which implied we can assume equal variance. The 

Sig (2-tailed) value was 0.002 as shown in Table 23. This showed that there is a difference in 

knowledge between the two groups. The effect size value of 0.39 showed that there was a 

practical visible difference between the two groups. Users with a higher level of IT expertise 

will have a better knowledge of security aspects because they use their devices on a higher 

level and would encounter more security issues. 

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Novice and 

Moderate 

98 7.1837 2.30797 0.248 0.002 0.39 

Other 119 8.0840 1.96400 

Table 23: Knowledge T-test: Level of IT expertise 

 How long have you been using a smartphone 

The knowledge of users regarding mobile device security using a smartphone for longer than 

five years was compared with users using a smartphone for less than five years. The mean 

for those who used it for longer than five years was 7.8351 and for those less than five years 

6.6552 as seen in Table 24. The Sig value was 0.095, which implied that we can assume 

equal variance. The Sig (2-tailed) value was 0.006, which implied that the two groups’ 

knowledge differs regarding mobile device security. The effect size value of 0.49 also showed 

that there was significant difference between the two groups. This result was expected, 

because users who have been using mobile devices for longer than five years have 

encountered various security aspects and therefore are more aware of them.  

 N Mean Std. Deviation Sig Sig (2-tailed) Effect Size 

Longer 

than five 

years 

188 7.8351 2.40944 0.095 0.006 0.49 

Less than 

five years 

29 6.552 2.09135 

Table 24: Knowledge T-test: How long have you been using a smartphone 
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The above sections have discussed the descriptive and interpretive statistics. The next 

section summarizes the findings. 

3.2.4.4. Summary 

Behaviour 

 The behaviour of the following groups did not differ regarding mobile device security: 

- Male and female participants 

- Undergraduate and postgraduate participants 

- BSc, BEng and other students 

- Users using smartphones for longer than five years and users using smartphones 

for less than five years. 

 The behaviour regarding mobile device security between users that feel that they 

have a novice and moderate level of IT expertise differs from users who feel that they 

have a better level of IT expertise. Therefore all mobile users, especially those who 

have a novice and moderate level of IT expertise must be made more aware of the 

security of their devices. 

Attitude or opinion 

 The attitude or opinion of the following groups did not differ when it comes to mobile 

device security: 

- Male and female participants 

- Afrikaans and other language participants 

- White and other ethnic groups 

- Undergraduate and postgraduate students 

- BSc, BEng and other students 

- Novice, moderate and other levels of IT expertise 

- Participants using mobile devices for longer than five years and participants using 

mobile devices for less than five years 

 These results can be verified by the fact that all participants are aware of mobile 

device security and have the same opinion and attitude. The difference is in their 

knowledge and how they act. 
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Knowledge 

 Users must be made more aware of the security threats there are and what they are 

and imply. 

 Regarding mobile security knowledge there was no difference between the following 

groups: 

-  Male and female participants 

- Afrikaans and other language participants 

- Undergraduate and postgraduate students 

 The white respondents had a better mean score than the other ethnic groups. A 

result that can verify the outcome of the previous result is that users using 

smartphones for longer than five years have a better mean score than users using 

smartphones for less than five years. Thus the other ethnic groups might not have 

had a smartphone for long and therefore are not aware of the security vulnerabilities 

and have not been exposed to them.  

 BSc and BEng students also had a better score with regard to the knowledge of 

security. Students who think they have a novice and moderate level of IT expertise 

also had a lower mean score than those with a higher level of IT expertise. Because 

mobile devices are becoming more involved in the business world, it might be 

necessary for universities to include an introductory security module for other fields of 

study. 

The above discussions presented the descriptive and interpretive statistics of the survey done 

in this study. The next chapter will present a review of possible mobile application 

development methodologies that may be used by mobile developers. 
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4. Mobile application development methodologies 

4.1. Introduction 

Mobile application development has become very popular with the increase in use of mobile 

devices. Flora and Chande (2013) mention that mobile application development can be 

described as a process whereby applications are developed for small low-power hand-held 

devices. There are different approaches that can be followed to develop applications. Flora 

and Chande (2013) are of the opinion that the agile approach is a natural fit for the 

development of mobile applications. In this chapter agile methodologies for mobile application 

development that consists of a combination of agile and non-agile techniques will be 

discussed.  

4.2. Mobile application development processes 

4.2.1. Mobile D 

Mobile D is an agile approach for application development of mobile devices. According to 

Flora and Chande (2013), the approach is based on the Rational Unified Process (RUP), 

eXtreme Programming (XP) and Crystal Methodologies. 

Abrahamsson et al. (2004) state that main elements that are part of different practices during 

the development cycle are 

 Phasing and placing; 

 Architecture line; 

 Mobile test-driven development; 

 Continuous integration; 

 Pair programming; 

 Metrics; 

 Agile software process improvement; 

 Off-site customer; and 

 User-centred focus. 

Mobile D consists of five phases of which each phase has associated stages, tasks and 

practices (VTT Electronics, 2006): 
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1) Explore 

A plan must be developed and the project characteristics must be established. This happens 

in three stages, namely 

- Stakeholder establishment. The stakeholder groups who are needed for the 

project are identified and established.  

- Scope definition. The goals for the project are defined where the timeline and 

contents of the project must be kept in mind.  

- Project establishment. The resources needed for the software development 

project are defined and allocated. The baseline process of the project must 

also be established. 

2) Initialize (0 iteration) 

All the critical development issues are prepared and verified to make sure the issues are 

addressed in the end phase when the requirements selected by the customer are 

implemented. Stages for this phase are 

- Project setup. The physical and technical resources are set up, as well as the 

environment for project monitoring, project team training and ways for the 

project to communicate with the customer group.  

- Planning day. Make sure that everyone has a good understanding of the 

project to be developed. 

- Working day. The purpose for this stage is to trial and set-up the technical 

development environment.  

- Release day. In Mobile D there is no specific description. This depends on the 

project and environment where the project is to be implemented. 

3) Productionize 

This phase mainly consists of the implementation activities. When this phase is carried out 

most of the implementation should be completed. The stages for this phase are 

- Planning day. The work contents of the iteration are selected and planned. 

- Working day. A fully working release of the system under development is 

made. 

- Release day. A fully working release of the system under development is 

made. 
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4) Stabilize  

The main task in this phase is system integration. Big products can be divided into smaller 

subsystems. When multiteams work together, the subsystems, which are generated into a 

single product must be integrated. Stages for this phase are 

- Planning day. Work contents for the iteration are selected and planned. 

- Working day. A fully working release of the system under development is 

made. 

- Documentation wrap-up. Documentation is produced. The documentation will 

be produced to the stakeholders of the project. 

- Release day. A fully working release of the system under development is 

made. 

5) System test and fix 

The tasks for this phase are to check whether or not the system produces what the customer 

wants, to get feedback from the project team about the functionality of the system and to fix 

the defects. Stages for this phase are 

- System test. Find the defects of the system after implementation. 

- Planning day. The work contents of the iteration are selected and planned. 

- Working day. A fully working release of the system under development is 

made. 

- Release day. A fully working release of the system under development is 

made. 
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Table 25 presents a summary of Mobile D. 

Phase Stage Task Template 

Explore Stakeholder 

establishment 

Customer 

establishment 

 

Stakeholder group 

establishment 

 

Scope definition Initial requirements 

collection 

 

Initial project 

planning 

 

Project establishment Environment 

selection 

 

Personnel allocation  

Architecture line 

definition 

 

Process 

establishment 

Project plan checklist 

Initialize       

(0 Iteration) 

Project setup Environment setup  

Training  

Customer 

communication 

establishment 

 

Planning day Architecture line 

planning 

 

Initial requirements 

analysis 

 

Working day   

Release day   

Productionize Planning day Post-iteration 

workshop 

Actionpoint 
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Requirement 

analysis 

 

Iteration planning Story card 

Task card 

Acceptance test 

generation 

Acceptance test 

Working day Wrap-up  

Test-driven 

development 

 

Pair programming Coding standards 

Continuous 

integration 

 

Refactoring  

Inform customer  

Release day System integration  

Pre-release testing  

Acceptance testing Defect list 

Release ceremonies Release audit 

Stabilize Planning day Post-iteration 

workshop 

Actionpoint 

Requirement 

analysis 

 

Iteration planning Story card 

Task card 

Acceptance test 

generation 

Acceptance test 

Acceptance test 

review 

 

Working day Wrap-up  
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Test-driven 

development 

 

Pair programming Coding standards 

Continuous 

integration 

 

Refactoring  

Inform customer  

Documentation wrap-

up 

  

Release day System integration  

Pre-release testing  

Acceptance testing Defect list 

Release ceremonies Release audit 

System test and fix System test System test System test plan 

System test report 

System test log 

Planning day Post-iteration 

workshop 

Actionpoint 

Requirement 

analysis 

 

Iteration planning Story card 

Task card 

Acceptance test 

generation 

Acceptance test 

Acceptance test 

review 

 

Working day Wrap-up  

Test-driven 

development 
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Pair programming Coding standards 

Continuous 

integration 

 

Refactoring  

Inform customer  

Release day System integration  

Pre-release testing  

Acceptance testing Defect list 

Release ceremonies Release audit 

Table 25:  Mobile D phases, stages, tasks and templates (Adapted from VTT Electronics, 
2006) 

4.2.2. Hybrid Methodology Design 

A hybrid agile and risk-based methodology was developed by Rahimian and Ramsin (2007). 

This methodology generates a suitable method for mobile application development that is 

created from engineering methodology techniques. Flora and Chande (2013) mention that it 

is a combination of agile methodologies, Adaptive Software Development and New Product 

Development. 

Rahimian and Ramsin (2007) developed the Hybrid Methodology Design process to be a top-

down, iterative and incremental process that consists of the following tasks: 

 Requirements are prioritized 

 Selecting the design approaches that will be used in the current iteration 

 Applying the selected design approach 

 Revision 

 Refinement and restructuring of the methodology developed so far 

 The abstraction level for the next iteration must be defined 

 Revision and refinement of the requirements 

 Prioritizing the requirements for the next iteration 
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The methodology was created in four iterations (Rahimian and Ramsin, 2007): 

 Basis 

The base process for the methodology was the generic software development life cycle. The 

phases in this iteration are 

- Analysis 

- Design 

- Implementation 

- Test 

- Transition 

 First iteration 

The methodology was elaborated by practices that are often used in agile methods. 

Analysis Preliminary analysis 

Detailed analysis 

Design Architectural design 

Detailed design 

Implementation  

Test  

Commercialization  

Table 26: Hybrid methodology design, first iteration (Adapted from Rahimian and Ramsin, 
2007) 

 Second iteration 

In the second iteration of the methodology market considerations are taken into account. The 

New Product Development approach was therefore utilized. 

Idea generation  

Analysis Preliminary analysis 

Business analysis 

Detailed analysis 

Design Architectural design 
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Detailed design 

Implementation  

Test Market testing 

Commercialization  

Table 27: Hybrid methodology design, second iteration (Adapted from Rahimian and 
Ramsin, 2007) 

 Third iteration 

In the third iteration of the methodology, there was an integration of Adaptive Software 

Development ideas with the methodology. 

Idea generation  

Analysis Preliminary analysis 

Business analysis 

Detailed analysis 

Design Architectural design 

Implementation (Development engine) Adaptive cycle planning 

Concurrent component engineering 

Test Quality review 

Market testing 

Commercialization  

Table 28: Hybrid methodology design, third iteration (Adapted from Rahimian and Ramsin, 
2007) 

 Fourth iteration 

The fourth iteration was the final iteration of the methodology. Prototyping was added to the 

methodology to mitigate technology-related risks. 

Idea generation  

Project Initiation Preliminary analysis 

Business analysis 

Analysis Detailed analysis 
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Create functional prototypes 

Design Architectural design 

Implementation (Development engine) Adaptive cycle planning 

Concurrent component engineering 

Update component library 

Test Quality review 

Market testing 

Commercialization  

Table 29: Hybrid methodology design, fourth iteration (Adapted from Rahimian and Ramsin, 
2007) 

According to Flora and Chande (2013), the design and development of the methodology is 

still at a high level. There are no specific tasks yet provided for the stages and the published 

material for this methodology does not consist of a case study or has not been empirically 

tested on the development of a mobile application. 

4.2.3. MASAM 

The Mobile Application Software Agile Methodology (MASAM) was developed by Jeong et al. 

(2008). Flora and Chande (2013) explain that the methodology uses an agile approach to 

develop mobile applications swiftly. It was developed on the principles of XP, Agile Unified 

Process, RUP and Software and Systems Process Engineering Methodology (SPEM). 

MASAM is similar to the Mobile-D methodology with variations, such as project management 

practices and follow-up tool joined with Eclipse Process Framework. 

Flora and Chande (2013) state that MASAM proposes a mobile application development 

cycle that is divided into four phases: 

 Preparation phase 

In this phase a summary is defined along with a first notion of the product and roles and 

responsibilities are assigned. 

 Embodiment phase 

In this phase the developer ensures that the user’s needs are understood and the software 

product’s architecture is defined. 
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 Development phase 

This phase benefits from the agile principles to furnish an iterative XP development 

sequence. The implementation of the product is carried out by using test-driven development, 

pair programming, refactoring and continuous integration. Iterative testing activities are also 

carried out. 

 Commercialization phase 

In this phase product launching and selling activities occur. 

The following table is a summary of the phases, activities and tasks that encompass the 

MASAM process (Jeong et al., 2008): 

 Phase Activity Task 

Preparation Grasping Product Product summary 

Pre-planning 

Product-concept sharing User definition 

Initial product analysis 

Project setup Development process 

coordination 

Project resource coordination 

Pre-study 

Embodiment User-need undertaking Story-card workshop 

User-interface design 

Architecting Non-functional requirement 

analysis 

Architecture definition 

Pattern management 

Development Implementation and 

preparation 

Environment setup 

Development planning 

Release cycle Release planning 

Iteration cycle 
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Release 

Commercialization Systems test Acceptance test 

User test 

Product selling Launching test 

Product launching 

Table 30: MASAM process (Adapted from Flora and Chande, 2013; Jeong et al., 2008) 

4.2.4. SLeSS 

Scrum and Lean Six Sigma (SLeSS), an agile approach that integrates Scrum and Lean Six 

Sigma (LSS) was proposed by Cunha et al. (2011). The main focus of SLeSS is on project 

management and process improvement. Using SLeSS helps to easily adapt when there are 

requirement changes. It helps with meeting deadlines, less hours are needed to develop the 

product, new versions are released in rapid time and the development cycle is shortened.  

Scrum and LSS are integrated in this process because Scrum is an agile methodology for 

both project management and software development that adopts an empirical approach and 

can be used in complex projects. LSS is a methodology to define and improve products, 

processes and services (Flora and Chande, 2013). 

According to Flora and Chande (2013), the recommendations for Scrum in SLeSS are 

 The sprint size should be one or two weeks. 

 The team size can vary from four to nine people. 

 The sprint backlogs contain customized activities and process improvements. 

Problems and issues are identified by the development team and the client in the 

sprint and then the team members resolve it. 

 The Scrum master and product owner must understand the LSS techniques and the 

development and management processes. 

The SLeSS approach consists of five phase namely define, measure, analyse, improve and 

control. The table below is a summary of the phases and backlog items in each phase of 

SLeSS (Flora and Chande, 2013). 
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Phase Backlog 

Define LSS project contract 

Initial analysis 

Measure SIPOC diagram 

Process map 

Cause and effect diagram 

Cause and effect matrix 

Impact effort matrix 

Initial capability 

Measurement and inspection systems 

Analyse Fault tree analysis 

Analysis of critical inputs of the processes 

Improve Action plan 

SIPOC 

Process map 

Piloted solution 

Final capability of the processes 

Control Control plan 

Table 31: SLeSS (Adapted from Flora and Chande, 2013) 

4.3. Summary 

From the discussions above it is clear that there are various methods that can be followed to 

develop a mobile application. In this chapter Mobile D, Hybrid Methodology Design, MASAM 

and SLeSS were discussed.  

Mobile D is an agile approach that is followed for the development of mobile device 

applications and is based on RUP, XP and Crystal methodologies. The five main phase of 

Mobile D are 

 Explore  

 Initialize  

 Productionize  
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 Stabilize  

 System test and fix  

Hybrid Methodology Design is created from engineering techniques. It is a combination of 

agile methodologies, adaptive software development and new product development.  It is a 

top-down, iterative and incremental process that consists of the following tasks: 

 Requirements are prioritized. 

 Selecting the design approaches that will be used in the current iteration. 

 Applying the selected design approach. 

 Revision. 

 Refinement and restructuring of the methodology developed so far. 

 The abstraction level for the next iteration must be defined. 

 Revision and refinement of the requirements. 

 Prioritizing the requirements for the next iteration. 

MASAM uses an agile approach to develop mobile applications swiftly. It was developed on 

the principles of XP, Agile Unified Process, RUP and SPEM. MASAM is similar to Mobile D 

with variations, such as project management practices and follow-up tool joined with Eclipse 

Process Framework. It is divided into four phases: 

 Preparation phase 

 Embodiment phase 

 Development phase 

 Commercialization phase 

SLeSS is an agile approach that integrates Scrum and LSS. The main focus of SLeSS is on 

project management and process improvement. Using SLeSS helps to easily adapt when 

there are requirement changes. It consists of the following phases: 

 Define  

 Measure  

 Analyse  

 Improve  

 Control 
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In the following chapter the process followed to develop a mobile device application that 

focuses on the awareness of mobile device security will be discussed. 
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5. Design and create: Mobile Security Awareness Android Application 

5.1. Introduction 

As stated in the previous chapter there are various methodologies that can be followed to 

develop a mobile application. This chapter describes the process followed to develop the 

application in this study. The aim of the application is to help users with their awareness of 

mobile device security and to help them to act more securely when using their mobile 

devices. The results for the evaluation of the mobile application will also be presented in this 

chapter. 

5.2. Development process 

The methodology chosen for the development of the mobile application is MASAM. Parts of 

MASAM will not be used as they are not applicable for the development of this application. 

MASAM is chosen because it is focused on small companies developing mobile applications 

as stated by Flora and Chande (2013) and this application will be developed by a single 

person. The other methodologies are more focused on a development team. 

5.2.1. MASAM 

In this section a summary of the development of the mobile application is discussed. 

- Preparation 

- Grasping product 

 Product summary 

The mobile application will consist of two main features, namely a read and a quiz activity. 

The read activity will consist of four categories regarding mobile device security that will allow 

the user to read about it and gain more knowledge. The quiz activity will consist of a mixture 

of questions regarding mobile device security where the user can test his/her knowledge and 

while doing so also learn more about mobile device security. A score is associated with each 

quiz activity and by looking at the score the user can track his/her progress.   

 Pre-planning 

The mobile application will be developed in Android studio. The application will start off with a 

splash screen. The next activity that will appear is the Main Menu. The Main Menu will consist 

of five buttons: 
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- Read 

When the read button is clicked the user can choose between the following categories: 

Mobile malware, Mobile devices in business, Awareness and Other. The user can read about 

these subjects when he/she clicks on them. The read data will be stored in a database. 

- Quiz 

The quiz activity will start off with a question and three possible answers. The user must 

select the correct answer. If the user is correct one will be added to the score. The quiz 

continues until a wrong answer is selected. The quiz questions and answers data will be 

stored in a database. 

- Scores 

In the scores activity the top three scores for the quiz will appear on the device. 

- Settings 

The settings activity will have the option to reset all the scores and there will also be a link to 

evaluate the application and to get user feedback from the users. 

- Help 

The help activity will consist of text that gives more information about the application and 

shows the version number of the application. 

- Product concept sharing 

 User definition 

Not applicable 

 Initial product analysis 

Not applicable 

- Project setup 

 Development process coordination 

The development process will be as follows: 

- Develop the interface for the different activities. 

- Develop the code for each activity. 

- Integrate the activities with each other. 
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 Project resource coordination 

The resources that will be used are a computer, a mobile device and Android Studio 

(software). Android Studio enables the developer to develop the interfaces, coding the 

application and storing data to a database. 

 Pre-study 

With the pre-study that was done by asking people what they think and researching the topic 

of quizzes it became clear that a quiz will be ideal to improve and test the knowledge and 

awareness of mobile device security of the everyday mobile device user. Reading up on 

topics also helps a person to improve his/her knowledge and that is why a read section is 

also included in the application. 

- Embodiment 

- User-need undertaking 

 Story-card workshop 

a. Splash screen 

- Show splash screen for two seconds when app starts up. 

- Start Main Menu after the two seconds. 

 

b. Main Menu 

 Main menu consists of five buttons: 

o Read 

o Quiz 

o Scores 

o Settings 

o Help 

 Open new activity when button is clicked. 

 

c. Read activity 

- Read activity consists of four buttons: 

- Malware 
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- Mobile device in business 

- Awareness 

- Other 

- Read data from database for each category separately. 

- Show data from database for each category the button is clicked. 

 

d. Quiz activity 

- Start quiz when clicked on quiz button. 

- Read data from quiz database. 

- Screen consists of the score, question and three possible answers. 

- When correct answer is chosen, show new question with possible answers and increment 

score by one. 

- When incorrect answer is chosen, stop the quiz, display result activity. 

- When all questions are answered correctly stop the quiz and display result activity. 

 

e. Result activity 

- Show text with message “You have scored (score) for the quiz.” 

- Two buttons: 

- Play again - start quiz when clicked on button 

- Main menu - start main menu activity when clicked on button 

 

f. Scores activity 

- When clicked on Scores button show: 

- Top three scores for quiz 

 

g. Settings activity 

- Reset scores button 
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- Top three scores value is set to 0 

- Link to evaluation of app 

- Start-up web site to get user feedback 

 

h. Help activity 

- Show information of the app and what it is about. 

- Show version number of the app. 

 

 User interface design 

Interfaces for the various activities: 

a. Splash screen 

 

Figure 24: Splash screen 
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b. Main Menu 

 

Figure 25: Main menu screen 

c. Read 

 

Figure 26: Read screen 
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Clicked on a category in read activity 

 

Figure 27: Read category screen 

d. Quiz 

 

Figure 28: Quiz screen 
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e. Quiz result 

 

Figure 29: Result screen 

f. Scores 

 

Figure 30: Scores screen 
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g. Settings 

 

Figure 31: Settings screen 

h. Help 

 

Figure 32: Help screen 



 

 
100 

 

- Architecting 

 Non-functional requirement analysis 

Not applicable. 

 Architecture definition 

The architecture that is used for this mobile application is Native because it is built on a 

specific operating system (Android) and is built using the vendor’s technology (Android 

Studio). 

 Pattern management 

Not applicable 

- Development 

- Implementation and preparation 

 Environment setup 

Android Studio had to be installed. The set-up wizard was followed to install Android Studio 

and its necessary SDK tools. 

An environment variable had to be set to indicate the correct location: 

In System properties of the computer a new system variable was added – JAVA_HOME that 

points to the JDK folder C:\Program Files\Java\jdk1.7.0_21. 

 Development planning 

The development plan was as follows: 

- Develop the interface for the different activities. 

- Develop the code for each activity. 

- Integrate the activities with each other. 

- Release cycle 

 Release planning 

Once the application Version 1.0 is finished it will be available to users to use, evaluate and 

give feedback. From the feedback upgrades will occur.  
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 Iteration cycle 

After the interface and code for each activity are completed there will be integration of the 

activities one at a time. Once the integration of every activity is done the app will be tested 

and then the integration of the next activity will commence. The iteration process will occur as 

follows: 

- Let the main menu show up after the splash screen showed for two seconds. 

- Test the app. 

- Let each activity appear when clicking on the buttons on the main menu. 

- Test the app. 

- Let the data show for each of the categories in the read activity when one clicks 

on a category button. 

- Test the app. 

- When the quiz is done or answered incorrectly show the result activity. 

- Test the app. 

- Let the quiz reappear when play again is selected on the result activity and let the 

main menu appear when main menu is selected. 

- Test the app. 

- Show the last score and top three scores in the scores activity. 

- Test the app. 

- Reset the top three scores and add a link to give feedback in settings activity. 

- Test the app. 

- Show help data and version data in help activity. 

- Test the app. 

- Get user feedback and update app. 

- Test the app. 

- Publish on the app store. 
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The following diagram is constructed to indicate the development of the application. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 33: Mobile application development cycle (Own construction) 

 Release 

The app will be tested by various users and their feedback will be incorporated into the app. 

Once the app runs smoothly, it will be released in the Google Play Store. 

- Commercialization 

- Systems test 

 Acceptance test 

With the app completed all the requirements for the app were met. 

 User test 

Users do tests on the emulator on the computer to test the app. 

- Product selling 

 Launching test 

When uploading an app, Google Play has tests that they run to determine whether or not the 

requirements for uploading the app are met. Once the requirements are met the app can be 

uploaded to the store.   
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integration 

Integrate 
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 Product launching 

Once the feedback is incorporated into the app and the requirements for publishing the app to 

the store are met the product will be released on the Google Play Store. 

The next section will discuss the evaluation of the application that was carried out. 

5.3. Mobile application evaluation 

As stated in section 1.2 one of the aims of this study is to evaluate the usefulness of the 

mobile application that was developed. In order to assess the application a survey was 

conducted. This section discusses the design of the questionnaire, how the data were 

collected and the findings that were obtained by descriptive statistics. 

5.3.1. Design of questionnaire 

This section discusses how the measuring instrument was designed. The survey was 

conducted by using a questionnaire. The questionnaire was designed to evaluate the 

usefulness of the application. As discussed in Chapter 3, criteria to evaluate the mobile 

application will be used. The questions added to the questionnaire focussed on the following 

categories: user friendliness, ease of use, relevancy to the topic, functionality and does the 

application achieve its goal. 

Based on these categories the questionnaire was developed. The questionnaire consisted of 

two types of question. Firstly, there were scale questions ranging from strongly agree to do 

not agree, which evaluate the experience the user had with the app and secondly, open-

ended questions were asked to get the opinions of the users. 

5.3.2. Data collection 

This section presents the data collection process. The questionnaire was developed in 

Google Forms. Participants of the evaluation could use a mobile device with the application 

already loaded on to it or they could upload the application to their mobile device. The link to 

the questionnaire was emailed to participants or could have been accessed via the 

application. Before the questionnaire went live a pre-test was done to make sure that the 

questions were understandable and clear. The pre-test was also done to ascertain whether 

the process of data collection and capturing worked smoothly. The target group of the study 

was young people attending a South African university. There were 46 responses. 

 

 

 



 

 
104 

 

5.3.3. Results from descriptive statistics 

The findings that were obtained by descriptive statistics are presented in this section. 

5.3.3.1. Ease of use and user-friendly 

The following section presents the results from the questionnaire regarding the ease of use 

and user friendliness of the mobile application for the respondents. 

 The application is user friendly 

It can be seen from Figure 34 that respondents felt that the application was user-friendly as 

71.7% of them strongly agreed with this statement. This means that the app is not complex 

to use, well organized and the interface makes sense to users. Any average user will be able 

to use the application. 

 

Figure 34: The application is user friendly 

 I can use the app without written instructions 

The ease of use of the application for most of the respondents was good. Only 8.7% of them 

as shown in Figure 35 disagreed with the statement that they can use the app without written 

instructions. 
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Figure 35: I can use the app without written instructions 

 I can easily navigate between the different activities 

To navigate between activities can be seen as part of user-friendliness. This result as seen 

in Figure 36 is not surprising as it is exactly the same as the result for the question on the 

application’s user-friendliness. 

 

Figure 36: I can easily navigate through different activities 
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 The app is easy to learn and directions are clear and simple to follow 

The respondents agree that the app is easy to learn and the directions are clear and simple 

to follow. This means that the users will not be unsure where to click or what to do when 

using the application. Figure 37 shows that 63% strongly agreed and 34.8% agreed with this 

question. 

 

Figure 37: The app is easy to learn and directions are clear and simple to follow 

5.3.3.2. Functionality 

The following section presents the results from the questionnaire regarding the functionality 

of the mobile application for the respondents. 

 The app performs and loads quickly 

When an application is slow and response time when clicking on a button is slow it can be 

frustrating to users. It is, however, good to see from the results that the respondents stated 

that the app performs and loads quickly. As seen from Figure 38, 69.6% strongly agreed and 

26.1% agreed with this statement. 
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Figure 38: The app performs and loads quickly 

 The app is designed for users of all levels 

It is important that every user feels comfortable when using an application. It must be 

relevant to an IT expert as well as your average daily user. The respondents felt that the app 

is designed for users of all levels. Figure 39 shows these results where 50% strongly agreed 

and 45.7% agreed with this statement. The app consists of mobile security information for an 

average user up to an IT expert. 

 

Figure 39: The app is designed for users of all levels 

 The app does everything I expect it to do 

Figure 40 presents the results for this question. The respondents were happy with what the 

app does and what it addresses. 
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Figure 40: The app does everything I expect it to do 

5.3.3.3. Relevant to topic 

The following section presents the results from the questionnaire to determine whether or 

not the application is relevant to the topic for which it is developed. 

 The app kept me highly motivated and engaged throughout my time with it when 

thinking of mobile device security 

It is important when using an app that the user does not get bored using it and loses interest. 

Therefore the quiz part was included in the app to encourage the user to read more about 

mobile security and then get a good score for the quiz. Figure 41 shows that 41.3% strongly 

agreed and 52.2% agreed that the app kept them highly motivated and engaged throughout 

their time with it when thinking of mobile device security. 

 

Figure 41: The app kept me highly motivated and engaged throughout my time with it when 
thinking of mobile device security 
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 I have learned more about mobile device security while using this app (1) 

 I have become more aware of mobile device security while using the app (2) 

The purpose of the app is to make users more aware of mobile device security and to 

increase their knowledge in this regard. The app does this as Figure 42 shows that 89.1% 

agreed with the statement that they have learned more about mobile device security and 

91.2% agreed that they have become more aware of it when using the app. 

 

Figure 42: Learned more and became more aware of mobile device security 

 The quiz questions were useful for the purpose of the app (1) 

 The read category was useful for the purpose of the app (2) 

The information provided in the app must be useful. For this app a study was done and 

according to the findings, relevant information regarding mobile device security was 

incorporated in the read category and the quiz. The respondents felt that the quiz questions 

were useful for the purpose of the app as 93.5% of them agreed with the statement and 

95.7% of them agreed with the statement that the read category was useful for the purpose 

of the app as seen in Figure 43.  
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Figure 43: Quiz questions and read category were useful for the purpose of the app 

5.3.3.4. Does the application achieve its goal 

In this section it is determined whether or not the application has achieved its goal. 

A mobile application was developed to address the shortcomings regarding the awareness 

of users regarding mobile device security. The aim of the application is to make users more 

aware and to improve their knowledge regarding mobile device security. The application thus 

achieves its goal as most of the feedback is positive regarding the ease of use, functionality 

and relevance to the topic.  

When analysing and interpreting the open-ended questions in a qualitative way the following 

aspects are highlighted. 

Positive aspects of the application that stood out were 

 The application is easy to use and user friendly. 

 Informative information is given and there are fun facts to know included. 

 It improves common sense and knowledge of security. It states the basic but most 

important information. 

 Highlights that mobile users even with some background in IT are too trusting 

concerning security issues. 

Negative aspects of the application that stood out: 

 There were really not many negative aspects regarding the application. It was 

pointed out that with some more work the app could be expanded in future. 

 Some of the answers to the questions in the quiz were direct definitions, which made 

the fake answers obvious. 
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 A wrong answer before the end of the quiz did not clearly indicate whether the quiz 

was finished or whether it stopped because the wrong answer was chosen. 

The negative aspects pointed out by the users were investigated and updates were 

incorporated in the app. The most significant update that was done, was the quiz that went 

through all the questions and indicated at each question whether the answer chosen was 

correct or incorrect and not ending the quiz when the wrong answer was chosen. 

Other comments on the application were that it was a fun, well-designed app and that the 

respondents liked the app.  

5.4. Summary 

The chapter started off with an introduction in which it was stated that there are various 

methodologies that can be followed to develop a mobile application. Next the development 

process was described and MASAM was the chosen methodology for this application. The 

stages that were used to develop the application were discussed. After the development was 

completed the application was released on the Google Play Store. The application was then 

evaluated by users. Very positive feedback came from the questionnaire and by looking at 

feedback the application has achieved its aim. Appendix C presents some of the code 

samples that were developed. The application can be downloaded from the Google Play 

Store by searching for Mobile Security Awareness.  

The next chapter concludes this study. 
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6. Conclusion 

For this study the aim was to assess the awareness of young users regarding mobile device 

security issues and to present improvement practices. Relevant information was collected via 

a literature study which helped to develop a questionnaire to determine the awareness of 

young users regarding mobile device security. The results were used to develop a mobile 

application to improve the awareness of users of mobile device security. This chapter 

provides an overview of how the aim and objectives were achieved, the results found in the 

study, contributions of the study, limitations of the study and ends with future research 

proposals. 

6.1. Aim and objectives 

The aim of this research was to assess the awareness of young users regarding mobile 

device security issues and to present improvement practices. 

The objectives of the research study were 

 to investigate the current status of mobile security issues and awareness of users; 

 to assess the young people’s awareness level regarding mobile device security; 

 to develop a mobile application to improve the users’ awareness of mobile security; 

 to evaluate the usefulness of the application to the user. 

The first research objective was met by doing a literature study, which consisted of various 

aspects and topics that form part of mobile device security and the awareness thereof. The 

topics that were investigated were PC security versus mobile device security, mobile 

malware, mobile communication technology, networking technology, mobile devices in 

business and the awareness of users regarding mobile device security. This was presented in 

Chapter 2. The second objective was met by conducting a survey. A questionnaire was 

developed from the findings in the literature study and was then presented to young users for 

participation. The results were discussed in Chapter 3. From the results of the questionnaire 

a mobile application was developed to improve the awareness of mobile security of users to 

achieve the third objective. The application development was presented in Chapter 5. 

Following the development of the application, the application was evaluated by users to 

determine its usefulness to them. The users spent some time using the application and then 

completed a questionnaire. By doing this the last objective of the research study was also 

achieved. These results were discussed in Chapter 5. 

The next section will present a summary of the main results. 
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6.2. Results 

In this study data were collected by using a questionnaire. The results obtained from this 

study will subsequently be summarized. In the first section the results of the descriptive 

statistics of mobile device security awareness will be highlighted. The next section presents 

the interpretive statistics and the last section shows the results of the mobile application 

evaluation. 

6.2.1. Results of the descriptive statistical analysis 

In Chapter 3 (refer to section 3.2.3) the results of the descriptive analysis that was carried out 

were discussed in depth. This section will highlight the main findings and give some 

recommendations. 

The results will be discussed in respect of the three components of awareness, namely 

behaviour, attitude or opinion and knowledge. 

 Behaviour 

Almost two thirds of the respondents often install new applications on their mobile devices. It 

is important that they read the license agreements and security messages. This is not the 

case. Not even 20% of them read the license agreements when installing a new application 

and just more than 40% of them read security messages when installing or using an 

application. 

Respondents often mix personal and business data on their mobile devices. They should be 

educated about this matter and be trained to use encryption for certain types of data, e.g. 

financial and other categories of sensitive data. 

There were mixed results regarding location services that are turned on all the time. The 

issue of active location services should be put into perspective to the young people so that 

they know when to use this service and only when absolutely necessary. 

Passwords and locks are the two most common installed protection mechanisms used on 

mobile devices. Specific protection mechanisms could be part of the educational efforts to 

teach young people the types of protection and how to install and update these mechanisms, 

such as encryption, anti-virus programs, etc.  

 Attitude or opinion 

It was clear that the respondents feel that security software is essential for mobile devices 

and that security controls must be enabled on mobile devices as more than 80% of them 

agreed with these statements. 
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There was mixed opinion from the respondents regarding the secureness of apps on mobile 

devices. There is definitely a need for an increase in mobile device security, but users have 

mixed feelings when it comes to payment for the security. A recommendation can be to 

include security software and mechanisms on a mobile device when it is bought. Security 

apps can be released with a light version with certain security features, which are free and 

the full version with extra features for which the user has to pay. 

65% of the respondents felt that mobile devices require the same level of security as PCs. 

They should apply the same level of security to mobile devices as to PCs as mobile devices 

are starting to replace PCs. 

Only 20% of the respondents are not concerned about the protection of data and privacy on 

their mobile devices. However, it is good that most participants have confidence in the 

security of their mobile devices. No one can over protect his/her device. Users must make 

sure that that they have the necessary security features enabled on their devices and that 

they stay up to date with all the security problems that exist for mobile devices. 

 Knowledge 

The participants mostly know the most common security terms, which is a good indication. 

Some of the terms that most of the respondents did not know and on which more attention 

can be focused were a computer worm, Trojan horse, encryption and phishing when 

referring to the questionnaire. 

Users must be made more aware about all the mobile threats and vulnerabilities regarding 

mobile device security. 

More information must be made available to mobile device users regarding the protection 

and security of mobile devices. This can be done via educational programmes in schools 

and universities and also via community initiatives, for instance taking part in a cyber-

security awareness month. 

6.2.2. Results of the interpretive statistical analysis 

In Chapter 3 (refer to section 3.2.4) the results of the interpretive analysis that was carried out 

were discussed in depth. This section will highlight the main findings and will propose some 

recommendations. 

The behaviour regarding mobile device security between users that feel that they have a 

novice and moderate level of IT expertise differ from users who feel that they have a better 

level of IT expertise. Therefore all mobile device users, especially those who have a novice 

and moderate level of IT expertise must be made more aware of the security of their devices. 



 

 
115 

 

The attitude or opinion of the following groups did not differ with regard to mobile device 

security: 

- Male and female participants 

- Afrikaans and other language participants 

- White and other ethnic groups 

- Undergraduate and postgraduate students 

- BSc, BEng and other students 

- Novice, moderate and other levels of IT expertise 

- Participants using mobile devices for longer than five years and participants using 

mobile devices for less than five years 

These results can be verified by the fact that all participants are aware of mobile device 

security and have the same opinion and attitude. The difference is in their knowledge and 

how they act. 

Regarding mobile security knowledge there was no difference between the following groups: 

-  Male and female participants 

- Afrikaans and other language participants 

- Undergraduate and postgraduate students 

The white respondents had a better mean score than the other ethnic groups. A result that 

can verify the outcome of the previous result is that users using smartphones for longer than 

five years have a better mean score than users using smartphones for less than five years. 

Thus the other ethnic groups might not have had a smartphone for long and therefore are not 

aware of the security vulnerabilities and have not been exposed to them.  

BSc and BEng students also had a better score regarding the knowledge of security. 

Students who think they have a novice and moderate level of IT expertise also had a lower 

mean score than those with a higher level of IT expertise. Because mobile devices are 

increasingly being used in the business world, it might be necessary for universities to include 

an introductory security module for other fields of study. 
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6.2.3. Results of the mobile application evaluation 

A mobile application was developed to address the shortcomings regarding the awareness of 

users regarding mobile device security. The aim of the application is to make users more 

aware and to improve their knowledge regarding mobile device security. The application was 

evaluated in terms of the following: 

 Ease of use and user friendliness 

From the results it was clear that the mobile application is user-friendly, the app can be used 

without written instructions, navigation between the different activities is easy and the app is 

easy to learn and directions are clear and simple to follow. 

 Functionality 

The results indicate that the application is functioning well. Respondents indicated that the 

app performs well, loads quickly, users of all levels can use the app and the app does 

everything they expect it to do. 

 Relevancy to the topic 

The relevancy to the topic of the app seems to be good. The results indicated that the app 

kept most of the respondents highly motivated and engaged throughout their time of use 

when thinking of mobile device security. They indicated that they have learned more and 

became more aware of mobile device security while using the app and that the app was 

purposeful.  

6.3. Contributions 

This study has made a contribution to the security awareness area of mobile devices. The 

study produced a literature review in which the current status of mobile security issues and 

the awareness of users were investigated. 

The study also assessed the awareness level of young people regarding mobile device 

security and pointed towards some areas to focus on and made a few recommendations. 

A mobile application was also developed to improve the users’ awareness level of mobile 

device security. During the development the methodology that was used was adapted for a 

single user developing a mobile application. An own mobile application development cycle 

was constructed.  

In the study the application (Mobile Security Awareness on the Google Play Store) was 

evaluated and the application was very useful to users.  

 



 

 
117 

 

6.4. Limitations 

The study was mainly done among young users to assess the awareness level regarding 

mobile device security. Young users as described before are university students who will be 

the workforce of tomorrow. 

The mobile application was only developed for Android devices. Users with other devices 

therefore could not evaluate the application on their own devices. 

This study was limited to investigate the perceptions of young people regarding mobile device 

security and to develop a mobile application. The content of training and awareness 

programs were not part of the scope of this study, however certain topics were included in the 

application.  

6.5. Future research 

This section lists possibilities for further work that may follow from this study. 

A study to determine the awareness level regarding mobile device security can be done for 

various groups that is not only bound to young people. 

The mobile application can be released on other platforms, for instance iOS, Blackberry and 

Windows Mobile. 

The quiz in the mobile application can be updated by adding more questions, choosing levels 

and comparing scores on the app with other users. 

Findings can be compared with other studies, which have also investigated the awareness of 

mobile device security of users. 

The contents of security and training programmes to improve awareness of mobile device 

users can be investigated and programmes developed/enhanced accordingly. 
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Appendix A: Mobile device security awareness questionnaire 

We are conducting research to assess and improve the mobile device security awareness 

level of young people using mobile devices. With this questionnaire we aim to get an 

overview of your biographical information and also your knowledge, behaviour and attitude 

regarding mobile device security. The questionnaire should only take you 5 to 10 minutes to 

complete and your participation is completely voluntary. If you do complete the 

questionnaire, you give your permission that the data may be used for research purposes. 

Your participation will be kept anonymous and the email that you fill in will only be used for 

communication purposes. Thank you for your participation. 

BIO 

1. Email address 

 

 

2. Age 

 

 

3. Year of study 

1st  2nd  3rd  4th or more 

 

4. Level of qualification 

Under graduate Post graduate 

 

5. Field of study  

BSc BCom BIng BCur BA BTh LLB BEd Other: 

 

6. Gender 

Male Female 

 

7. Ethnic group 

African Coloured  Indian/Asian White Other: 
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8. Home language 

Afrikaans English IsiXhosa IsiZulu Sesotho Setswana Other: 

 

AIM 

1. How long have you been using a smartphone 

Less than 1 

year 

1-3 years 3-5 years Longer than 5 years Never 

 

2. What operating system do you use on your smartphone 

Android IOS Blackberry Symbian Windows 

Mobile  

Do not 

know 

Other 

 

3. Rate your level of IT expertise 

Novice Moderate Good Very good Excellent 

 

BEHAVIOUR 

On a scale of 1 - 5 rate the following statements:  

1 - Strongly agree, 2 - Agree, 3 – Neither agree nor disagree, 4 - Disagree, 5 – Strongly 

Disagree:  

 

4. I install often new applications on my mobile device 

1 2 3 4 5 

 

5. I always read the licence agreements when installing a new application 

1 2 3 4 5 

 

6. I always read security messages when installing or using an application 

1 2 3 4 5 
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7. I  save my bank account or credit card number encrypted on my device  

1 2 3 4 5 

 

8. At least once a month I create backup copies of my phone’s data 

1 2 3 4 5 

 

9. Personal data is stored on my mobile device 

1 2 3 4 5 

 

10. Business data is stored on my mobile device 

1 2 3 4 5 

 

11. Location services is turned on all the time on my mobile device 

1 2 3 4 5 

 

12. Which of your devices are protected with security software (mark all that apply) 

None Smartphone PC/Laptop Tablet Other 

 

13. Which protection mechanisms do you use on your mobile device (mark all that apply) 

None Password Device 

locator 

Lock / PIN Encryption Anti-virus Other 

 

14. How many mobile devices have you lost  

0 1 2 3+ 

 

15. When do you use a PIN or unlock technique on your device (mark all that apply) 

Never Switch on 

mode 

Standby mode Getting access to 

certain apps and data 

Other: 
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ATTITUDE 

On a scale of 1 - 5 rate the following statements:  

1 - Strongly agree, 2 - Agree, 3 – Neither agree nor disagree, 4 - Disagree, 5 – Strongly 

Disagree:  

 

16. Security software is essential for mobile devices 

1 2 3 4 5 

 

17. Security controls must be enabled on mobile devices 

1 2 3 4 5 

 

18. All of the applications on the app store are secure to be installed on your device 

1 2 3 4 5 

 

19. Mobile phone security should increase  

1 2 3 4 5 

 

20. I would pay more money to get more security for my mobile device 

1 2 3 4 5 

 

21. Mobile devices and PCs need the same level of security  

1 2 3 4 5 

 

22. I am concerned about the protection of my data and privacy on my mobile devices  

1 2 3 4 5 

 

23. Location services can  harm my privacy 

1 2 3 4 5 

 

24. How good do you think your behaviour level is regarding online and mobile device 

security 

Novice Moderate Good Very good Excellent 

 

25. What is your confidence in the security of your mobile device 

Not confident at 

all 

A bit worried 

about my device 

Slightly 

confident 

Satisfied Very confident 
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KNOWLEDGE 

Choose the most appropriate: 

  

26. What is a computer virus 

A program that is 

used to 

communicate with 

other people 

A piece of code 

that is imbedded 

in programs that 

can replicate 

itself with a 

harmful effect 

A program that 

protects the 

hardware. 

All of the above I do not know 

 

27. What is a computer worm  

An insect that 

gets into your 

device and eats 

the hardware 

A program that 

gets private 

information of 

users 

A computer 

program that 

makes copies of 

itself to spread to 

other computers 

All of the above I do not know 

 

28. What is a Trojan horse  

An insect that 

gets into your 

device and eats 

the hardware 

The name of 

horses used in 

most strategy 

games 

A program that 
claims to rid your 
computer of 
viruses but 
instead 
introduces 
viruses onto your 
computer 
 

All of the above I do not know 

 

29. What is an anti-virus 

Software 

designed to 

detect and 

destroy 

malicious 

software 

It is a computer 

that cannot get 

viruses 

Software that 

cause harmful 

effects on a 

private network 

All of the above I do not know 
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30. What is a firewall  

Hardware that 

protects the 

computing 

device from fire 

Hardware or 

software based 

network security 

system that 

allows or blocks 

traffic into a 

network based 

on a set of rules 

Software 

designed to 

detect any 

overheating of 

hardware 

All of the above I do not know 

 

31. What is encryption 

Changing the 

language of the 

computer 

Converting data 

into ciphertext 

that cannot be 

understood by 

unauthorized 

people 

Converting data 

to be 

understandable 

by using a secret 

key 

All of the above I do not know 

 

32. What is spam  

Irrelevant 

messages send 

to a big amount 

of users over the 

internet to cause 

harm and 

advertise 

Piece of code 

that cause 

harmful effect on 

a computing 

device 

Software that 

protects a 

computing 

device from any 

harm 

All of the above I do not know 

 

33. What is phishing  

A method that 

randomly selects 

data to be stolen 

from a 

computing 

device 

Email message 

that is send to 

promote 

products 

A method to 

obtain private 

and financial 

information from 

internet users by 

sending out a 

legitimate 

looking email 

All of the above I do not know 

 

34. What is spyware 

 
Video camera’s 

installed in a 

building for security 

Software that 

disables any type of 

video 

communication 

Software that help to 

gather information 

about a person or 

company without 

their knowledge 

All of the above 
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35. What is a strong password 

 
A password that 

is hard to figure 

out by people 

and computers 

A password with 

a long lifetime 

A password that 

can be used to 

log in anywhere 

All of the above I do not know 

 

36. What security threats do employee-owned devices pose by storing corporate data 

and accessing corporate networks? 

None Data loss Making 

infrastructure 

vulnerable to 

malware 

Potential for 

noncompliance 

All of the 

above 

 

37. Which security vulnerabilities are possible on mobile devices (Mark all that apply) 

Hacking Identity theft Malware Network 

exploits 

Location 

threats 

Do not 

know 

 

38. How good do you think is your knowledge level about the protection of mobile 

devices 

Novice Moderate Good Very good Excellent 

 

OTHER 

 

On a scale of 1 - 5 rate the following statements:  

1 - Strongly agree, 2 - Agree, 3 – Neither agree nor disagree, 4 - Disagree, 5 – Strongly 

Disagree:  

 

39. The fact that I completed the questionnaire made me more aware about mobile 

device security 

1 2 3 4 5 

 

40.  Any comments you would want to share with the researcher 
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Appendix B: Mobile device security application questionnaire 

A mobile application was developed to address the shortcomings regarding the awareness 

of users regarding mobile device security. The aim of the application is to make users more 

aware and improve their knowledge regarding mobile device security. With this 

questionnaire we aim to get your view and experience with the application. The 

questionnaire should only take you 5 minutes to complete and your participation is 

completely voluntary. If you do complete the questionnaire, you give your permission that the 

data may be used for research purposes. Your participation will be kept anonymous. Thank 

you for your participation. 

 

Choose the answer that best represents your experience with the use of the mobile app. 

On a scale of 1 - 5 rate the following statements:  

1 - Strongly agree, 2 - Agree, 3 – Neither agree nor disagree, 4 - Disagree, 5 – Strongly 

Disagree 

 

1. The application is user friendly 

1 2 3 4 5 

 

2. I can use the app without written instructions 

1 2 3 4 5 

 

3. I can easily navigate between the different activities 

1 2 3 4 5 

 

4. The app kept me highly motivated and engaged throughout my time with it when 

thinking of mobile device security 

1 2 3 4 5 

 

5. The app is easy to learn and directions are clear and simple to follow 

1 2 3 4 5 
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6. The app performs and loads quickly 

1 2 3 4 5 

 

7. The app is designed for users of all levels 

1 2 3 4 5 

 

8. I have learned more about mobile device security while using this app 

1 2 3 4 5 

 

9. I have become more aware of mobile device security while using the app 

1 2 3 4 5 

 

10. The quiz questions were useful for the purpose of the app 

1 2 3 4 5 

 

11. The read category was useful for the purpose of the app 

1 2 3 4 5 

 

12. The app does everything I expect it to 

1 2 3 4 5 

 

13. List the positive aspects of the app 

 

 

14. List the negative aspects of the app 
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15. Did any aspect of the app confuse you 

 

 

16. Any other comments 
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Appendix C: Mobile Security Awareness application code 

This appendix present some of the main code samples used to develop the application. 

 MainActivity 

package com.mobiledevicesecurityaware; 

 

import android.content.Intent; 

import android.os.Bundle; 

import android.support.v7.app.ActionBarActivity; 

import android.view.View; 

import android.widget.Button; 

 

import com.mobiledevicesecurityaware.DBHelpers.DatabaseHelper; 

import com.mobiledevicesecurityaware.activities.HelpActivity; 

import com.mobiledevicesecurityaware.activities.QuizActivity; 

import com.mobiledevicesecurityaware.activities.ReadCategoryActivity; 

import com.mobiledevicesecurityaware.activities.ScoresActivity; 

import com.mobiledevicesecurityaware.activities.SettingsActivity; 

 

 

public class MainActivity extends ActionBarActivity { 

    DatabaseHelper myDb; 

    private static Button readbtn; 

    private static Button quizbtn; 

    private static Button scoresbtn; 

    private static Button settingsbtn; 

    private static Button helpbtn; 

 

    @Override 

    protected void onCreate(Bundle savedInstanceState) { 

        super.onCreate(savedInstanceState); 

        setContentView(R.layout.activity_main); 

        myDb = new DatabaseHelper(this); 

        myDb.insertData(); 

 

        OnClickReadButtonListener(); 

        OnClickQuizButtonListener(); 

        OnClickScoresButtonListener(); 

        OnClickSettingsButtonListener(); 

        OnClickHelpButtonListener(); 

    } 

 

    public void OnClickReadButtonListener() { 

        readbtn = (Button) findViewById(R.id.readbutton); 

        readbtn.setOnClickListener( 

                new View.OnClickListener() { 

                    @Override 

                    public void onClick(View v) { 

                        Intent intent = new Intent(MainActivity.this, 

ReadCategoryActivity.class); 

                        startActivity(intent); 

                        handleAnimation(); 

                    } 

                } 

        ); 

    } 

 

    public void OnClickQuizButtonListener() { 

        quizbtn = (Button) findViewById(R.id.quizbutton); 

        quizbtn.setOnClickListener( 

                new View.OnClickListener() { 

                    @Override 

                    public void onClick(View v) { 

                        Intent intent = new Intent(MainActivity.this, 

QuizActivity.class); 
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                        startActivity(intent); 

                        handleAnimation(); 

                    } 

                } 

        ); 

    } 

 

    public void OnClickScoresButtonListener() { 

        scoresbtn = (Button) findViewById(R.id.scoresbutton); 

        Bundle extras = getIntent().getExtras(); 

        scoresbtn.setOnClickListener( 

                new View.OnClickListener() { 

                    @Override 

                    public void onClick(View v) { 

                        Intent intent = new Intent(MainActivity.this, 

ScoresActivity.class); 

                        startActivity(intent); 

                        handleAnimation(); 

                    } 

                } 

        ); 

 

    } 

 

    public void OnClickSettingsButtonListener() { 

        settingsbtn = (Button) findViewById(R.id.settingsbutton); 

        settingsbtn.setOnClickListener( 

                new View.OnClickListener() { 

                    @Override 

                    public void onClick(View v) { 

                        Intent intent = new Intent(MainActivity.this, 

SettingsActivity.class); 

                        startActivity(intent); 

                        handleAnimation(); 

                    } 

                } 

        ); 

    } 

 

    public void OnClickHelpButtonListener() { 

        helpbtn = (Button) findViewById(R.id.helpbutton); 

        helpbtn.setOnClickListener( 

                new View.OnClickListener() { 

                    @Override 

                    public void onClick(View v) { 

                        Intent intent = new Intent(MainActivity.this, 

HelpActivity.class); 

                        startActivity(intent); 

                        handleAnimation(); 

                    } 

                } 

        ); 

    } 

 

    private void handleAnimation() { 

        overridePendingTransition(R.anim.slide_in_left_view, 

R.anim.slide_out_left_view); 

    } 

} 
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 ReadCategoryActivity 

package com.mobiledevicesecurityaware.activities; 

 

import android.app.AlertDialog; 

import android.database.Cursor; 

import android.support.v7.app.ActionBarActivity; 

import android.os.Bundle; 

import android.view.View; 

import android.widget.Button; 

 

import com.mobiledevicesecurityaware.DBHelpers.DatabaseHelper; 

import com.mobiledevicesecurityaware.R; 

 

public class ReadCategoryActivity extends ActionBarActivity { 

    Button btnMalware; 

    Button btnBusiness; 

    Button btnAwareness; 

    Button btnOther; 

    DatabaseHelper myDb; 

 

    @Override 

    protected void onCreate(Bundle savedInstanceState) { 

        super.onCreate(savedInstanceState); 

        setContentView(R.layout.activity_read__category); 

        myDb = new DatabaseHelper(this); 

        btnMalware = (Button)findViewById(R.id.malwarebutton); 

        btnBusiness = (Button)findViewById(R.id.businessbutton); 

        btnAwareness = (Button)findViewById(R.id.awarenessbutton); 

        btnOther = (Button)findViewById(R.id.otherbutton); 

        viewMalware(); 

        viewBusiness(); 

        viewAwareness(); 

        viewOther(); 

    } 

 

    public void viewMalware() { 

        btnMalware.setOnClickListener( 

                new View.OnClickListener() { 

                    @Override 

                    public void onClick(View v) { 

                       Cursor res = myDb.getMalwareData(); 

                        if(res.getCount() == 0) { 

                            //show message 

                            showMessage("Error","Nothing found"); 

                            return; 

                        } 

 

                        StringBuffer buffer = new StringBuffer(); 

                        while (res.moveToNext()) { 

                            buffer.append(res.getString(2) + "\n"); 

                            buffer.append(res.getString(3) + "\n\n"); 

 

                        } 

                        // Show Malware data 

                        showMessage("Malware",buffer.toString()); 

                    } 

                } 

        ); 

    } 

 

    public void viewBusiness() { 

        btnBusiness.setOnClickListener( 

                new View.OnClickListener() { 

                    @Override 

                    public void onClick(View v) { 

                        Cursor res = myDb.getBusinessData(); 
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                        if(res.getCount() == 0) { 

                            //show message 

                            showMessage("Error","Nothing found"); 

                            return; 

                        } 

 

                        StringBuffer buffer = new StringBuffer(); 

                        while (res.moveToNext()) { 

                            buffer.append(res.getString(2) + "\n"); 

                            buffer.append(res.getString(3) + "\n\n"); 

 

                        } 

                        // Show Business data 

                        showMessage("Business",buffer.toString()); 

                    } 

                } 

        ); 

    } 

 

    public void viewAwareness() { 

        btnAwareness.setOnClickListener( 

                new View.OnClickListener() { 

                    @Override 

                    public void onClick(View v) { 

                        Cursor res = myDb.getAwarenessData(); 

                        if(res.getCount() == 0) { 

                            //show message 

                            showMessage("Error","Nothing found"); 

                            return; 

                        } 

 

                        StringBuffer buffer = new StringBuffer(); 

                        while (res.moveToNext()) { 

                            buffer.append(res.getString(2) + "\n"); 

                            buffer.append(res.getString(3) + "\n\n"); 

 

                        } 

                        // Show Awareness data 

                        showMessage("Awareness",buffer.toString()); 

                    } 

                } 

        ); 

    } 

 

    public void viewOther() { 

        btnOther.setOnClickListener( 

                new View.OnClickListener() { 

                    @Override 

                    public void onClick(View v) { 

                        Cursor res = myDb.getOtherData(); 

                        if(res.getCount() == 0) { 

                            //show message 

                            showMessage("Error","Nothing found"); 

                            return; 

                        } 

 

                        StringBuffer buffer = new StringBuffer(); 

                        while (res.moveToNext()) { 

                            buffer.append(res.getString(2) + "\n"); 

                            buffer.append(res.getString(3) + "\n\n"); 

 

                        } 

                        // Show Other data 

                        showMessage("Other",buffer.toString()); 

                    } 

                } 

        ); 

    } 
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    public void showMessage(String title,String Message) { 

        AlertDialog.Builder builder = new AlertDialog.Builder(this); 

        builder.setCancelable(true); 

        builder.setTitle(title); 

        builder.setMessage(Message); 

        builder.show(); 

    } 

 

    @Override 

    public void onBackPressed() { 

        super.onBackPressed(); 

        overridePendingTransition(R.anim.slide_in_right_view, 

R.anim.slide_out_right_view); 

    } 

} 

 

 ReadCategoryDatabase (not all insertData shown)  

package com.mobiledevicesecurityaware.DBHelpers; 

 

import android.content.ContentValues; 

import android.content.Context; 

import android.database.Cursor; 

import android.database.sqlite.SQLiteDatabase; 

import android.database.sqlite.SQLiteOpenHelper; 

 

 

public class DatabaseHelper extends SQLiteOpenHelper { 

    public static final String DATABASE_NAME = "mobilesec.db"; 

    public static final String TABLE_NAME = "read_table"; 

    public static final String COL_1 = "ID"; 

    public static final String COL_2 = "CATEGORY"; 

    public static final String COL_3 = "HEADING"; 

    public static final String COL_4 = "INFO"; 

 

    public DatabaseHelper(Context context) { 

        super(context, DATABASE_NAME, null, 1); 

 

    } 

 

    @Override 

    public void onCreate(SQLiteDatabase db) { 

        db.execSQL("create table " + TABLE_NAME + " (ID INTEGER PRIMARY KEY 

AUTOINCREMENT, CATEGORY TEXT, HEADING TEXT, INFO TEXT)"); 

 

    } 

 

    @Override 

    public void onUpgrade(SQLiteDatabase db, int oldVersion, int newVersion) { 

        db.execSQL("DROP TABLE IF EXISTS "+TABLE_NAME); 

        onCreate(db); 

    } 

 

    public boolean insertData() { 

        SQLiteDatabase db = this.getWritableDatabase(); 

        db.delete(TABLE_NAME, null, null); 

        ContentValues cv = new ContentValues(); 

        cv.put(COL_2, "Malware"); 

        cv.put(COL_3,"DEFINITION:"); 

        cv.put(COL_4, "Malware is any kind of software or program code that can be 

annoying, intrusive or hostile."); 

        db.insert(TABLE_NAME, null, cv); 

        cv.put(COL_2, "Malware"); 

        cv.put(COL_3,"SPREADING OF MALWARE:"); 

        cv.put(COL_4, "Mobile malware can spread through different vectors such as 
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a link to a site where the malicious code can be downloaded included in a SMS, 

infected attachments included in a MMS, sending infected programs via Bluetooth and 

downloading applications that contain a form of malware"); 

        db.insert(TABLE_NAME, null, cv); 

 

        return true; 

    } 

 

    public Cursor getMalwareData() { 

        SQLiteDatabase db = this.getWritableDatabase(); 

        Cursor res = db.rawQuery("select * from " +TABLE_NAME + " where " +COL_2+ " 

= 'Malware'",null); 

        return res; 

    } 

 

    public Cursor getBusinessData() { 

        SQLiteDatabase db = this.getWritableDatabase(); 

        Cursor res = db.rawQuery("select * from " +TABLE_NAME + " where " +COL_2+ " 

= 'Business'",null); 

        return res; 

    } 

 

    public Cursor getAwarenessData() { 

        SQLiteDatabase db = this.getWritableDatabase(); 

        Cursor res = db.rawQuery("select * from " + TABLE_NAME + " where " + COL_2 

+ " = 'Awareness'", null); 

        return res; 

    } 

 

    public Cursor getOtherData() { 

        SQLiteDatabase db = this.getWritableDatabase(); 

        Cursor res = db.rawQuery("select * from " + TABLE_NAME + " where " + COL_2 

+ " = 'Other'", null); 

        return res; 

    } 

 

} 
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 QuizActiviy 

package com.mobiledevicesecurityaware.activities; 

 

import android.app.Activity; 

import android.content.Intent; 

import android.os.Bundle; 

import android.view.View; 

import android.widget.Button; 

import android.widget.TextView; 

 

import java.util.List; 

 

import com.mobiledevicesecurityaware.DBHelpers.QuizHelper; 

import com.mobiledevicesecurityaware.R; 

import com.mobiledevicesecurityaware.models.QuestionDTO; 

import com.mobiledevicesecurityaware.services.ScoreService; 

 

public class QuizActivity extends Activity { 

    List<QuestionDTO> questionDTOList; 

    int score = 0; 

    int qid = 0; 

    QuestionDTO currentQuest; 

    TextView txtQuestion, scored; 

    Button button1, button2, button3; 

 

    @Override 

    protected void onCreate(Bundle savedInstanceState) { 

        super.onCreate(savedInstanceState); 

        setContentView(R.layout.activity_quiz); 

        QuizHelper db = new QuizHelper(this); 

        questionDTOList = db.getAllQuestions(); 

        currentQuest = questionDTOList.get(qid); 

        txtQuestion = (TextView) findViewById(R.id.txtQuestion); 

 

        button1 = (Button) findViewById(R.id.button1); 

        button2 = (Button) findViewById(R.id.button2); 

        button3 = (Button) findViewById(R.id.button3); 

 

        scored = (TextView) findViewById(R.id.score); 

 

 

        setQuestionView(); 

 

        button1.setOnClickListener(new View.OnClickListener() { 

            @Override 

            public void onClick(View v) { 

                getAnswer(button1.getText().toString()); 

            } 

        }); 

 

        button2.setOnClickListener(new View.OnClickListener() { 

            @Override 

            public void onClick(View v) { 

                getAnswer(button2.getText().toString()); 

            } 

        }); 

 

        button3.setOnClickListener(new View.OnClickListener() { 

            @Override 

            public void onClick(View v) { 

                getAnswer(button3.getText().toString()); 

            } 

        }); 

    } 

 

    public void getAnswer(String AnswerString) { 
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        if (currentQuest.getAnswer().equals(AnswerString)) { 

            score++; 

            scored.setText("Score : " + score); 

        } else { 

            ScoreService scoreService = new ScoreService(this); 

            scoreService.putScore(score); 

 

            Intent intent = new Intent(QuizActivity.this, ResultActivity.class); 

            Bundle b = new Bundle(); 

            b.putInt("score", score); 

            intent.putExtras(b); 

            startActivity(intent); 

            finish(); 

            overridePendingTransition(R.anim.slide_in_left_view, 

R.anim.slide_out_left_view); 

        } 

 

        if (qid < questionDTOList.size()) { 

            currentQuest = questionDTOList.get(qid); 

            setQuestionView(); 

        } else { 

            ScoreService scoreService = new ScoreService(this); 

            scoreService.putScore(score); 

 

            Intent intent = new Intent(QuizActivity.this, ResultActivity.class); 

            Bundle b = new Bundle(); 

            b.putInt("score", score); 

            intent.putExtras(b); 

            startActivity(intent); 

            finish(); 

            overridePendingTransition(R.anim.slide_in_left_view, 

R.anim.slide_out_left_view); 

        } 

    } 

 

 

    private void setQuestionView() { 

        txtQuestion.setText(currentQuest.getQuest()); 

        button1.setText(currentQuest.getOption1()); 

        button2.setText(currentQuest.getOption2()); 

        button3.setText(currentQuest.getOption3()); 

        qid++; 

    } 

 

    @Override 

    public void onBackPressed() { 

        super.onBackPressed(); 

        overridePendingTransition(R.anim.slide_in_right_view, 

R.anim.slide_out_right_view); 

    } 

} 
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 QuizHelper Database (not all questions included) 

package com.mobiledevicesecurityaware.DBHelpers; 

 

import java.util.ArrayList; 

import java.util.List; 

import android.content.ContentValues; 

import android.content.Context; 

import android.database.Cursor; 

import android.database.sqlite.SQLiteDatabase; 

import android.database.sqlite.SQLiteOpenHelper; 

 

import com.mobiledevicesecurityaware.models.QuestionDTO; 

 

public class QuizHelper extends SQLiteOpenHelper 

{ 

    private static final int VERSION = 1; 

    private static final String DATABASE_NAME = "secquiz"; 

    private static final String TABLE_QUEST = "questions"; 

 

    private static final String ID = "id"; 

    private static final String QUEST = "question"; 

    private static final String ANSWER = "answer"; 

    private static final String OPT1 = "opt1"; 

    private static final String OPT2 = "opt2"; 

    private static final String OPT3 = "opt3"; 

    private SQLiteDatabase database; 

 

    public QuizHelper(Context context) 

    { 

        super(context, DATABASE_NAME, null, VERSION); 

    } 

 

    @Override 

    public void onCreate(SQLiteDatabase db) 

    { 

        database = db; 

        String sql = "CREATE TABLE IF NOT EXISTS " + TABLE_QUEST + " ( " 

                + ID + " INTEGER PRIMARY KEY AUTOINCREMENT, " + QUEST 

                + " TEXT, " + ANSWER + " TEXT, " + OPT1 + " TEXT, " 

                + OPT2 + " TEXT, " + OPT3 + " TEXT)"; 

        db.execSQL(sql); 

        addQuestion(); 

    } 

 

    private void addQuestion() { 

        QuestionDTO q1 = new QuestionDTO("What is a computer virus", "A program 

that is used to communicate with other people", "A piece of code that is imbedded 

in programs that can replicate itself with a harmful effect", "A program that 

protects the hardware.", "A piece of code that is imbedded in programs that can 

replicate itself with a harmful effect"); 

        this.addQuestion(q1); 

        QuestionDTO q2 = new QuestionDTO("What is a computer worm", "An insect that 

gets into your device and eats the hardware", "A program that gets private 

information of users", "A computer program that makes copies of itself to spread to 

other computers", "A computer program that makes copies of itself to spread to 

other computers"); 

        this.addQuestion(q2); 

} 

 

    @Override 

    public void onUpgrade(SQLiteDatabase db, int oldV, int newV) 

    { 

 

        db.execSQL("DROP TABLE IF EXISTS " + TABLE_QUEST); 

        onCreate(db); 

    } 
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    public void addQuestion(QuestionDTO quest) 

    { 

        ContentValues values = new ContentValues(); 

        values.put(QUEST, quest.getQuest()); 

        values.put(ANSWER, quest.getAnswer()); 

        values.put(OPT1, quest.getOption1()); 

        values.put(OPT2, quest.getOption2()); 

        values.put(OPT3, quest.getOption3()); 

        database.insert(TABLE_QUEST, null, values); 

    } 

 

    public List<QuestionDTO> getAllQuestions() 

    { 

        List<QuestionDTO> List = new ArrayList<QuestionDTO>(); 

        String selectQuery = "SELECT  * FROM " + TABLE_QUEST; 

        database = this.getReadableDatabase(); 

        Cursor cursor = database.rawQuery(selectQuery, null); 

        if (cursor.moveToFirst()) 

        { 

            do 

            { 

                QuestionDTO quest = new QuestionDTO(); 

                quest.setID(cursor.getInt(0)); 

                quest.setQuest(cursor.getString(1)); 

                quest.setAnswer(cursor.getString(2)); 

                quest.setOption1(cursor.getString(3)); 

                quest.setOption2(cursor.getString(4)); 

                quest.setOption3(cursor.getString(5)); 

                List.add(quest); 

            } 

            while (cursor.moveToNext()); 

        } 

        return List; 

    } 

} 
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Appendix D: Language editing confirmation 

 

 


