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CHAPTER 5: CONCEPTUAL ENTERPRISE RISK MANAGEMENT 

IMPLEMENTATION MODEL AND PROPOSED 

ENTERPRISE RISK MANAGEMENT 

IMPLEMENTATION ASSESSMENT TOOL 

5.1 INTRODUCTION 

At this stage of the study, the requirements of theoretical objectives 1 (Describe the ERM 

domain in terms of the scope and definition of ERM, ERM adoption drivers, and the perceived 

value proposition of ERM implementation) and theoretical objective 2 (Identify and document 

the barriers to ERM implementation) were addressed by the systematic literature review and 

the results were described in Chapter 2.  

Theoretical objective 3 stipulates the exploration of the use of organisational design models 

and the principles of continual improvement as the theoretical frameworks for the conceptual 

ERM implementation model. The aforementioned was discussed in detail in Chapter 3 and the 

necessary recommendations were also contained within the discussion.  

The problem statement essentially refers to the fact that there are several barriers to ERM 

implementation. This was confirmed with the phase 1 questionnaire (part of phase 1 of the 

empirical portion of the study) that was sent to primary and secondary risk stakeholders in 

South African organisations. The aforementioned questionnaire also confirmed certain 

elements of the ERM domain in a South African context which satisfied the requirements for 

empirical objective 1 (refer to Section 1.4.3). The results were discussed in Chapter 4 (refer to 

Section 4.5). 

Chapter 5 commences with the detailed description of the conceptual ERM implementation 

model (required by theoretical objective 4 – refer to Section 1.4.2) by identifying: 

 The building blocks of the conceptual ERM implementation model with the focus on 

continual improvement;  

 Addressing the key requirements of the ERM implementation model based on the 

recommendations of ISO 31000: Risk management principles and guidelines (ISO, 

2009b), ISO 31010: Risk management – Risk assessment techniques (ISO, 2009c), 

Guide 73: Risk management vocabulary (ISO, 2009a), and the King III Code on 

Governance (IODSA, 2009); and  

 Clarifying the derived deliverables and the purpose of the deliverables. 
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After proposing the conceptual ERM implementation model, the chapter proceeds with a 

proposed ERM implementation assessment tool (theoretical objective 5 – refer to Section 

1.4.2) to determine the level of implementation and the degree of formality of ERM 

implementation within any South African organisation, operating within any industry. 

5.2 THE CONCEPTUAL ENTERPRISE RISK MANAGEMENT IMPLEMENTATION 

MODEL 

It is imperative to reiterate that the main objectives of the conceptual ERM implementation 

model are to: 

 Provide risk stakeholders with a standardised ERM implementation model that they can 

use to facilitate the implementation of the ERM program; 

 Reduce the barriers to ERM program implementation; 

 Improve the allocation of scarce risk resources;  

 Establish a common risk language within the organisation; and 

 Contribute to the academic literature regarding the misalignment between ERM program 

design and organisational design principles (refer to Section 3.2, 3.3 and 3.4); a practical 

approach to ERM implementation by utilising a model and an assessment tool (refer to 

Section 5.2) and to stay true to a practice-based ERM model development and validation 

process (refer to Chapter 5). 

Figure 5.1 describes the purpose, research method, key considerations and results for this 

part of the study. 

Figure 5.1: Purpose, research method, key considerations and results  

 

Source: Researcher’s own compilation. 
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The conceptual ERM implementation model will consist of the design and structuring of the 

ERM model (detailed by building blocks 1-4); and the implementation, monitor and review, as 

well as the continual improvement thereof (building blocks 5-7). 

Due to the constraints of the allotted capacity of this thesis, the researcher will explain all seven 

building blocks that make up the foundation of the conceptual ERM implementation model. 

However, the researcher will only use Building block 1 of the conceptual model to explain the 

process that was undertaken to include the requirements (refer to Section 5.2.2), derived 

deliverables (refer to Section 5.2.3) and the purpose of each deliverable (refer to Section 5.2.4) 

within the model. All the detail associated with these aspects of building blocks 1–7 is tabled 

in Addendum A. 

5.2.1 The seven building blocks 

Section 1.3 describes the three areas of concern that falls within the scope of this study. To 

address the aforementioned, an organisational design model (Weisbord’s Six-box model), and 

the continual improvement model (the Deming cycle) was used as the theoretical frameworks 

for the design of the building blocks of the conceptual ERM implementation model. It was done 

intentionally to address the misalignment between the principles of organisational design and 

ERM program design (Martin & Power, 2007; Arena et al., 2010; Bromiley et al., 2014). This 

was then populated with the requirements, deliverables, and the purpose of these deliverables 

from Guide 73: Risk management vocabulary (ISO, 2009a), ISO 31000: Risk management 

principles and guidelines (ISO, 2009b), ISO 31010: Risk Management – risk assessment 

techniques (ISO, 2009c), and the King III Code on Governance (IODSA, 2009) in order to 

clarify the ambiguity surrounding the concept practice-based ERM (Arena et al., 2010; Arena 

et al., 2011; Mikes & Kaplan, 2013). 

The alignment between Weisbord’s Six-box model, the Deming Cycle and the risk 

management best practise requirements is illustrated in Table 5.1. 
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Table 5.1: Conceptual ERM implementation model - building blocks  

Building blocks 

Theoretical frameworks 
Level 1 best practice 

requirements 
Level 2 best practice 

requirements 

Deming cycle 
Weisbord 

organisational 
design model 

Source Source 

I. Get permission. Plan 
Purpose, 

Leadership 

ISO 31000   

King III   

King III King III 

King III 
  King III 

ISO 31000 

II. Establish the 
tone of the 

organisation. 
Plan 

Leadership, 
Relationships 

ISO 31000 King III 

  ISO 31000 

King III   

III. Design the 
rules of the game. 

Plan 

Purpose, 
Relationships, 

Structure, External 
environment 

ISO 31000 ISO 31000 

  

ISO 31000 

ISO 31000 

ISO 31000 / King III 

ISO 31000 

King III 
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Building blocks 

Theoretical frameworks 
Level 1 best practice 

requirements 
Level 2 best practice 

requirements 

Deming cycle 
Weisbord 

organisational 
design model 

Source Source 

III. Design the 
rules of the game. 

Plan 

Purpose, 
Relationships, 

Structure, External 
environment 

ISO 31000 

ISO 31000 

King III 

ISO 31000 

ISO 31000 

ISO 31000 

ISO 31000 / King III 

ISO 31000 ISO 31000 

IV. Develop the 
risk infrastructure. 

Plan 

Helping 
mechanisms, 
Relationships, 

Rewards 

ISO 31000 ISO 31000 

King III 

King III 

King III 

King III 

King III 

King III 

King III 

ISO 31000   

ISO 31000 / King III   

ISO 31000 / King III   

V. Implementation. Do 

Leadership, 
Structure, 

Relationships, 
Helping 

Mechanisms, 
External 

environment 

ISO 31000 
ISO 31000 

ISO 31000 

ISO 31000 
ISO 31000 

ISO 31000 

ISO 31000 

ISO 31000 

ISO 31000 

King III 

ISO 31000 

King III 

ISO 31000 

King III 

ISO 31000 

King III 
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Building blocks 

Theoretical frameworks 
Level 1 best practice 

requirements 
Level 2 best practice 

requirements 

Deming cycle 
Weisbord 

organisational 
design model 

Source Source 

VI. Monitor & 
review. 

Check Rewards 

  King III 

King III 

King III 

King III 

King III 

King III 

  
King III 

ISO 31000 

  

ISO 31000 

ISO 31000 

ISO 31000 

ISO 31000 ISO 31000 

VII. Continual 
improvement. 

Adjust PDCA King III 
King III 

ISO 31000 

     

Source:  Researcher’s own compilation. 

The main objective and details regarding each building block will be explained in the next 

sections. 

5.2.1.1 Building block I: Get permission 

The main objective of this building block is to formalise the instruction and permission for the 

design and implementation of an ERM program within the organisation, and to establish 

leadership of the ERM implementation model.  

The instruction can be triggered by a business event, such as due diligence for a merger or 

acquisition, or by a regulatory or legal requirement, such as the Companies Act (Companies 

Act, 2008). The ERM project sponsor is tasked to prepare a business case document to explain 

the benefits and value-add proposition of an ERM implementation program to the decision 

makers within the organisation.  

The business case document should then be presented at the relevant forum/committee for 

approval. At this stage of the process, in the absence of a formalised board risk committee, 

the presentation will be made at the board meeting, the executive committee meeting or 

another appropriate decision-making committee. Proof of the request will be the business case 
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document, a board/executive committee/other committee agenda item and the minutes of the 

relevant committee meeting where the decision will be recorded.  

The next step is to establish leadership or board risk oversight by preparing the terms of 

reference for the board risk management committee or by revising the audit committee charter 

to include risk oversight. The scope, objectives, roles and responsibilities for risk management 

must then be documented in the risk management policy.  

5.2.1.2 Building block II: Establish the tone of the organisation  

The tone of the organisation in a risk context proposes that a culture of “everyone is 

responsible for risk management” has to be established within the organisation. This implies 

that every employee, from top management through to the lower level employees, displays 

responsible behaviour and makes risk-based decisions. This also recommends aspects such 

as: a common risk language is used to create risk awareness and establish a risk culture within  

the organisation; a formalised risk awareness strategy and program for all the levels within the 

organisation; a formalised escalation process for dispute resolution within the organisation in 

which the board will be informed of disputes concerning, and cases of narrow avoidance of 

disasters associated with risk events. The aforementioned deliverables will fulfil the seven best 

practice requirements from ISO 31000 (ISO, 2009b) and King III (IODSA, 2009). These 

requirements will be discussed in Section 5.2.2. 

By the end of employing building block 1 and 2 of the ERM implementation model within the 

organisation, ERM program design and implementation has been instructed, approval has 

been obtained, leadership established and the correct tone of the organisation has been 

created. In order to implement an effective ERM program, the rules of the risk game must then 

be developed and communicated throughout the organisation. 

5.2.1.3 Building block III: Design the rules of the game  

ISO 31000 (ISO, 2009b) contains detailed requirements with regards to the design of the risk 

management framework or, in simpler terms, the rules of the risk game. The different elements 

are: (1) establish an internal, external and risk management context and define the risk criteria; 

(2) develop a risk management policy; (3) formalise the risk governance framework; (4) 

integrate risk management into business operations; (5) align risk management and strategic 

objectives; (6) determine risk management performance indicators that align with performance 

indicators of the organisation, (7) develop internal reporting and communication guidelines and 

(8) develop external reporting and communication guidelines.  
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The only rule for the risk management process is that it should be standardised for the entire 

organisation. Consequently, the purpose of this building block is to establish the foundation 

and standardised guidelines for ERM within said organisation. The result is a description of the 

risk world within which the organisation operates by identifying internal and external 

stakeholders; describing the external environment and the internal value chain; having gained 

an understanding of the purpose of the organisation from the organisation’s strategic plan and 

then in answer to the aforementioned, developing a risk management policy, risk governance 

framework, internal communication and reporting guidelines; as well as external 

communication and reporting guidelines. Culminating in designing a standardised risk 

management process which has to be used by the entire organisation. 

At this stage in the model, the instruction to develop an ERM program has been formalised, 

permission has been granted, leadership has been established, the tone of the organisation 

has been established and the rules of the risk game have been defined. The next building 

block will expound the risk infrastructure needed to implement an ERM program within the 

organisation. 

5.2.1.4 Building block IV: Develop the risk infrastructure 

At this stage, the ERM program requires physical infrastructure for implementation. The main 

objective here is to identify the people, processes, systems, budget, committees, tools and 

models necessary to efficiently and effectively implement the ERM program within the 

organisation. The result is a matrix of identified risk owners, risk champions and other risk 

stakeholders; a list of operational processes that has to integrate with the risk management 

process; a systems requirements document that lists existing organisational systems where 

risk data can be sourced from and also describes the need for risk recording, risk monitoring 

and risk reporting systems; a risk management plan where the budgetary requirements are 

captured; a committee structure that will result in risk-based decision-making and handle the 

escalation of risk issues; the tools and models to record, manage and monitor risks and 

standardised templates to be used by all the risk stakeholders. 

This concludes the design and structuring phase of the ERM implementation model. As 

previously stated the collective name for building blocks I to IV is the ERM program. The next 

section focusses on the implementation of the different elements of the conceptual ERM 

program. 
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5.2.1.5 Building block V: Implement the enterprise risk management program 

This building block is divided into two sections: the risk management framework and the risk 

management process. With regards to the risk management framework, ISO 31000 (ISO, 

2009b) and King III (IODSA, 2009) recommends that: (1) decisions need to be made with 

regards to the appropriate timing and strategy for implementation; (2) regulatory and legal 

compliance with regards to risk should be ensured; (3) risk tolerance levels and risk appetite 

statements must be formalised, communicated to the relevant departments/divisions and it 

must be implemented; and (4) regular risk awareness and training sessions must be held for 

all the levels of employees. With regards to the risk management process, ISO 31000 (ISO, 

2009b), ISO 31010 (ISO, 2009c) and King III (IODSA, 2009) recommend that: (1) the internal 

and external stakeholders have to be identified, risk communication plans have to be finalised 

and the relevant risk reports have to be populated and distributed to the relevant risk 

stakeholders; (2) the internal, external and risk management context of the organisation or the 

specific division/department/project has to be established; (3) the key risks for the organisation 

(top-down process) and for the different divisions/departments/projects (bottom-up process) 

have to be identified, analysed and evaluated; (4) the risks with the highest risk score have to 

be treated in accordance with the approved risk controls and risk treatment options.  

The successful implementation of the ERM program will depend on the clarity and 

transparency regarding the design; quality of relationships between internal and external risk 

stakeholders and the ERM department, and whether there are clear communication guidelines. 

At this point, the ERM program has been designed and implemented. The next step will 

describe the purpose of the monitoring and review activities associated with the ERM program. 

5.2.1.6 Building block VI: Monitor and review the enterprise risk management program’s 

performance 

Monitoring and review activities should be explicitly included in the ERM implementation 

model. According to ISO 31000 (ISO, 2009b), the organisation’s monitoring and review 

processes should encompass all aspects of the risk management process. This is to ensure 

that all the controls  are effective and efficient in both design and operation; to obtain additional 

information to improve risk assessment; to intentionally document and analyse lessons learnt 

from events (including near-misses), changes, trends, successes and failures; to be conscious 

of changes in the external and internal context, including changes to risk criteria and the risk 

itself which can require revision of risk treatments and priorities; and to identify emerging risks.  
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In response to the recommendations from ISO 31000 (ISO, 2009b), the building block is 

divided into six categories: (1) monitoring activities by the board; (2) review activities by the 

board; (3) monitoring of the risk management framework, (4) review of the risk management 

framework; (5) monitoring of the risk management process, and (6) review of the risk 

management process.  

5.2.1.7 Building Block VII: Continual improvement of the enterprise risk management 

program 

The proposed continual improvement process is based on the Deming cycle as it was 

discussed in Section 3.4. The final building block deals with continual improvement of both the 

risk management framework and the risk management process. It should result in a more agile 

and fit-for-purpose ERM implementation program (Choi, 1995). As an example, continual 

improvement with the ERM implementation will be triggered by lessons learnt as discussed in 

building block VI: the best practice requirements regarding the annual review of the ERM 

framework, policy and process and improvements suggested by risk stakeholders that are 

involved in the day-to-day implementation of risk management. It is a repeatable cycle. 

Figure 5.2 illustrates an overview of the above-mentioned building blocks of the conceptual 

ERM implementation model as based on Weisbord’s Six-box organisational design model and 

the Deming Cycle (a continual improvement model). This was intentionally done to bridge the 

gap between organisational design and ERM implementation program design as alluded to by 

several stakeholders within the ERM domain (Arena et al., 2010; Bromiley et al., 2014). 

Figure 5.2: An overview of the proposed building blocks of the conceptual ERM  

  implementation model 

 

Source: Researcher’s own compilation. 
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5.2.2 Requirements 

There are several best practice frameworks for risk management within the ERM landscape 

that could be utilised as a foundation to identify the requirements to include for each of the 

seven building blocks. Some examples include: 

 Enterprise risk management — integrated framework (COSO, 2004); 

 AS/NZS 4360:2004 - Risk management (AUS/NZ, 2004); 

 ISO 31000: 2009 - Risk management: principles and guidelines (ISO, 2009b); and 

 King III: 2009 Code on Corporate Governance (IODSA, 2009). 

The results of the phase 1 questionnaire (refer to Figure 4.16) indicated that the majority of 

risk practitioners utilise a combination of best practice risk management frameworks as the 

basis for their organisation’s ERM programs. The researcher used ISO 31000 as it is an 

international standard for risk management (illustrated in Figure 5.3); and King III (refer to 

Figure 5.4) as the study focuses on South African organisations, as the basis for the ERM 

implementation model requirements. 

Figure 5.3: ISO 31000 – Risk management principles and guidelines 

 

Source: ISO (2009b). 
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ISO 31000 was prepared by the ISO Technical Management Board Working Group on risk 

management as a guideline for risk management principles, frameworks and processes. The 

guideline can be applied to any organisation of any size in any industry, but in order for risk 

management to be effective it has to comply with the following principles (ISO, 2009b): 

 Risk management creates and protects value; 

 Risk management is an integral part of all organisational processes; 

 Risk management is part of decision making; 

 Risk management explicitly addresses uncertainty; 

 Risk management is systematic, structured and timely; 

 Risk management is based on the best available information; 

 Risk management is tailored; 

 Risk management takes human and cultural factors into account; 

 Risk management is transparent and inclusive; 

 Risk management is dynamic, iterative and responsive to change; and 

 Risk management facilitates continual improvement of the organisation. 

The success of risk management will depend on the effectiveness of the risk management 

framework. The guideline suggests the following steps for the risk management framework: 

(1) mandate and commitment, (2) design the framework, (3) implement risk management, (4) 

monitor and review the risk management framework, and (5) continual improvement of the 

framework. The suggested risk management process is: (1) communication and consultation, 

(2) establish the context, (3) risk assessment, (4) risk treatment and (5) monitor and review 

(ISO, 2009b). 

Figure 5.4: King III – Code of Corporate Governance for South Africa 

 

Source: King Code on Corporate Governance (IODSA, 2009). 
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The underlying philosophy of the King III Code of Governance (2009) revolves around 

leadership, sustainability and corporate citizenship. Chapter 4 of King III provides guidelines 

with regards to the risk governance responsibilities of Boards of Directors, together with 

guidelines on management’s responsibility for risk management, risk assessment, risk 

response, risk monitoring, risk assurance and risk disclosure. 

ISO 31000 and King III simply provide best practice guidelines with regards to risk 

management, but it does not provide guidance on how to implement risk management. The 

purpose of this study therefore is to provide the aforementioned practical guidance to risk 

practitioners with regards to a conceptual ERM implementation model to employ within their 

organisations.  

Section 5.2.1 detailed the seven building blocks forming the foundation of the conceptual ERM 

implementation model. That in itself, however, is not enough to guide a risk stakeholder 

effectively. As a result, the researcher allocated requirements identified from the above-

mentioned frameworks to each of these building blocks. 

These requirements were categorised in two levels. Level 1 requirements consist of a list of 

the overarching requirements associated with each building block. In some instances, 

however, these level 1 requirements needed to be expounded with more detailed requirements 

that were selected to be included as level 2. 

Table 5.2 explains, as an example, the process to identify the best practice requirements for 

Building block 1 – Get permission. The level 1 and level 2 columns contain an extract from the 

best practice document, the source column specifies the name of the best practice document 

and the references column refers to the specific reference paragraph in the source document. 

Table 5.2: Best practice requirements for Building block I – Get permission 

Best practice requirements     

Level 1 Source Ref. Level 2 Source Ref. 

Ensure legal and regulatory 
compliance.      

ISO 
31000 

4.2       

The board should delegate to 
management the responsibility 
to design, implement and 
monitor the risk management 
plan 

King III 4.4       
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Best practice requirements     

Level 1 Source Ref. Level 2 Source Ref. 

The risk committee or audit 
committee should assist the 
board in carrying out its risk 
responsibilities 

King III 4.3 

The board should appoint a 
committee responsible for risk. 

King III 

4.3.1 

The risk committee should: 4.3.2 

 consider the risk management 
policy and plan and monitor the 
risk management process; 

4.3.2.1 

 have as its members’ executive 
and non-executive directors, 
members of senior 
management and independent 
risk management experts to be 
invited, 
if necessary; 

 

4.3.2.2 

 have a minimum of three 
members; and 

4.3.2.3 

 convene at least twice per year. 4.3.2.4 

The board’s responsibility for risk 
governance should be expressed in 
the board charter. 

4.1.3 

Define and endorse the risk 
management policy 

King III 4.1.1 

The board’s responsibility for risk 
governance 
should manifest in a documented 
risk management policy and plan. 

King III 

4.1.5 

    
The board should approve the risk 
management 
policy and plan. 

4.1.6 

ISO 
31000 

4.2 & 
4.3.2 

The risk management policy should 
be 
widely distributed throughout the 
company. 

4.1.7 

Source:  ISO 31000 (2009b) and King III (2009). 

5.2.3 Derived deliverables  

The next part of the study is an attempt to provide risk practitioners with tangible deliverables 

for each requirement per building block. The proposed deliverables were derived from the 

discussed requirements (Section 5.2.2), based on the researcher’s practical experience in  
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different industries, professional bodies’ risk management guidelines (IRM, 2002; IRMSA, 

2014), professional bodies’ practice notes (CIPS, 2014), standard setting organisations (ISO, 

2009b, ISO, 2009c, IODSA, 2009) and suggestions by other authors (Garvey, 2008; Likhang, 

2009; Chapman, 2011). Figure 5.5 depicts the percentage of the total number of derived 

deliverables per ERM implementation model building block. 

Figure 5.5:  Allocation of deliverables per ERM implementation model building block 

Source: Researcher’s own compilation. 

The purpose of the building blocks, together with the best practice requirements informed the 

decision with regards to specific derived deliverables. For example, the last requirement for 

building block I states: “Define and endorse the risk management policy”. The logical derived 

deliverable is an approved risk management policy as depicted in Table 5.3. 

Table 5.3: Derived deliverables for building block I – Get permission 

Best practice requirements 
Deliverables 

Level 1 Level 2 

Ensure legal and regulatory 
compliance.      

  
Compliance requirements 
(legal + regulatory + best 
practise frameworks) 

The board should delegate to 
management the responsibility to 
design, implement and monitor the 
risk management plan 

  

Agenda item for board 
meeting 

Minutes of the board 
meeting 
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Best practice requirements 
Deliverables 

Level 1 Level 2 

The risk committee or audit 
committee should assist the board 
in carrying out its risk 
responsibilities 

The board should appoint a committee 
responsible for risk. 

Board risk committee (BRC) 
charter 

The risk committee should: 

 consider the risk management policy and 
plan and monitor the risk management 
process; 

 have as its members’ executive and non-
executive directors, members of senior 
management and independent risk 
management experts to be invited, 
if necessary; 

 have a minimum of three members; and 

Board risk committee (BRC) 
charter  convene at least twice per year. 

 The board’s responsibility for risk 
governance should be expressed in the 
board charter. 

Define and endorse the risk 
management policy 

The board’s responsibility for risk governance 
should manifest in a documented risk 
management policy and plan. 

Risk management policy 
The board should approve the risk 
management policy and plan. 

The risk management policy should be 
widely distributed throughout the company. 

Source: Researcher’s own compilation. 

5.2.4 Purpose of each deliverable 

The purpose for each derived deliverable explains the intention of each derived deliverable in 

the context of the specific building block and the assigned requirements. Successful ERM 

implementation requires a common understanding of risk related terms and concepts in the 

organisation. The description relating to the purpose of the derived deliverables is an effort to 

establish a common risk language amongst all the risk stakeholders. The intention was to 

remove ambiguity from the model and to embed one concept of ERM in the organisation.  

Table 5.4 contains the level 1 and level 2 best practise requirements, as well as the purpose 

of the proposed deliverables. 
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Table 5.4: Purpose of the derived deliverables for building block I – Get permission 

Best practice requirements Proposed deliverables 

Level 1 Level 2 Purpose 

Ensure legal and regulatory 
compliance.      

  
To motivate the need for an ERM 
program. 

The board should delegate 
to management the 
responsibility to design, 
implement and monitor the 
risk management plan 

  

To ask for permission / mandate 
to design and implement the ERM 
program. 

To record the permission / 
mandate received to design and 
implement an ERM program. 

The risk committee or audit 
committee should assist the 
board in carrying out its risk 
responsibilities 

The board should appoint a committee 
responsible for risk. 

To assist the board in carrying out 
its risk roles and responsibilities. 

The risk committee should: 

 consider the risk management policy and 
plan and monitor the risk management 
process; 

 have as its members’ executive and non-
executive directors, members of senior 
management and independent risk 
management experts to be invited, 
if necessary; 

 have a minimum of three members; and 

 convene at least twice per year. 

The board’s responsibility for risk governance 
should be expressed in the board charter. 

Define and endorse the risk 
management policy 

The board’s responsibility for risk governance 
should manifest in a documented risk 
management policy and plan. 

To document risk management 
scope, objectives and roles and 
responsibilities. 

The board should approve the risk 
management 
policy and plan. 

The risk management policy should be 
widely distributed throughout the company. 

Source: Researcher’s own compilation. 

5.2.5 Conceptual enterprise risk management implementation model 

Figure 5.6 illustrates the detailed conceptual ERM implementation model (including the 

discussed seven building blocks, requirements, derived deliverables and the purpose of each 

of these deliverables) intended for use by risk stakeholders within any organisation and   
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industry. This conceptual model will be used as the foundation for validating an ERM 

implementation model empirically, utilising the Delphi technique, and will be discussed in 

further detail in Chapters 6.   

Figure 5.6: An overview of the conceptual ERM implementation model 

 

Source: Researcher’s own compilation. 

Table 5.5 reflects the alignment between the Deming cycle and Weisbord’s Six-box 

organisational design model and the elements of the conceptual ERM implementation model 

(including the discussed seven building blocks, requirements, derived deliverables and the 

purpose of each of these deliverables). The detail of the theoretical frameworks (Weisbord’s 

six-box organisational design model and the Deming Cycle) were discussed in Sections 3.1.3 

and 3.4. Section 5.2 describes the detail of the conceptual ERM implementation model. 
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Table 5.5: Conceptual ERM implementation model – theoretical frameworks and 

best practice requirements 

Theoretical frameworks 

Building blocks 

Level 1 best 
practice 

requirements 

Level 2 best practice 
requirements 

Deming cycle 
Weisbord 

organisational 
design model 

Source Ref. Source Ref. 

Plan 
Purpose, 

Leadership 
I. Get permission. 

ISO 
31000 

4.2     

King III 4.4     

King III 4.3 King III 

4.3.1 

4.3.2 

4.3.2.1 

4.3.2.2 

4.3.2.3 

4.3.2.4 

4.1.3 

King III 4.1.1 

King III 

4.1.5 

    4.1.6 

ISO 
31000 

4.2 & 
4.3.2 

4.1.7 

Plan 
Leadership, 

Relationships 
II. Establish the tone 
of the organisation. 

ISO 
31000 

4.2 King III 4.4.3 

  ISO 31000 4.2 

King III 4.1.4     

Plan 

Purpose, 
Relationships, 

Structure, 
External 

environment 

III. Design the rules of 
the game. 

ISO 
31000 

4.3 ISO 31000 4.3.1 & 5.3.2 

    

ISO 31000 4.3.1 & 5.3.3 

ISO 31000 4.3.1 & 5.3.4 

ISO 31000 
/ King III 

4.3.1 & 5.3.5 
/ 4.2.1 & 

4.2.2 

ISO 31000 4.3.2 

King III 

4.1.1 

4.1.5 

4.1.6 

4.1.7 
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Theoretical frameworks 

Building blocks 

Level 1 best 
practice 

requirements 

Level 2 best practice 
requirements 

Deming cycle 
Weisbord 

organisational 
design model 

Source Ref. Source Ref. 

Plan 

Purpose, 
Relationships, 

Structure, 
External 

environment 

III. Design the rules of 
the game. 

ISO 
31000 

4.3 

ISO 31000 4.3.3 

King III 4.4.2 

ISO 31000 4.3.4 

ISO 31000 4.2 

ISO 31000 4.3.6 

ISO 31000 
/ King III 

4.3.7 / 4.10 

ISO 
31000 

5 ISO 31000 

5.2 

4.3.1 & 5.3 

5.4.2 

5.4.3 

5.4.4 

5.5 

5.6 

4.6 

Plan 

Helping 
mechanisms, 
Relationships, 

Rewards 

IV. Develop the risk 
infrastructure. 

ISO 
31000 

4.3.5 ISO 31000 4.3.5 

King III 2.23 

King III 

2.23 

2.23.1 

2.23.2 

2.23.3 

King III 4.3.2 

King III 3.4 

King III 2.23 

King III 

3.4 

3.8 

3.8.1 

3.8.2 

3.8.2.1 

3.8.2.2 

3.8.2.3 

3.8.2.4 

King III 

3.5 

3.5.1 

3.5.2 

ISO 
31000 

4.3.5 & 
5.7 

    

ISO 
31000 / 
King III 

4.3.4 & 
4.3.5 / 
4.4.1 

    

ISO 
31000 / 
King III 

4.3.5 & 
5.7 / 
4.4.1 

    

Do 

Leadership, 
Structure, 

Relationships, 
Helping 

Mechanisms, 
External 

environment 

V. Implementation. 

ISO 
31000 

4.4.1 
ISO 31000 4.4.1 

ISO 31000 4.2 & 4.4.1 

ISO 
31000 

4.4.2 
ISO 31000 5.2 

ISO 31000 5.3 

ISO 
31000 

4.4.2 ISO 31000 

5.3.2 & 4.3.1 

5.3.3 & 4.3.1 

5.3.4 & 4.3.1 
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Theoretical frameworks 

Building blocks 

Level 1 best 
practice 

requirements 

Level 2 best practice 
requirements 

Deming cycle 
Weisbord 

organisational 
design model 

Source Ref. Source Ref. 

5.3.5 & 4.3.1 

ISO 31000 5.4.2 

King III 4.5 

ISO 31000 5.4.3 

King III 4.5 

ISO 31000 5.4.4 

King III 4.5 

ISO 31000 5.5 

King III 4.7 

Check Rewards VI. Monitor & review. 

    King III 

4.8 

4.8.1 

4.8.2 

King III 
4.1 & 
4.3 

King III 4.1.2 

King III 4.1.8 

King III 4.1.9 

King III 4.3.3 

    
King III 4.2.3 

ISO 31000 4.5 

    

ISO 31000 4.5 

ISO 31000 4.2 & 4.4.1 

ISO 31000 4.5 

ISO 
31000 

5.6 ISO 31000 5.6 

Adjust PDCA 
VII. Continual 
improvement. 

King III 4.9 
King III 4.9.1 

ISO 31000 5.6 

Source:  Researcher’s own compilation. 

In summary, the study conducted an extensive evaluation of the systems based models of 

organisational design by determining the theory base, benefits and limitations of each model. 

The identified aspects of each model were then measured against the characteristics of 

effective organisational design (simplicity, flexibility, reliability, economy and acceptability) 

(Johnson et al., 1973) and Weisbord’s Six-box model (Weisbord, 1976) was chosen. This 

model was used as the foundation in conjunction with a focus on continual improvement (the 

Deming cycle) to develop the postulated conceptual ERM implementation model consisting of 

building blocks, requirements, deliverables, and the purpose of the deliverable. 

The characteristics of effective organisational design - simplicity, flexibility, reliability, economy 

and acceptability (Johnson et al., 1973) - will now also be employed to evaluate the design of 

the conceptual ERM implementation model.  
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The model design outline is simple in that it follows a building block approach where the one 

step builds on the previous to produce a result. For example: building block I to IV represents 

all the elements that have to be designed and developed for the ERM program. Building block 

V to VII includes all the activities relevant to the entire ERM program and it represents a 

continuous cycle of implementation, monitoring, review and continual improvement.  

The conceptual model is flexible in the sense that derived deliverables can be included or 

excluded or expanded to reflect the requirements of the specific type of organisation. For 

example: one of the deliverables from building block I is to get permission for the design and 

implementation of and ERM program. The derived deliverable is an agenda item for the board  

meeting. The decision-making body for a listed company will be the board of directors, whereas 

the decision making body for a government entity will located in the office of the minister. The 

deliverable can easily be changed to reflect that.  

Even though the conceptual ERM model is flexible and could be changed, the model was 

intentionally designed to be prescriptive in terms of the building blocks, associated 

requirements, and proposed deliverables to ensure the reliability of the outcomes during the 

implementation process.  

Generally, there are limited resources available for the design and implementation of ERM 

programs. The prescriptive nature of the conceptual model is such that it should result in 

improved allocation of scarce risk resources and it consequently adheres to the economy 

characteristic of organisational design. The conceptual model is an attempt to answer the call 

for a practice-based ERM model that will be easy to understand and that can be implemented 

by risk stakeholders. This should result in a higher level of acceptability. 

The complete conceptual ERM implementation model (including all seven building blocks, 

requirements, derived deliverables and the purpose of each deliverable within the model) is 

included in Addendum A. 

5.3 PROPOSED ENTERPRISE RISK MANAGEMENT IMPLEMENTATION 

ASSESSMENT TOOL 

Section 5.2 concluded the discussion pertaining to the conceptual ERM implementation model 

and all of its components. Now the focus will shift to the proposed ERM implementation 

assessment tool that will be used to determine the status of ERM implementation within the 

organisation and the validated degree of formality achieved. Figure 5.7 describes the purpose, 

research method, key considerations and results for this part of the study. 



Development of an enterprise risk management implementation model and assessment tool                           112  

Figure 5.7: Purpose, research method, key considerations and results  

 

Source: Researcher’s own compilation. 

The ERM implementation assessment activities are executed in accordance with the approved 

risk governance framework and model for the organisation (refer to Section 5.3.1). The ERM 

implementation assessment tool consists of: 

 A level of ERM implementation checklist to determine the status of ERM implementation, 

either per ERM implementation model building block or per risk stakeholder (refer to 

Section 5.3.2.1);  

 A level of ERM implementation reporting dashboard (refer to Section 5.3.2.2) that will be 

communicated to the relevant committees and the ERM project sponsor; 

 An ERM implemented deliverables degree of formality assessment checklist (refer to 

Section 5.3.3.1) that will be used by an independent assurer to determine the degree to 

which an implemented deliverable is actually completed; and  

 An ERM implemented deliverables degree of formality assessment reporting dashboard, 

either per ERM implementation model building block or per risk stakeholder (refer to 

Section 5.3.3.2) that will be communicated to the relevant committees and the ERM 

project sponsor. 

5.3.1 Example of a risk governance model 

Mark Bevir (2012) defined governance as all of the processes of governing, whether 

undertaken by a government, market or network, whether over a family, tribe, formal or informal 

organisation or territory and whether through the laws, norms, power or language. Bevir’s 

definition supports Marc Hufty’s (2011) description of governance as the processes of 

interaction and decision-making among the actors involved in a collective problem that lead to 

the creation, reinforcement, or reproduction of social norms and institutions.  
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Risk governance provides the structure of the risk management system and specifies 

responsibilities, authority, and accountability in the risk management system as well as the 

rules and procedures for making decisions in risk management (Aebi, Sabato, & Schmid, 

2012).  The King Code on Governance for South Africa clearly states that the organisation’s 

board is responsible for the governance of risk and management is responsible for risk 

management (IODSA, 2009). Several consulting firms have proposed either three (Lvov, 2009; 

Newsome, 2011; IIA, 2013) or five (Protiviti, 2013) lines-of-defence risk governance models. 

The ERM implementation assessment tool will be explained in terms of Protiviti’s five-lines-of-

defence risk governance model as illustrated in Figure 5.8.  

Figure 5.8: Proviti’s Five-lines-of-defence risk governance model 

 

Source: Protiviti (2013) 

According to Protiviti (2013), the first line-of-defence describes an organisation aware of its 

internal and external risk throughout the culture or tone of the organisation. In other words, 

“everyone accepts responsibility for risk management”. The second line-of-defence discusses 

the business unit and process owners’ responsibilities regarding risk management. The third 

line-of-defence pertains to the risk responsibilities of the independent risk and compliance 

functions. The fourth line-of-defence belongs to the internal and external auditors (hereafter 

the assurance providers) and the fifth line-of-defence describes the risk oversight 

responsibilities of the board and executive management. The detail of the model is described 

in Table 5.6. 
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Table 5.6: Protiviti’s Five-lines-of-defence risk governance model 

Line of defence 

(LoD) 
Role Players Explained 

1st LoD: 

Risk 

awareness 

Board & executive 

management 

To establish a risk aware culture where all levels in the organisation 

accepts responsibility for risk management resulting in responsible risk 

behaviour. 

Dispute resolution by the board: as for a formalised escalation process, 

even in circumstances where the CEO (or preferably, an executive risk 

committee or equivalent group) resolves disputes between the second and 

third lines-of-defence, the board should be informed to the extent such 

disputes are about significant matters or close calls. 

2nd LoD: 

Risk owners 

Business Unit 

Management & 

Process Owners 

To own and manage the risks their units and processes create, as well as 

establish the proper tone for managing these risks consistent with the tone 

at the top. 

As the risk owners, these managers: 

 Set objectives; 

 Establish risk responses; 

 Train personnel; and  

 Implement and reinforce risk response strategies. 

Risk treatment: they implement and maintain effective internal control 

procedures on a day-to-day basis and are best positioned to integrate risk 

management capabilities with the activities that create the risks. 

Risk monitoring: they must accept and cooperate with the oversight 

activities of risk management and compliance functions and the assurance 

activities of internal audit; it is a bright red warning flag if they do not. 
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Line of defence 

(LoD) 
Role Players Explained 

3rd LoD:  

Risk Control 

Independent Risk 

Management & 

Compliance 

Effective risk and compliance management requires an independent, 

authoritative voice to ensure that 

 an enterprise-wide framework exists for managing risk, 

 risk owners are doing their jobs in accordance with that framework, 

 risks are measured appropriately, 

 risk limits are respected and adhered to, and 

 risk reporting and escalation protocols are working as intended. 

Depending on the industry, these functions may include compliance, 

environmental, financial control, health and safety, inspection, legal 

approval, quality assurance, risk management, security and privacy, and 

supply chain. 

While these functions collaborate with unit managers and process owners 

to develop and monitor controls and other processes that mitigate identified 

risks, they also may conduct independent risk evaluations and alert 

management and the board to emerging risk and compliance issues. 

To be truly objective and effectively positioned within the organisation, risk 

management and compliance functions should be insulated from and 

independent of business unit operations, lines of business, and front-line, 

customer-facing processes of the business. The expectations of the CEO 

and the board set the tone in determining whether these functions 

constitute a robust third line-of-defence. 

To be truly objective and effectively positioned within the organisation, risk 

management and compliance functions should be insulated from and 

independent of business unit operations, lines of business, and front-line, 

customer-facing processes of the business. The expectations of the CEO 

and the board set the tone in determining whether these functions 

constitute a robust third line-of-defence. 

For example, if these functions lack the necessary veto and/or escalation 

authority to serve as a viable line-of-defence, they may be relegated to 

serving as mere champions, facilitators or reporters. 

4th LoD: 

Assurance 

Internal & External 

Audit 

The fourth line-of-defence provides assurance that the other lines-of-

defence are functioning effectively. Accordingly, it should use the lines-of-

defence framework as a way of sharpening its value proposition by 

focusing its assurance activities more broadly on risk management. 

Internal audit reviews internal controls and risk management procedures; 

identifies risks, issues and improvement opportunities; makes 

recommendations; and keeps the board and executive management 

informed of the status of open matters. 
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Line of defence 

(LoD) 
Role Players Explained 

5th LoD: 

Risk oversight 

Board & executive 

Management 

The board of directors and executive management play separate and 

distinct roles in providing the final line-of-defence. The ability to act on 

escalated risk information is vitally important. “Blind spots” spawned by 

such dysfunctional behaviour as myopic short-term focus on “making the 

numbers,” lack of transparency, an unbalanced compensation structure 

and other tone-at-the-top issues can obstruct action at the crucial moment. 

A leadership failure to act will almost always undermine even the strongest 

risk management capabilities, regardless of the various lines-of-defence in 

place.Under the oversight of the board of directors, executive management 

must manage the inevitable tension between business unit managers and 

independent risk management and compliance functions of the 

organisation by ensuring these activities are balanced appropriately, such 

that neither one is too disproportionately strong relative to the other. 

Executive management must align governance processes, risk 

management capabilities and internal control toward striking the 

appropriate balance to optimize this natural tension between value creation 

and value protection. More important, they must act on risk information on 

a timely basis when it is escalated to them and involve the board in a timely 

manner when necessary. In this regard, executive management and the 

board’s risk oversight comprise the last line-of-defence, when significant 

issues are escalated upward. 

Source: Protiviti (2013). 

5.3.2 Level of enterprise risk management implementation  

It was established in the discussion contained in Chapter 2, that ERM implementation is an 

organisation-spanning initiative utilising vast resources to ensure that the organisation renders 

their core business, mitigate uncertainty, build resilience, and be better poised for 

opportunities. In order to populate the continual improvement approach to ERM 

implementation through an action-feedback-correction loop, it is imperative that accurate 

reporting mechanisms are in place to establish the status of ERM implementation. This will be 

done by creating a level of ERM implementation checklist which will then be reported to the 

relevant risk committees with the level of ERM implementation reporting dashboard. 

5.3.2.1 Level of enterprise risk management: checklist 

A checklist is a list of items required, things to be done, or points to be considered. It is 

generally used as a reminder. The level of ERM implementation checklist will be an extension 
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of the validated ERM implementation model which consists of the discussed building blocks, 

the associated requirements and the proposed deliverables. Refer to Addendum B for the 

detailed checklist. 

The first item to insert is a column to pinpoint the risk stakeholder(s) responsible to design, 

develop and implement the respective deliverables. The appointment of these stakeholders 

will vary according to the organisational structure and design. For example, this could be a 

chief risk officer (CRO), risk owners or the company secretary.  

A CRO is a paid executive of the organisation, who may have other duties/responsibilities, but 

who is primarily responsible for advising on, formulating, overseeing and managing all aspects 

of the organisation’s risk management system; and monitors the organisation’s entire risk 

profile, ensuring that major risks are identified and reported upwards (ISO, 2009a). A risk 

owner is a person or entity with the accountability and authority to manage risk (ISO, 2009a). 

The company secretary is responsible for the efficient administration of a company, 

particularly with regard to ensuring compliance with statutory and regulatory requirements and 

for ensuring that decisions of the board of directors are implemented.  

The checklist then continues with two columns using a simple Yes/No measurement scale.  

The measurement scale is used to determine the level of implementation of the ERM program, 

either per building block as per the conceptual ERM implementation model or per risk 

stakeholder. The coordination and facilitation of the completion of the checklist is the 

responsibility of the second line-of-defence (independent risk management and compliance)  

in the Protiviti risk governance model. The CRO will assign a risk facilitator to the task. A risk 

facilitator is the person who simplifies the concept and implementation of ERM by engaging 

the right people at the right time with the right attitude. 

The risk facilitator channels the communication of risk objectives and risk deliverables with risk 

owners in order to establish a common understanding of the people, processes and 

deliverables involved in the ERM program (Pullan & Webster-Murray, 2011).  

This prescriptive checklist is a deliberate attempt to reduce the bias involved when completing 

the level of ERM implementation report in order to give assurance to the board and senior 

management regarding the true status of the level of ERM implementation.  

5.3.2.2 Level of enterprise risk management implementation: reporting dashboard 

The results of the checklists will be reported with a level of ERM implementation reporting 

dashboard to the relevant risk committees. A dashboard is a visual interface that provides at-

a-glance views into key measures relevant to a particular objective or business process.  



Development of an enterprise risk management implementation model and assessment tool                           118  

Dashboards have three main attributes (Alexander & Walkenbach, 2013): 

 Dashboards are typically graphical in nature, providing visualisations that help focus 

attention on key trends, comparisons, and exceptions; 

 Dashboards often display only data that are relevant to the goal of the dashboard; and 

 Because dashboards are designed with a specific purpose or goal, they inherently 

contain predefined conclusions that relieve the end user from performing his own 

analysis. 

The reporting dashboard for the level of ERM implementation can be prepared per building 

block or per responsible risk stakeholder. It is based on the number of deliverables as per the 

Yes/No measurement scales used in the ERM implementation status checklist (refer to Section 

5.3.2.1). The percentage is calculated as the number of yes or no answers as divided by the 

total number of deliverables. Figure 5.9 is an example of the aforementioned reporting 

dashboard per ERM implementation model building block.  

Figure 5.9: Level of ERM implementation reporting dashboard per ERM 

implementation model building block 

 

Source: Researcher’s own compilation. 
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5.3.3 Degree of formality of implemented deliverables 

At this point, the ERM implementation status per ERM implementation building block or per 

risk stakeholder has been determined with the ERM implemented deliverables degree of 

formality checklist and the ERM implemented deliverables degree of formality reporting 

dashboards have been completed. 

5.3.3.1 Enterprise risk management implemented deliverables: degree of formality 

assessment tool  

The next step is to transfer all the implemented deliverables (the Yes answers on the ERM 

implementation status checklist) to the degree of formality report. Degree of formality refers to 

the extent to which the different ERM implemented deliverables have been formalised within 

the organisation. An independent assurer from the third line-of-defence of the risk governance 

model (Protiviti, 2013) will audit the implemented deliverables to confirm that it has been 

designed, developed and implemented by the relevant risk stakeholder.  

The degree of formality will be assessed with a Not started/In process/Done measurement 

scale. This assessment tool is an attempt to reduce the bias involved when completing the 

ERM implementation status report in order to give assurance to the board and senior 

management regarding the true status of the level of ERM implementation. Refer to Addendum 

C for the detailed ERM degree of formality checklists (after Round 3 of Delphi, it is called the 

Risk Assurance Checklist as per Addendum M). 

The results will be summarised in a reporting dashboard, which will be discussed in the 

following section. 

5.3.3.2 Enterprise risk management implemented deliverables: degree of formality 

reporting dashboard 

The ERM implemented deliverables degree of formality reporting dashboard can be prepared 

per building block or per responsible risk stakeholder. It is based on the number of deliverables 

as per the Not started/In process/Done measurement scales used in the degree of formality 

assessment (refer to Section 5.3.3.1). The percentage is calculated as the number of not 

started or in process or done answers as divided by the total number of implemented 

deliverables. Figure 5.10 is an example of the aforementioned ERM implemented deliverables 

degree of formality reporting dashboard per ERM implementation model building block. 
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Figure 5.10: ERM implemented deliverables: degree of formality reporting dashboard 

 

Source: Researcher’s own compilation. 

5.3.4 Feedback loops 

The ERM implementation status checklist and reporting dashboard, together with the ERM 

implementation degree of formality assessment checklist and reporting dashboard would be 

included in the relevant risk committee’s reporting pack or escalated to the relevant levels of 

management. The CRO will highlight areas of concern during the committee meetings. The 

suggested corrective actions and proposed target dates will be communicated to the relevant 

risk stakeholder and a status report will be expected at the next risk committee meeting. 
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5.3.5 Overview of the proposed enterprise risk management implementation 

assessment tool 

Figure 5.11 illustrates the proposed ERM implementation assessment tools, feedback loops, 

process flow and the assigned responsibilities as it was discussed in Sections 5.3.1 to 5.3.4.  

Figure 5.11: An overview of the proposed ERM implementation assessment tool 

 

 

Source: Researcher’s own compilation. 
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5.4 SUMMARY 

Upon the completion of this review, a conceptual ERM implementation model was designed. 

This model consists of 7 building blocks, 24 level 1 best practice requirements, 154 level 2 

best practice requirements, 67 purposes of deliverables and 165 proposed deliverables.as 

identified in the literature review. The chapter concluded with an emphasis on a proposed ERM 

implementation assessment tool (consisting of a level of ERM implementation checklist, a level 

of ERM implementation reporting dashboard, an ERM implemented deliverables degree of 

formality assessment checklist; and an ERM implemented deliverables degree of formality 

assessment reporting dashboard) that will be used to determine and report on the status of 

ERM implementation within the organisation and the validated degree of formality achieved. 

Chapter 6 will be dedicated to summarising the results pertaining to empirical objective 3 

(Adjust the conceptualised ERM implementation model and the proposed ERM assessment 

tool based on the expertise of senior risk stakeholders within South African organisations). The 

chapter will commence with a description of the purpose of phase 2 of the empirical part of the 

study. Thereafter the data collection process will be described and the chapter will conclude 

with the results obtained with this phase. 
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CHAPTER 6: VALIDATED ENTERPRISE RISK MANAGEMENT 

IMPLEMENTATION MODEL AND CONFIRMED 

ENTERPRISE RISK MANAGEMENT 

IMPLEMENTATION ASSESSMENT TOOL 

6.1 INTRODUCTION 

The detail regarding the development of the conceptual ERM implementation model and the 

proposed ERM implementation assessment tool was discussed in Chapter 5.  

The main purpose of Chapter 6 is to report the findings pertaining to empirical objective 3 

(Adjust the conceptualised ERM implementation model and the proposed ERM assessment 

tool based on the expertise of senior risk stakeholders within South African organisations). 

This chapter will start with a short description of the purpose of the phase, the data collection 

process followed and a summary of the results of the data analysis.  

6.2 PHASE 2: VALIDATION OF THE CONCEPTUAL ERM IMPLEMENTATION MODEL 

AND PROPOSED ASSESSMENT TOOL 

6.2.1 Purpose of this phase 

The purpose of phase 2 of the empirical study was to validate the conceptual ERM 

implementation model (refer to Section 6.2.3.2) and to confirm the proposed ERM 

implementation assessment tool (refer to Section 6.2.3.3) with the selected senior risk experts 

utilising the Delphi technique. Figure 6.1 gives an overview of the purpose of each round, the 

research method used, the participants, and a summary of the results obtained. 
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Figure 6.1: Phase 2: Overview of round 1 to 3 of the Delphi technique 

 

Source:  Researcher’s own compilation. 

6.2.2 Data collection 

The senior risk experts, which participated in phase 2 of the empirical part of the study, were 

selected in accordance with the criteria as explained in Section 4.4.2.4.1 in Chapter 4. The 

detailed conceptual ERM implementation model (including the seven building blocks, best 

practise requirements, derived deliverables, and the purpose of each deliverable) and the 

proposed ERM implementation assessment tool were discussed and validated during: 

 A first round of semi-structured interviews with senior risk experts within South African 

organisations; 

 A second round of e-mail communication in which the researcher presented the adjusted 

ERM implementation model to the same senior risk experts for their affirmation; and 

 A final round of e-mail communication to the same senior risk experts where they 

confirmed the proposed ERM implementation assessment tool. 
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6.2.3 Results 

6.2.3.1 The participants’ profile 

Senior risk experts’ opinions were sought for their ability to insightfully answer the research 

questions (Fink, 2016). The sample size for round 1 of the Delphi technique (consisting of face-

to-face meetings using semi-structured interviews), round 2 and round 3 (e-mail 

communication) depended on the target population, which is the number of senior risk experts 

from different organisations within various industries within the South African risk management 

context. Most studies use panels of between 15 to 35 people (Gordon, 1994), though Dalkey 

(2005) suggests that seven as the minimum number would suffice. Nineteen senior risk experts 

were invited to partake in this research study of which eleven accepted the invitation, given the 

level of involvement in terms of time and attention. The entire panel of senior risk experts 

provided input and feedback during round 1 and round 2 of phase 2. Eight senior risk experts 

provided input for round 3 of the Delphi part of the study.  

All of the non-probability purposively selected senior risk experts have been involved in the 

design, development and implementation of numerous ERM programs across several 

industries. They are involved at IRMSA (the Institute of Risk Management South Africa), either 

as executive committee members or subject matter experts, hold Chief Risk Officer or 

equivalent positions in their organisations (refer to Figure 6.2), are advisors on the King IV 

Code on Governance and ISO 31000 committees, and they have more than 7 years of risk 

management experience (refer to Figure 6.3). This is illustrated in Table 6.1. 

Table 6.1: Phase 2: Proof of risk expertise 

Participant 
code 

Job title 

Primary / 
secondary 

risk 
stakeholder 

Risk 
experience 

(years) 

Design, 
develop and 
implement 

ERM 

Standard industrial 
classification 

IV1 Group Risk Manager Primary 20 years Yes 
Agriculture, forestry and 
fishing 

IV2 
Director: Risk 
Management 

Primary 12 years Yes 

Public administration 
and defence; 
compulsory social 
security 
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Participant 
code 

Job title 

Primary / 
secondary 

risk 
stakeholder 

Risk 
experience 

(years) 

Design, 
develop and 
implement 

ERM 

Standard industrial 
classification 

IV4 
General Manager: 
Group Enterprise 
Risk Management  

Primary 14 years Yes 
Transportation and 
storage 

IV7 Director of Risk Primary 30 years Yes 
Accommodation and 
food service activities 

IV8 Group Risk Manager Primary 9 years Yes Mining and quarrying 

IV9 Chief Risk Officer Primary 10 years Yes 
Agriculture, forestry and 
fishing 

IV13 
Group Chief Risk 
Officer 

Primary 8 years Yes Manufacturing 

IV17 
General Manager:  
Enterprise-wide Risk 
Management 

Primary 17 years Yes 
Financial and insurance 
activities 

IV18 
Director: Risk 
Management 

Primary 15 years Yes 

Public administration 
and defence; 
compulsory social 
security 

IV19 Managing Executive Primary 14 years Yes 
Information and 
Communication 

Source:  Researcher’s own compilation. 

Figure 6.2:  Job titles 

 

Source: Researcher’s own compilation. 



Development of an enterprise risk management implementation model and assessment tool                           127  

Figure 6.3:  Phase 2 participants: years of risk management experience per industry 

 

Source:  Researcher’s own compilation. 

The senior risk experts represent 8 different industries in South Africa. The following sectors, 

agriculture, forestry and fishing sector; information and communication sector; public 

administration and defence; and compulsory social security, each have 2 participants. The 

manufacturing; mining and quarrying; financial and insurance activities; transportation and 

transport; and accommodation and food service activities sectors each have 1 participant (refer 

to Figure 6.4). Reliability of the results was ensured as there is an even spread between 

industries (Yousuf, 2007). 

Figure 6.4: Phase 2 participants—distribution per industry (number) 

 

Source:  Researcher’s own compilation. 
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6.2.3.2 Round 1 and round 2: From the conceptual to the validated enterprise risk 

management implementation model 

To summarise, the conceptual ERM implementation model consists of 7 building blocks, 24 

level1 best practice requirements, 154 level 2 best practice requirements, 67 purposes of 

deliverables and 165 proposed deliverables. The level 1 requirements consist of a list of the 

overarching requirements associated with each building block. In some instances, however, 

these level 1 requirements needed to be expounded with more detailed requirements that were 

selected to be included as level 2 requirements (Section 3.5.2). The level 1 and level 2 best 

practice requirements were based on the recommendations of ISO 31000: Risk management 

principles and guidelines (ISO, 2009b), ISO 31010: Risk management – Risk assessment 

techniques (ISO, 2009c), Guide 73: Risk management vocabulary (ISO, 2009a), and the King 

III Code on Governance (IODSA, 2009).  

The proposed deliverables were derived from the aforementioned requirements (Section 

3.5.2), based on the researcher’s practical experience in different industries, professional 

bodies’ risk management guidelines (IRM, 2002; IRMSA, 2014), professional bodies’ practice 

notes (CIPS, 2014), standard setting organisations (ISO, 2009b, ISO, 2009c & IODSA, 2009), 

and suggestions by other authors (Garvey, 2008; Likhang, 2009; Chapman, 2011). 

During the semi-structured interviews (round 1), the primary objectives of this research study, 

the problem statement, the theoretical frameworks that form the basis of the conceptual ERM 

implementation model, and the detail of the model were discussed with the senior risk experts. 

The aforementioned sessions were digitally recorded and these recordings were transcribed 

and entered into Microsoft Office Word 2016. The researcher received general feedback from 

the participants together with specific changes and additions to the detail of the conceptual 

ERM implementation model (level 1 and level 2 best practice requirements, purpose of 

deliverables and the deliverables). A change represents a variation on the proposed 

requirements, purpose of deliverables and deliverables in the conceptual ERM implementation 

model and an addition means additional requirements, purpose of deliverables and 

deliverables.  

Table 6.2 reports the number of changes and additions per ERM implementation model 

building block.  
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Table 6.2: Round 1 result: Number of changes and additions per building block 

 Level 1 
Requirements 

Level 2 
Requirements 

Purpose Deliverables 

Building blocks Changes Additions Changes Additions Changes Additions Changes Additions 

Building block I 3 0 3 3 0 0 4 1 

Building block II 0 0 0 0 0 0 7 0 

Building block III 0 0 0 0 0 -1 2 13 

Building block IV 0 0 0 0 0 0 8 12 

Building block V 0 0 0 0 0 0 3 15 

Building block VI 2 0 2 0 0 0 4 18 

Building block 
VII 

2 0 2 0 0 0 3 4 

All 7 0 7 3 0 -1 31 63 

Source: Researcher’s own compilation. 

Addendum H reflects the detail of the comments, changes, and additions made categorised 

per senior risk expert.  

The next step was to modify the conceptual ERM implementation model with the comments, 

suggested changes and additions in order to arrive at the adjusted ERM implementation 

model. Addendum I shows the detail of the adjusted ERM implementation model for building 

blocks I to VII.  

During round 2 of the Delphi part of the study the researcher presented the adjusted ERM 

implementation model via e-mail to the same senior risk experts for their final affirmation (refer 

to Addendum F). This resulted in the validated ERM implementation model with zero changes 

and additions suggested by the participants, effectively representing consensus. The green 0 

block in Table 6.3 illustrates this. Addendum J contains the detailed results of round 2 per 

senior risk expert. 

The detail of the round 1 (semi-structured interviews) and the round 2 (e-mail confirmation) 

changes and additions per building block will be discussed in the subsequent paragraphs. 
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6.2.3.2.1 Evolution from the conceptual enterprise risk management implementation 

model to the validated enterprise risk management implementation model 

Table 6.3: Number of changes for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
changes 

Level 2 
changes 

Purpose 
changes 

Deliverables 
changes 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

7 7 0 31 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

Table 6.4: Number of additions for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
additions 

Level 2 
additions 

Purpose 
additions 

Deliverables 
additions 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 3 0 63 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

The panel of senior risk experts suggested 31 changes (refer to Table 6.3) and 63 additions 

(refer to Table 6.4) to the conceptual requirements, purpose to deliverables and deliverables. 

The detail regarding the changes and new additions per building block will be discussed in the 

following paragraphs.  
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6.2.3.2.2 Building block I: Evolution from the conceptual to the validated 

Table 6.5: Building block I: Number of changes for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
changes 

Level 2 
changes 

Purpose 
changes 

Deliverables 
changes 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

3 3 0 4 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

Table 6.6: Building block I: Number of additions for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
additions 

Level 2 
additions 

Purpose 
additions 

Deliverables 
additions 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 3 0 1 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

The semi-structured interviews of round 1 resulted in 10 suggested changes (refer to Table 

6.5) and 4 additions (refer to Table 6.6) to the level 1 and level 2 best practise requirements 

and the proposed deliverables of building block I.  

Several of the senior risk experts suggested that the purpose of this building block is two-fold: 

(1) to capture the instruction/trigger that resulted in the design, development and 

implementation of an ERM program and also to (2) describe the mandate from the 

board/decision-making body to senior management to create the aforementioned ERM 

program. This lead to a change in the name of the building block from “get permission” to 

“formalise the instruction and get permission”.  

Another key contribution by the senior risk experts was that the design, development and 

implementation of an ERM program can be triggered by either legal and regulatory 

requirements (i.e. compliance mind-set) or by business requirements and conditions (i.e. 

value-adding mind-set) such as a due diligence associated with a merger and acquisition. 
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Several changes were made to the level 1 and level 2 requirements and the proposed 

deliverables in response to the suggestions in this regard: (1) Instruction/Trigger was added 

as a level 1 requirement with (2) the associated level 2 requirements being a business 

trigger/event and a legal and regulatory compliance incentive; and (3) a business case 

document was added to the proposed deliverables. 

Thereafter, permission/mandate was added as a second level 1 requirement. The level 1 

requirement in the conceptual ERM implementation model was moved to the level 2 

requirement for permission/mandate. The next suggestion was to change the committee 

names in the proposed deliverables for permission/mandate to decision making bodies in order 

to cater for different types of organisations in different industries.  

The last suggestion was to add oversight to the level 1 requirement in the conceptual ERM 

implementation model and to add the audit committee and different combinations of audit and 

risk committees to the proposed deliverables.  

The adjusted ERM implementation model reflects all the suggested changes from round 1 of 

the Delphi part of the study and the validated ERM implementation model reflects that 

consensus was reached.  

6.2.3.2.3 Building block II: Evolution from the conceptual to the validated 

Table 6.7: Building block II: Number of changes for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
changes 

Level 2 
changes 

Purpose 
changes 

Deliverables 
changes 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 7 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 
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Table 6.8: Building block II: Changes for round 1 and round 2 of Delphi 

Level 2 
requirements 

Deliverables Changes / additions suggested by: 

Adjusted Conceptual Adjusted IV1  IV2 IV4  IV6 IV7 IV8 IV9 IV13 IV17 IV18 IV19  

(a) Ensure that the 
organisation's 
culture and risk 
management 
policies are 
aligned. 

Risk 
management 
policy 

Risk management 
policy / Risk 
requirements evident in 
business, project and 
HR requirements and 
standards / Strategic 
intent document / Risk 
communication strategy 
/ Internal audit reports / 
External audit report / 
Insurance claims 

      x x   x   x     

(c) Align risk 
management 
objectives with the 
objectives and 
strategies of the 
organisation. 

Risk appetite & 
risk tolerance 

Strategic plan / 
Business plan / Risk 
plan / Risk 
management objectives 
/ Risk appetite 
statement / Risk 
tolerance levels 

    x       x   x x   

(d) Assign 
accountabilities 
and responsibilities 
at appropriate 
levels within the 
organisation. 

Risk governance 
model: (incl. risk 
owners’ matrix, 
roles & 
responsibilities, 
reporting & 
escalation 
process & 
incentives 
guidelines.) 

Risk governance 
model: (incl. risk 
owners’ matrix, roles & 
responsibilities, 
reporting & escalation 
process & incentives 
guidelines & individual 
performance 
scorecard.) 

                x     

(e) Ensure that the 
necessary 
resources are 
allocated to risk 
management. 

Risk 
management 
plan (People, 
Processes and 
Budget) 

Risk management plan 
(People, Processes 
and Budget) / Annual 
performance plan / 
Operational budget 

  x     x             

(f) Communicate 
the benefits of risk 
management to all 
stakeholders. 

Benefits of risk 
management 

Risk training material / 
Business case / Risk 
management policy / 
Embedded in risk 
reports / Board risk 
report 

        x     x x x   

  

Risk maturity 
model 

Risk maturity 
assessment     x   x             

Risk awareness 
plan  

Risk awareness 
strategy & plan  x x                   

 Source:  Researcher’s own compilation. 

Building block II addresses the best practice requirements and proposed deliverables in 

respect of establishing the tone of the organisation. Table 6.7 communicates that 7 changes 

to the deliverables were suggested by the senior risk experts. The nature of these changes 

are discussed in Table 6.8 by focussing on the level 2 requirements and the proposed 

deliverables from the conceptual model, the adjusted deliverables from the round 1 semi-

structured interviews, and providing detail as to the origin of the change. The additions to the 

deliverables create the required flexibility in the model that will suit the needs of different types 

of organisations.  
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Table 6.9: Building block II: Number of additions for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
additions 

Level 2 
additions 

Purpose 
additions 

Deliverables 
additions 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 0 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

Table 6.9 reflects that there were zero additions suggested by the senior risk experts during 

the round 1 semi-structured interviews.  

6.2.3.2.4 Building block III: Evolution from the conceptual to the validated 

Table 6.10: Building block III: Number of changes for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
changes 

Level 2 
changes 

Purpose 
changes 

Deliverables 
changes 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 2 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

Table 6.11: Building block III: Number of additions for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
additions 

Level 2 
additions 

Purpose 
additions 

Deliverables 
additions 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 -1 13 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 
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Building block III covers the rules of the game as it pertains to the design and development of 

the risk management framework and the risk management process. The senior risk experts 

made numerous suggestions regarding additional deliverables for the “establish the internal 

context of the organisation” level 2 requirement. The additional deliverables are internal audit 

reports, external audit reports, strategic plan, and business plans.  

They also added seven deliverables to the level 2 requirement, stating: “Risk management 

should be embedded in all the organisation's practices and processes in a way that it is 

relevant, effective and efficient”. They are: new product development process, operational 

processes, investment decisions process, combined assurance process, performance 

management process, change management process, and quality assurance process.  

Another key suggestion was made that “to align risk management objectives with the 

objectives and strategies of the organisation”, does not necessarily culminate into the risk 

appetite statement and risk tolerance levels, but in some organisations it would be explicit in 

the strategic plan of the organisation and the business plans of the 

divisions/departments/business units. The proposed deliverables were adjusted accordingly.  

The integrated report: opportunities and risk section deliverable was moved from the external 

reporting level 2 requirement to building block VI. This accounts for the -1 number of changes 

in the purposes as it reported in Table 6.11. The changes and additions, reflected in the 

adjusted ERM implementation model, were accepted by the senior risk experts and consensus 

was reached for building block 3. This is reported as such in the validated ERM implementation 

model (refer to Figure 6.5). 

6.2.3.2.5 Building block IV: Evolution from the conceptual to the validated 

Table 6.12: Building block IV: Number of changes for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
changes 

Level 2 
changes 

Purpose 
changes 

Deliverables 
changes 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 8 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 
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Table 6.13: Building block IV: Number of additions for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
additions 

Level 2 
additions 

Purpose 
additions 

Deliverables 
additions 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 12 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

Building block IV deals with designing the risk management infrastructure, i.e. people, 

committees, models and tools, templates, processes, and systems. The senior risk experts 

suggested 8 changes (refer to Table 6.12) and 12 additions (refer to Table 6.13) to the 

conceptual deliverables during round 1 of the Delphi part of the study. One of the key 

suggestions was to align the model’s language to practise-based terminology. This was 

applied to the people element of the building block insofar as risk competency model was 

replaced with job profiles as risk practitioners are more familiar with that term. 

The ‘committees’ element was expanded to include an audit and risk committee charter, a 

combined assurance committee terms of reference, and a risk-specific committee terms of 

reference. It was highlighted that a charter is developed for a committee that is required by 

law, e.g. the audit committee and that a terms of reference is developed for other committees, 

e.g. board risk committee. The appropriated changes were affected in the adjusted ERM 

implementation model. 

A suggestion was made to change models to risk quantification models in order to reduce 

confusion amongst risk practitioners as to the meaning thereof. The conceptual ERM 

implementation model was expanded with numerous additions to the templates element. The 

detail for the processes element was also added to the conceptual model in accordance with 

the suggestions made by the participants. 
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6.2.3.2.6 Building block V: Evolution from the conceptual to the validated 

Table 6.14: Building block V: Number of changes for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
changes 

Level 2 
changes 

Purpose 
changes 

Deliverables 
changes 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 3 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

Table 6.15: Building block V: Number of additions for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
additions 

Level 2 
additions 

Purpose 
additions 

Deliverables 
additions 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 15 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

The best practice requirements and proposed deliverables for the implementation phase of the 

ERM program are captured in building block V. The level 1 requirements are split into the risk 

management framework and the risk management process. The senior risk experts proposed 

3 changes (refer to Table 6.14) and 15 additions (refer to Table 6.15) to the proposed 

deliverables in the conceptual ERM implementation model. The proposed deliverables for the 

level 2 requirement that states: “Apply the risk management policy and process to the 

organisational processes”, accounts for 10 of the suggested additions as it involved an 

expansion of the list of processes that should include risk management as a step.   
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The other 5 additions are included as follows: (1) Level 2 requirement that states “Ensure that 

decision making, including the development and setting of objectives, is aligned with the 

outcomes of risk management processes”. Add strategic plan and ERM framework and policy 

as proposed deliverables; (2) Level 2 requirement that states “Step 3: Risk identification”. Add 

risk library as a proposed deliverable; (3) Level 2 requirement that states “Step 4: Risk 

analysis”. Add root cause analysis as a proposed deliverable. 

The suggested changes included, for example, rewording a list of risk controls to controls 

library and other similar changes. 

The adjusted ERM implementation model reflected the changes and additions. It was validated 

during round 2 of the Delphi part of the study and consensus was reached for this building 

block. 

6.2.3.2.7 Building block VI: Evolution from the conceptual to the validated 

Table 6.16: Building block VI: Number of changes for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
changes 

Level 2 
changes 

Purpose 
changes 

Deliverables 
changes 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 4 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

Table 6.17: Building block VI: Number of additions for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
additions 

Level 2 
additions 

Purpose 
additions 

Deliverables 
additions 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 18 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 
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Building block VI prescribes the requirements and proposed deliverables relating to monitoring 

and review activities pertaining to the risk management framework and the risk management 

process. The semi-structured interviews produced 4 changes (refer to Table 6.16) and 18 

additions (refer to Table 6.17) to the conceptual ERM implementation model.  The level 1 

requirements consist of 3 sections: (1) Monitoring and review activities by the board; (2) 

Monitor and review the risk management framework; and (3) Monitor and review the risk 

management process. Table 6.18 describes the detail regarding the additional deliverables 

that were suggested by the senior risk experts during round 1. 

Table 6.18: Building block VI: Additions for round 1 of Delphi 

Level 1 
requirements 

Level 2 
requirements 

Deliverables Additions suggested by: 

Adjusted Adjusted Adjusted IV1 IV2 IV4 IV6 IV7 IV8 IV9 IV13 IV17 IV18 IV19 

Review 
activities by 
the Board 

The board 
should comment 
in the integrated 
report on the 
effectiveness of 
the system and 
process of risk 
management. 

Annual board 
risk report 

  x     x       x     

The board 
should review 
the 
implementation 
of the risk 
management 
plan at least 
once a year. 

Internal audit 
report 

x                   x 

Monitor the 
risk 
management 
framework 

Report on risk, 
progress with 
the risk 
management 
plan and how 
well the risk 
management 
policy is being 
followed; 

Deviations 
from risk 
management 
policy report 

        x           x 

Review the 
risk 
management 
framework 

Periodically 
review whether 
the risk 
management 
framework, 
policy and plan 
are still 
appropriate, 
given the 
organisations' 
external and 
internal context; 

Internal audit 
report 

                  x   

Risk calendar                 x     

Communicate 
and consult with 
stakeholders to 
ensure that its 
risk 
management 
framework 
remains 
appropriate. 

Subject 
matter expert 
gap analysis 

        x             

Internal audit 
reports 

        x             

Risk calendar                 x     

ISO 9000 
reports 

                    x 
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Level 1 
requirements 

Level 2 
requirements 

Deliverables Additions suggested by: 

Adjusted Adjusted Adjusted IV1 IV2 IV4 IV6 IV7 IV8 IV9 IV13 IV17 IV18 IV19 

Monitor the 
risk 
management 
process 

Ensuring that 
controls are 
effective and 
efficient in both 
design and 
operation. 

Subject 
matter expert 
gap analysis 

          x     x     

Combined 
assurance 
reports 

  x                   

Risk profile 
status reports 

x                     

Internal audit 
reports 

                x x x 

External audit 
reports 

                x     

Review the 
risk 
management 
process 

Analysing and 
learning lessons 
from events 
(including near-
misses), 
changes, trends, 
successes and 
failures; 

Post mortem 
sessions 

x                     

Environmental 
scanning 

    x                 

Risk 
reconciliation 
reports 

        x             

Post loss 
analysis 

        x             

Source:  Researcher’s own compilation. 

6.2.3.2.8 Building block VII: Evolution from the conceptual to the validated 

Table 6.19: Building block VII: Number of changes for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
changes 

Level 2 
changes 

Purpose 
changes 

Deliverables 
changes 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 3 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 
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Table 6.20: Building block VII: Number of additions for round 1 and round 2 of Delphi 

 

Models 

Best practice 
requirements 

Proposed 
deliverables 

 Level 1 
additions 

Level 2 
additions 

Purpose 
additions 

Deliverables 
additions 

SLR* 
Conceptual ERM 
implementation model 

        

Round 1** 
Adjusted ERM implementation 
model 

0 0 0 4 

Round 2** 
Validated ERM implementation 
model 

0 0 0 0 

* Systematic literature review Consensus 

** Delphi technique 

Source:  Researcher’s own compilation. 

Building block VII describes the requirements and proposed deliverables relating to the 

continual improvement phase of the ERM program. The senior risk experts suggested 3 

changes (refer to Table 6.19) and 4 additions (refer to Table 6.20) to the proposed deliverables. 

The conceptual ERM implementation model was adjusted accordingly and the adjusted ERM 

validation model was validated during round 2 of the Delphi part of the study. Consensus was 

reached after round 2. 

In summary, round 1 and 2 of the Delphi part of the study resulted in a validated ERM 

implementation model (refer to Figure 6.5) where all the senior risk experts reached consensus 

with regards to the building block names, the best practice requirements (level 1 and level 2), 

and the proposed deliverables (purpose and deliverables). Refer to Addendum K for the 

validated ERM implementation model (building blocks, requirements, and proposed 

deliverables). The validated model was used as the basis for the ERM implementation 

assessment tool. 
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Figure 6.5: Validated ERM implementation model 

 

Source: Researcher’s own compilation. 

6.2.3.3 Round 3: from the proposed to the confirmed enterprise risk management 

implementation assessment tool and reporting dashboards 

The main objective of round 3 of the Delphi part of the study was to confirm the proposed ERM 

implementation assessment tools in terms of the process flows and the assigned 

responsibilities (refer to Figure 5.11). An e-mail communication was sent to the same senior 

risk experts that were involved in round 1 and 2. The majority of the participants (73%) 

responded to the request for input.  

Addendum L reflects that 88% of the participants that responded, agreed in principle with the 

proposed process flow and assigned responsibilities.  
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The feedback received, resulted in the following changes as it is illustrated in Figure 6.6: 

 Degree of formality: change the name to risk assurance as the term is an embedded 

part of the risk governance models (refer to Table 3.6) and it is known to risk 

practitioners. 

 Step 4: add a feedback loop back to the risk stakeholder if the answer is no. 

Figure 6.6: Confirm ERM implementation assessment tool 

 

 

Source:  Researcher’s own compilation. 
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6.3 SUMMARY 

Chapter 6 contained the results from phase 2 of the empirical part of this study. The purpose 

of phase 2 was to validate the conceptual ERM implementation model (refer to Section 6.2.3.2) 

and to confirm the proposed ERM implementation assessment tool (refer to Section 6.2.3.3) 

with the selected senior risk experts utilising round 1 to 3 of the Delphi technique. 

Chapter 7 will be dedicated to summarising the study, describing the conclusions and 

limitations of the study and also give recommendations for further research. 
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CHAPTER 7:  SUMMARY, CONCLUSIONS, LIMITATIONS, 

CONTRIBUTIONS AND RECOMMENDATIONS 

7.1 INTRODUCTION 

The primary objective of this research study was to assist in the translation of an overarching, 

strategic ERM approach into a validated practice-based ERM framework with specific tools (an 

ERM implementation model and assessment tools) to enable risk stakeholders within any 

organisation and across industries, to sufficiently embed the ERM program, to assess the 

status of ERM implementation, and to provide independent assurance regarding the status of 

ERM implementation.  

Chapter 7 concludes this study by explaining how this objective was met by summarising the 

information gathered through the systematic literature review and empirical study; and 

establishing what inferences can be made from it. The limitations of the study will then be 

explained; after which recommendations will be made regarding further research opportunities. 

7.2 SUMMARY AND CONCLUSIONS FROM THE SYSTEMATIC LITERATURE REVIEW 

In this section, the systematic literature review (SLR) will be summarised and the conclusions 

drawn highlighted in accordance with the various theoretical objectives of the research study. 

7.2.1 Scope and definition of enterprise risk management  

The first theoretical objective of the research study was to Describe the ERM domain in terms 

of the scope and definition of ERM, ERM adoption drivers, and the perceived value proposition 

of ERM implementation. This was achieved in Chapter 2 of this research study. The following 

sections contain a summary of the results applied to each element of the ERM domain and, in 

some instances, the researcher motivates the selection from the researcher’s point of view.  

 Scope and definition of ERM: A one-size-fits-all approach is not applicable to ERM as 

each organisation will employ such programs and tools in a manner that accommodates 

differences in mission, vision, corporate governance, strategic direction, and culture. 

However, core components will be consistent and relevant to any organisation. 

Recognising this at the outset will encourage the risk management professional to define 

and modify basic structural elements in the ERM implementation program to fit their 

specific organisational needs, particularly as they relate to unique delivery settings.  
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To clearly define the scope of the ERM program and obtain agreement from the key 

stakeholders is imperative to the successful design, development and implementation of 

the ERM program. After due consideration of the available ERM definitions (n = 26) 

found in current literature (refer to Section 2.2), the researcher supported Mikes and 

Kaplan’s practice-based ERM definition developed in 2013 as the most appropriate 

definition for this research study. It states: “Enterprise risk management consists of a 

framework of active and intrusive methods and processes that (1) are capable of 

challenging existing assumptions about the world within and outside the organisation; 

(2) communicate risk information with the use of distinct tools (such as risk maps, stress 

tests, and scenarios); (3) collectively address gaps in the control of risks that other 

control functions (such as internal audit and other boundary controls) leave unaddressed; 

and, in doing so, (4) complement—but do not displace—existing management control 

practices”. To reiterate, the primary objective of this study was the development of an 

ERM implementation model and assessment tool. Admittedly, it was never the intention 

of the study to develop a new ERM definition. As such, the researcher evaluated the 26 

ERM definitions that were identified with the SLR in terms of whether it is clear, concise 

and understandable. The researcher emphasises the principle that without an articulated 

definition which the organisation can embrace, the activities associated with ERM 

development, implementation and assessment can become disjointed and without 

purpose. The researcher deemed the aforementioned ERM definition the most 

appropriate because it is a logical, practical and an all-encompassing representation of 

ERM in terms of people, processes and structure.  

 The SLR highlighted that the drivers for the adoption of an ERM program are: (1) the 

size of the organisation; (2) the regulatory compliance requirements; (3) certain internal 

organisational motivators such as increasing shareholder wealth and ownership 

structure of the organisation; (4) a broader scope of risks resulting from the changing 

business environment; (5) the presence of a chief risk officer (CRO); and (6) the increase 

in operational benefits from a formalised ERM program (refer to Section 2.3). The 

researcher’s extensive practical experience in 7 industries supports the aforementioned 

drivers for the adoption of an ERM program. It can be deduced from the literature and  

the researcher’s practical experience that highly regulated industries such as the 

financial industry are more prone to design, develop and implement formalised ERM 

programs and also to appoint a CRO as the ERM program champion. In less regulated 

industries, the tendency is to implement parts of ERM programs and the main objective 

is to improve the bottom line in terms of cost savings, profit enhancing and resource 

allocation. 
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 According to the results of surveys done by the North Carolina University in 2010 on the 

state of ERM oversight; as well as the Risk & Insurance Management Society (RIMS) in 

2013 on ERM, the perceived value added (refer to Section 2.4) by an ERM program 

could be to: (1) increase risk awareness; (2) align risk appetite and strategy; (3) avoid 

and/or mitigate risks; (4) enhance risk based decisions; (5) reduce operational surprises 

and losses; (6) eliminate silos, such as identifying and managing risks across the 

enterprise; and (7) improve resource allocation. The researcher is of the opinion that a 

formalised and straightforward ERM program will result in (1) improved risk awareness 

due to an improved level of understanding; (2) ERM program adoption across all the 

levels of management, departments and subsidiaries due to the simplicity of the ERM 

program; (3) enhanced risk based decisions due to clear value added by ERM and, (4) 

an improvement in the allocation of scarce risk resources due to clear deliverables, 

timelines and value added. 

7.2.2 Barriers to enterprise risk management implementation 

The second theoretical objective – to identify and document the barriers to ERM 

implementation – was achieved in Section 2.5 of this study. The relevant section contained an 

account of the barriers from academic literature and risk practitioner reports. The summary is: 

 Lack of board or C-level or senior executive leadership; 

 Difficult to identify risk owners for particular risks and responses; 

 Role confusion: lack of clarity with regards to risk roles and responsibilities in the 

organisation; 

 Insufficient resources (i.e. people, technology, budget) to manage risks; 

 Lack of perceived value added by the enterprise risk management program; 

 Badly designed ERM program, namely: 

o Misalignment between the ERM program design and the design of the 

organisation. 

o A common view from management is that risk is intuitively managed, and therefore 

there is no need to deploy a formal approach. 

o Ignoring existing risk management activities. 

o Inadequate information to make risk-based decisions. 

 Incentives do not reward making risk-based decisions; 

 Risk management criteria is not standardised throughout the organisation; 

 Competing priorities between the risk owner's operational (day-to-day) and risk 

responsibilities; and 

 Little or no monitoring regarding risk management plan execution. 
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This discussion can be concluded by referring to the outline depicted in Figure 2.1 (Thematic 

representation of the barriers to ERM implementation). The barriers were organised according 

to the following themes: 1) risk culture; 2) risk assessment; 3) risk governance; 4) risk 

integration; 5) ERM program design; 6) risk criteria; 7) risk infrastructure (People, Process, 

System, Time, Budget); 8) risk measurement; 9) ERM program value added; 10) monitoring 

and review; 11) performance management system; 12) risk management framework; 13) risk 

reporting; 14) risk treatment; and 15) risk communication. 

7.2.3 Conclusions for theoretical objectives 1 and 2  

It is clear from the contents of the SLR within chapter 2 that, in order for organisations to realise 

the proposed value added through the successful deployment of ERM implementation and 

assessment within any organisation, operating within any industry, that there are certain 

homogenous requirements that have to be met: 

 Clarifying and agreeing on the scope of an ERM program is imperative to the successful 

design, development and implementation of the ERM program; 

 Agreeing on a clear, concise and understandable ERM definition should be the starting 

block for developing an ERM implementation program and assessment tool prior to 

embedding such a program within any organisation in any industry to ensure that all 

aspects associated with ERM development, implementation and assessment does not 

become disjointed and without purpose;  

 Clarifying organisation specific adoption drivers influencing the degree of formality with 

which the ERM implementation program and assessment tool needs to be adopted within 

any organisation (such as the size of the organisation, the type of industry, changes in 

the regulatory environment, internal organisational factors, ownership structure, the 

training of the risk managers, the appointment of a chief risk officer (CRO), and a broader 

scope of risks and operational benefits;  

 A carefully designed ERM implementation model should then be planned, based on the 

design of the organisation, identifying risks and exploiting opportunities based on 

adequate information to make risk-based decisions;  

 With incentives in place to reward the stakeholders making risk-based decisions 

weighing up competing priorities between the risk owner's operational and risk 

responsibilities;  

 Monitoring and assessing the ERM implementation program through an appropriately 

designed assessment tool; 

 Top management support, including the appointment of specific risk owners with a 

clearly defined outline of their roles and responsibilities within the organisation;  
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 The potential for value being added to the organisation by implementing an ERM 

program should be clearly outlined and understood; and  

 Sufficient resources (such as people, technology and budget) should be allocated to the 

risk initiative. 

7.2.4 The conceptual enterprise risk management implementation model and proposed 

assessment tool  

The third theoretical objective was to explore the use of different organisational design models 

and continual improvement models (such as the Deming cycle) as the theoretical framework 

for the conceptual ERM implementation model. This objective was an intentional effort by the 

researcher to address the misalignment between the principles of organisational design and 

ERM program design that were identified as an area of concern (refer to Chapter 3) by several 

other researchers in the fields of accounting, management and risk management.  

In response, the researcher evaluated 14 organisational design models in order to identify the 

model best suited to determine and support the specific building blocks on which the 

conceptual ERM implementation model was built. The Weisbord Six-box organisational design 

model was chosen as it contained all of the components necessary to form the basis for the 

conceptual ERM implementation model. The underlying premise was that it should reduce the 

misalignment between organisational design principles and ERM program design. The role of 

continual improvement in the successful implementation of an ERM program was recognised 

and the Deming cycle (plan-do-check-adjust) was applied to the ERM implementation model.    

The fourth theoretical objective was to develop the conceptual ERM implementation model. 

The researcher based the conceptual ERM implementation model on Weisbord’s Six-box 

organisational design model (box 1: purpose; box 2: structure; box 3: relationships; box 4; 

rewards; box 5: leadership, and box 6: helpful mechanisms), the Deming cycle (plan-do-check-

adjust), the ISO 31000 risk management principles and guidelines (the international best 

practice standard), and the South African King III Code on Corporate Governance. Table 7.1 

reflects the alignment between the theoretical frameworks and the conceptual ERM 

implementation model (the building blocks and the level 1 and 2 best practice requirements). 

It contains the Deming cycle phases and the Weisbord organisational design model boxes that 

are aligned with the conceptual ERM implementation model building blocks in the first three 

columns. The level 1 and level 2 best practice requirements refer to the source document and 

the specific paragraph in the source document. 
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Table 7.1: Conceptual ERM implementation model—theoretical frameworks and 

best practice requirements 

Theoretical frameworks 

Building blocks 

Level 1 best practice 
requirements 

Level 2 best 
practice 

requirements 

Deming cycle 
Weisbord 

organisational 
design model 

Source Ref. Source Ref. 

Plan 
Purpose, 

Leadership 
I. Get permission. 

ISO 31000 4.2     

King III 4.4     

King III 4.3 King III 

4.3.1 

4.3.2 

4.3.2.1 

4.3.2.2 

4.3.2.3 

4.3.2.4 

4.1.3 

King III 4.1.1 

King III 

4.1.5 

    4.1.6 

ISO 31000 
4.2 & 
4.3.2 

4.1.7 

Plan 
Leadership, 

Relationships 
II. Establish the tone of the 

organisation. 

ISO 31000 4.2 King III 4.4.3 

  
ISO 

31000 
4.2 

King III 4.1.4     

Plan 

Purpose, 
Relationships, 

Structure, 
External 

environment 

III. Design the rules of the 
game. 

ISO 31000 4.3 
ISO 

31000 
4.3.1 & 
5.3.2 

    

ISO 
31000 

4.3.1 & 
5.3.3 

ISO 
31000 

4.3.1 & 
5.3.4 

ISO 
31000 / 
King III 

4.3.1 & 
5.3.5 / 
4.2.1 & 
4.2.2 

ISO 
31000 

4.3.2 

King III 

4.1.1 

4.1.5 

4.1.6 

4.1.7 
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Theoretical frameworks Building blocks 
Level 1 best 

practice 
requirements 

Level 2 best practice 
requirements 

Deming cycle 
Weisbord 

organisational 
design model 

 Source Ref. Source Ref. 

Plan 

Purpose, 
Relationships, 

Structure, External 
environment 

III. Design the rules of 
the game. 

ISO 31000 4.3 

ISO 31000 4.3.3 

King III 4.4.2 

ISO 31000 4.3.4 

ISO 31000 4.2 

ISO 31000 4.3.6 

ISO 31000 
/ King III 

4.3.7 / 
4.10 

ISO 31000 5 ISO 31000 

5.2 

4.3.1 & 
5.3 

5.4.2 

5.4.3 

5.4.4 

5.5 

5.6 

4.6 

Plan 

Helping 
mechanisms, 
Relationships, 

Rewards 

IV. Develop the risk 
infrastructure. 

ISO 31000 4.3.5 ISO 31000 4.3.5 

King III 2.23 

King III 

2.23 

2.23.1 

2.23.2 

2.23.3 

King III 4.3.2 

King III 3.4 

King III 2.23 

King III 

3.4 

3.8 

3.8.1 

3.8.2 

3.8.2.1 

3.8.2.2 

3.8.2.3 

3.8.2.4 

King III 

3.5 

3.5.1 

3.5.2 

ISO 31000 
4.3.5 

& 
5.7 

    

ISO 31000 / 
King III 

4.3.4 
& 

4.3.5 
/ 

4.4.1 

    

ISO 31000 / 
King III 

4.3.5 
& 

5.7 / 
4.4.1 
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Theoretical frameworks Building blocks 
Level 1 best 

practice 
requirements 

Level 2 best practice 
requirements 

Deming cycle 
Weisbord 

organisational 
design model 

 Source Ref. Source Ref. 

Do 

Leadership, 
Structure, 

Relationships, 
Helping 

Mechanisms, 
External 

environment 

V. Implementation. 

ISO 31000 4.4.1 

ISO 31000 4.4.1 

ISO 31000 
4.2 & 
4.4.1 

ISO 31000 4.4.2 
ISO 31000 5.2 

ISO 31000 5.3 

ISO 31000 4.4.2 

ISO 31000 

5.3.2 & 
4.3.1 

5.3.3 & 
4.3.1 

5.3.4 & 
4.3.1 

5.3.5 & 
4.3.1 

ISO 31000 5.4.2 

King III 4.5 

ISO 31000 5.4.3 

King III 4.5 

ISO 31000 5.4.4 

King III 4.5 

ISO 31000 5.5 

King III 4.7 

Check Rewards VI. Monitor & review. 

    King III 

4.8 

4.8.1 

4.8.2 

King III 
4.1 
& 

4.3 

King III 4.1.2 

King III 4.1.8 

King III 4.1.9 

King III 4.3.3 

    
King III 4.2.3 

ISO 31000 4.5 

    

ISO 31000 4.5 

ISO 31000 
4.2 & 
4.4.1 

ISO 31000 4.5 

ISO 31000 5.6 ISO 31000 5.6 

Adjust PDCA 
VII. Continual 
improvement. 

King III 4.9 
King III 4.9.1 

ISO 31000 5.6 

Source:  Researcher’s own compilation. 
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This was done deliberately by the researcher in an attempt to: (1) the reduce the misalignment 

between organisational design principles and ERM program design; (2) improve compliance 

to international best practice risk management standards and South African corporate 

governance guidelines; and (3) reduce the ambiguity surrounding the concept of practice-

based ERM by providing a straightforward ERM implementation model with clear building 

blocks, best practice requirements and specific deliverables.   

The result was a conceptual ERM implementation model (refer to Figure 5.6) that consists of 

7 building blocks, 26 level 1 best practice requirements, 154 level 2 best practice requirements, 

69 purposes of deliverables, and 145 proposed deliverables that were derived from the 

requirements as identified by the researcher. 

The fifth theoretical objective was to develop a proposed ERM implementation assessment 

tool consisting of checklists and dashboards (refer to Figure 5.11). The proposed ERM 

implementation assessment tool is based on the validated ERM implementation model. The 

assigned responsibilities were aligned with Protiviti’s five lines of defence risk governance 

model. It consists of: (1) an ERM implementation status checklist to determine the status of 

ERM implementation, either per ERM implementation model building block or per risk 

stakeholder (refer to Section 5.3.2.1); (2) an ERM implementation status reporting dashboard 

(refer to Section 5.3.2.2) that will be communicated to the relevant committees and the ERM 

project sponsor; (3) an ERM implemented deliverables risk  assurance assessment checklist 

(refer to Section 5.3.3.1 and Section 6.2.3.3) that will be used by an independent assurer to 

determine the degree to which an implemented deliverable is  actually completed; and (4) an 

ERM implemented deliverables risk assurance reporting dashboard, either per ERM 

implementation model building block or per risk stakeholder, (refer  to Section 5.3.3.2 and 

Section 6.2.3.3) that will be communicated to the relevant committees and the ERM project 

sponsor. 

7.2.5 Conclusions for theoretical objectives 3 to 5 

The characteristics of effective organisational design (simplicity, flexibility, reliability, economy 

and acceptability (Johnson et al., 1973) will now also be employed to evaluate the design of 

the conceptual ERM implementation model.  

The model design outline is simple in that it follows a building block approach where the one 

step builds on the previous to produce a result. For example: building blocks I to IV represent 

all the elements that have to be designed and developed for the ERM program. Building blocks 

V to VII include all the activities relevant to the entire ERM program and it represents a 

continuous cycle of implementation, monitoring, review and continual improvement.  
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The conceptual model is flexible in the sense that the derived deliverables can be included or 

excluded or expanded to reflect the requirements of the specific type of organisation. For 

example: one of the deliverables from building block I is to get permission for the design and 

implementation of an ERM program. The derived deliverable is an agenda item for the board 

meeting. The decision-making body for a listed company will be the board of directors, whereas 

the decision-making body for a government entity will be located in the office of the minister. 

The deliverable can easily be changed to reflect that.  

Even though the conceptual ERM model is flexible and could be changed, the model was 

intentionally designed to be prescriptive in terms of the building blocks, associated 

requirements, and the proposed deliverables to ensure the reliability of the outcomes during 

the implementation process.  

Generally, there are limited resources available for the design and implementation of ERM 

programs. The prescriptive nature of the conceptual model is such that it should result in 

improved allocation of scarce risk resources and it consequently adheres to the economy 

characteristic of organisational design. The conceptual model is an attempt to answer the call 

for a practice-based ERM model that will be easy to understand and that can be implemented 

by risk stakeholders. This should result in a higher level of acceptability. 

7.3 SUMMARY AND CONCLUSIONS FROM THE EMPIRICAL STUDY 

The empirical part of the primary objective—to describe the ERM domain for South African 

organisations, to confirm the problem statement (phase 1), to validate the ERM implementation 

model and to confirm the assessment tool (phase 2)—was achieved in the empirical study 

undertaken.  

Chapter 4 explained the research paradigm, research design and method followed, together 

with the results of phase 1 of the empirical portion of the study. Chapter 6 contained the detail 

results and discussions relating to phase 2 of the empirical part of the research. In this section 

the empirical portion of the study will be summarised and the conclusions drawn highlighted in 

accordance with the various empirical objectives of the research study. 

7.3.1 Summary of process and findings 

The empirical portion of the study was divided into phase 1 to satisfy the requirements of the 

first (the ERM domain in South Africa) and second (ERM programs in South African 

organisations) empirical objectives and phase 2 to satisfy the requirements of the third 

(validation of the ERM implementation model and confirmation of the ERM implementation 

assessment tool) empirical objective.  
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The first empirical objective was to obtain information about the South African ERM domain 

with specific reference to the industry, the type of organisation, and the position of the risk 

practitioner within the organisation (refer to Section 4.7). A questionnaire was developed to 

gather information to satisfy the requirements for phase 1. The primary and secondary risk 

stakeholders that responded to the questionnaire were employed within 11 different industries 

in South Africa. The financial and insurance activities industry accounts for 46% of the 

participants; the transportation and storage industry, the manufacturing industry, and the 

mining and quarrying industry for 9% each; and the public administration and defence, 

compulsory social security industry, and the information and communication industry for 6% 

each. Agriculture, forestry and fishing; electricity, gas, steam and air conditioning supply; 

professional, scientific and technical activities; public order and safety activities; and water 

supply, sewerage water management and remediation industries only contributed 3% each. 

This translated to 46% participation from the financial sector and 54% participation from the 

non-financial sector.  

Most of the participants (43%) were employed by private companies, 39% by public 

companies, 9% by government and 9% by other types of organisations. 73% formed part of 

middle management (heads of departments, directors of risk or on a manager level); 15% were 

at top management (executives, C-levels, executive directors and presidents); 9% were 

involved in first-line management and 3% were at board level.  

The second empirical objective was to identify and document information about the current 

ERM programs for South African organisations and to rank the barriers to ERM 

implementation. The main indication by the participants (94%) was that their organisations 

have implemented a formalised ERM program.  This affirms the notion that the participants 

have been involved with some or all elements of the design, development, and implementation 

of their organisations’ ERM program. In South African organisations, the most important 

adoption driver is corporate governance requirements from the board of directors (27%), with 

legal and regulatory compliance requirements as the second highest adoption driver (25%). 

This is followed by requirements from shareholders/investors/owners (11%), financial crisis of 

2008 (9%), influence by risk practitioners (9%), rating agency requirements (9%), catastrophic 

events (5%), and pressure from the market (4%).  
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The majority of the participants indicated that their organisations’ ERM programs are based on 

a combination of best practice risk management frameworks (25%), whereas an equal 

percentage of 23% is based on ISO 31000 and the COSO risk management best practice 

frameworks. 24% is based on the King III code of corporate governance as is reflected in 

Figure 4.16. The majority of the ERM programs (55%) have been implemented for more than 

7 years and 45% for 3–7 years. The chief risk officer (CRO) is the ERM program sponsor for 

54% of the participants’ organisations and the chief executive officer for 26%.  

The majority of the participants indicated according to a ‘yes-no-don’t know’ measurement 

scale that risk management is integrated into their operational processes. The key risks are 

reported to either the board (26%), the board risk management committee (22%), the executive 

risk committee (21%), or the departmental risk committee (21%). The participants indicated 

that the most important perceived benefits from their ERM programs are (1) to enhance risk 

based decisions (18%) and (2) to align risk appetite and strategy (18%). 

The most important barrier to ERM implementation is a lack of board or C-level senior 

executive leadership. This is followed by role confusion and little or no risk monitoring. 

Insufficient resources, lack of perceived value added by the ERM program and competing 

priorities between the risk owner's operational- (day-to-day) and risk responsibilities were 

ranked at number three. The fourth barrier was that risk management criteria are not 

standardised. Difficult to identify risk owners, badly designed ERM programs, and incentives 

do not reward making risk-based decisions were ranked at number 5. 

The third empirical objective was to adjust the conceptualised ERM implementation model 

and assessment tool based on the expertise of senior risk stakeholders within South African 

organisations (refer to Chapter 5). This was done during phase 2, utilising the Delphi technique, 

where the detailed conceptual ERM implementation model (including the seven building 

blocks, allocated best practices, derived deliverables and the purpose of each deliverable) and 

assessment tool were discussed and validated during:  

 A first round of semi-structured interviews with the senior risk stakeholders within South 

African organisations; 

 A second round of e-mail communication in which the researcher presented the adjusted 

ERM implementation model to the same senior risk stakeholders for their final 

affirmation; and 

 A final round of e-mail communication to the same senior risk stakeholders to identify 

the degree of formality of the ERM implementation model according to the validated 

deliverables. 
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The senior risk experts complied with the requirements for expertise in that they: 

 Have knowledge and experience regarding the design, development and/or 

implementation of an ERM program; 

 Hold senior level risk management positions within their organisations; and  

 Gave written informed consent stating their capacity and willingness to participate in the 

study. 

Round 1 (the semi-structured interviews) resulted in a total of 7 suggested changes and 0 

additions to the level 1 best practise requirements; 7 suggested changes and 3 additions to 

the level 2 best practice requirements; 0 suggested changes and 0 additions to the purpose of 

the deliverables; and 31 suggested changes and 63 additions to the deliverables of the 

conceptual ERM implementation model. The conceptual ERM implementation model was 

adjusted with the suggested changes and additions. The results of round 1 is reflected in 

Addendum H. This resulted in the adjusted ERM implementation model (refer to Addendum I) 

which was presented to the same senior risk experts during round 2 of the Delphi technique. 

They accepted the adjusted ERM implementation model which means that consensus was 

reached. Addendum J contains the results of round 2 and Addendum K holds the detail of the 

validated ERM implementation model. 

Figure 7.1: The validated ERM implementation model  

 

Source: Researcher’s own compilation. 
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During round 3 the panel of senior risk experts were asked to comment on the proposed ERM 

implementation assessment tool’s process flow and the assigned responsibilities (refer to 

Addendum L). The proposed ERM implementation assessment tool is based on the validated 

ERM implementation model (building blocks, best practice requirements and the derived 

deliverables) and it consists of formalised checklists, reporting dashboards and feedback 

loops. The ERM implementation activities (implementation and assessment of implementation) 

will be executed in accordance with the approved risk governance framework and model for 

the organisation (refer to Section 5.3.1).  

Round 3 concluded with the ERM implementation assessment tool consisting of: 

 An ERM implementation status checklist to determine the status of ERM implementation, 

either per ERM implementation model building block or per risk stakeholder (refer to 

Section 5.3.2.1 and Addendum B);  

 An ERM implementation status reporting dashboard (refer to Section 5.3.2.2 and Figure 

5.9) that will be communicated to the relevant committees and the ERM project sponsor;  

 An ERM implemented deliverables risk assurance checklist (refer to Section 5.3.3.1 and 

Addendum M) that will be used by an independent assurer to determine the degree to 

which an implemented deliverable is actually completed; 

 An ERM implemented deliverables risk assurance reporting dashboard, either per ERM 

implementation model building block or per risk stakeholder (refer to Section 5.3.3.2 and 

Figure 5.10), that will be communicated to the relevant committees and the ERM project 

sponsor; and 

 Feedback loops from risk committees to the risk facilitators and/or the independent 

assurance providers. 
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Figure 7.2: The overview of the confirmed ERM implementation assessment tool 

 

 

Source: Researcher’s own compilation. 

7.3.2 Conclusions for empirical objectives 1 to 3 (phase 1 and 2) 

The purpose of the research study was to develop a practice based ERM implementation 

model and assessment tool that can be used in any organisation across industries in South 

Africa. This notion that a need for the model and assessment tool exist in any type of 

organisation and across industries is supported by the findings of phase 1 (the ERM domain 
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in South African organisation) where the participants represented 11 industries (refer to Figure 

4.9) in all types of organisations (refer to Figure 4.11) and at all levels of management (refer 

to Figure 4.10) and phase 2 where the senior risk experts represented 8 industries.  

The decision by the researcher to use ISO 31000 and King III as the basis for the best practice 

requirements in the conceptual ERM implementation model is supported by the results of 

Section 4.7.3.2.1 (refer to Figure 4.16). 

The prescriptive nature of the validated ERM implementation model (building blocks with 

specific requirements and deliverables) means that it can be used as an implementation 

blueprint by each of the risk stakeholders: The board of directors, the ERM project sponsor, 

members of the ERM department, the risk owners, and the risk champions. This should also 

eradicate the barriers to ERM implementation as follows: (1) improve the level of board/C-

level/senior executive leadership; (2) reduce role confusion; (3) improve risk monitoring; (4) 

secure more risk resources due to the ERM project sponsor’s improved ability to demonstrate 

and explain the potential value added by the ERM program; (5) improve buy-in from secondary 

risk stakeholders that have competing priorities with their operational responsibilities; and (6) 

improve the ability to identify risk owners due to clarity with regards to ERM program process 

flow, requirements and deliverables. 

The conceptual ERM implementation model and the proposed assessment tool were well 

received by the senior risk experts during round 1, 2 and 3 of the Delphi technique.   

The general comments during the semi-structured interviews were that the ERM 

implementation model: 

 Is unique, comprehensive, practical and logical; 

 Easy to follow and understand;  

 It can be used as a blueprint for the development of a new ERM program and as a 

checklist to identify developmental areas for a mature ERM program; and 

 It can be used as a guideline by every risk stakeholder to determine the requirements for 

implementation and their responsibilities in terms of implementation. 

 

The main objective of the ERM implementation assessment tool was two-fold: (1) to determine 

the level of implementation and (2) to provide assurance that the deliverables were 

implemented. The researcher and the panel of senior risk experts are of the opinion that the 

aforementioned objective has been reached by the confirmed ERM implementation 

assessment tool, process flows and assigned responsibilities (refer to Section 6.2.3.3 and 

Addenda B and M). The fact that the ERM implementation assessment tool is anchored in the 
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validated ERM implementation model means that the assessment tool also complies with the 

characteristics of effective organisational design: simplicity, flexibility, reliability, economy and 

acceptability. The study exceeded the expectation that was set, in that it resulted in two 

assessment tools. One that can be used by the ERM department/risk facilitators as a tool to 

determine the level of ERM implementation and another that can be used by the independent 

assurance department to provide assurance to the board/senior management/stakeholders 

regarding the level of ERM implementation in the organisation. This prescriptive nature of the 

checklist is a deliberate attempt to reduce the bias involved when completing the ERM 

implementation status report in order to give assurance to the board and senior management 

regarding the true status of the level of ERM implementation. It should also mean that the 

assessment tools could be used at any level of management within the organisation and within 

any industry. 

7.4 LIMITATIONS OF THE STUDY 

The most obvious limitation of the study is the sample size for phase 1. The sample size was 

300 of which 15% responded to the questionnaire (e-survey). It can be argued that the quality 

of the participants in terms of the level of management (refer to Figure 4.10), years of risk-

related experience (refer to Figure 4.13) and the maturity of their ERM programs (refer to 

Figure 4.17) mean that the results are valid and reliable and that it can be generalised to a 

larger population of risk practitioners.  

The second limitation was that data collection was confined to organisations registered in 

South Africa. The results of the study could, however, be used in a wider geographical context 

due to the fact that the best practice requirements were extracted from ISO 31000—an 

international best practice standard for risk management.  

Despite these limitations, the study resulted in a well-constructed ERM implementation model 

and assessment tools that could be used at any level of management for any type of 

organisation across all industries.  

7.5 CONTRIBUTION OF THE STUDY 

Chapter 3 explains that this study centres on the design of an ERM implementation solution 

(model and assessment tools) that will address certain areas of concern as identified by 

various researchers. The first area of concern is the misalignment between the principles of 

organisational design and ERM program design. The researcher evaluated 14 different 

organisational design models and different continual improvement models to identify the best  
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-suited model with which to align the conceptual ERM implementation model.  Weisbord’s six-

box organisational design model and the Deming continual improvement cycle were selected 

due to its simplicity of design and the ease with which it could be applied to the ERM program.  

The second area of concern that the researcher focussed on was the availability of limited 

literature on how to implement ERM. The way in which this research study attempts to address 

this area of concern is by proposing an ERM implementation model with a specific structure (7 

building blocks that are based on Weisbord’s six-box organisational design model and the 

continual improvement Deming cycle); with specific level 1 and level 2 best practice 

requirements (based on ISO 31000, ISO 31010 and King III); with specific deliverables per 

requirement (derived from the best practice requirements and based on the researchers 

practical experience as a risk practitioner); and also by proposing ERM implementation 

assessment tools that are based on the validated ERM implementation model. The confirmed 

ERM implementation assessment tools comply with Protiviti’s 5 lines of defence risk 

governance model in terms of structure, assigned responsibility and process flow. 

The third area of concern that this study attempts to address is the ambiguity surrounding the 

concept practice-based ERM. The conceptual ERM implementation model and the proposed 

ERM implementation assessment tools were validated by senior risk stakeholders from 8 

different industries in an attempt to close the gap between ERM theory and ERM application. 

This resulted in the validated ERM implementation model and confirmed ERM implementation 

assessment tools. 

7.6 RECOMMENDATIONS FOR FURTHER RESEARCH  

7.6.1 Scope and definition of ERM  

As part of the literature review, the researcher identified several suggestions made by other 

researchers and practitioners for future research pertaining to the different elements of the 

ERM domain. These suggestions will be discussed in the next section by categorising the 

suggested research opportunities according to three themes: (1) Theme 1: ERM definition, 

fundamentals and importance; (2) Theme 2: Drivers of ERM adoption, implementation and 

effectiveness; and (3) Theme 3: Value add/usefulness/impact of ERM. 
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7.6.1.1 Theme 1: Enterprise risk management definition, fundamentals and 

importance   

The researcher supports the notion of future research in the areas of practice-based ERM in 

terms of the definition of risk management and to further explore the fundamentals of ERM 

(definition, underlying principles, comparison between ERM standards and the nature of ERM); 

as well as the other aspects (such as quantification of reputation and strategic risks, risk 

management maturity, occurrence of public announcements and disclosures regarding ERM). 

This should be done in consultation with risk practitioners to ensure an ERM program/discipline 

that can be applied across industries and for all types of organisations. 

7.6.1.2 Theme 2: Drivers of enterprise risk management adoption, implementation 

and effectiveness 

Several researchers have highlighted that more attention needs to be paid to the drivers of 

ERM adoption (including the size of the organisation, the type of industry, changes in the 

regulatory environment, internal organisational factors, ownership structure, the training of risk 

managers, the appointment of a chief risk officer (CRO), a broader scope of risks and 

operational benefits); and ERM implementation (including the process, mechanisms and 

barriers to implementation).  

Other researchers advised that, in addition to all of the above, the impact of 

interconnectedness on ERM adoption, implementation and effectiveness is also important to 

explore. A number of researchers have also highlighted the role of different risk stakeholders 

as a driver of ERM adoption, implementation and effectiveness. It was also recommended that 

researchers ascertain the role of stakeholders, such as audit committees, when applying ERM 

for regulated industries. Another area for further research focuses on the importance of the 

Chief Risk Officer’s (CRO’s) role in ERM adoption, implementation and effectiveness, but also 

other risk stakeholders such as members of the board, managers and so forth.  

Other areas for future research that can add value to the ERM implementation efforts can be 

research focused on the generation of risk knowledge, risk reporting and risk communication. 

A number of experts also suggest that the connection between risk reporting/risk aggregation 

process/risk reporting and ERM, as well as managerial characteristics (CEO, CRO, managers 

and so forth) and ERM, can be researched as an indication of the value added/usefulness or 

impact of ERM. Several researchers proposed that further research is required concerning the 
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study of ERM adoption in public corporations and the governmental sphere and ERM’s role in 

corporate governance in terms of (1) the nature of ERM (quantification of reputation risk and 

strategic risk, risk management maturity, occurrence of public announcements and disclosures 

regarding ERM); and (2) fundamentals of ERM (definition and underlying principles, as well as 

the comparison between ERM standards).        

7.6.1.3 Theme 3: Value added/usefulness/impact of enterprise risk management 

ERM needs to be examined in a pragmatic and practical manner; specifically, focussing on the 

links between organisational structure and ERM design. Researchers must also focus on 

ERM's impact on organisational value (including but not limited to strategic planning, 

organisational performance, and so forth) and ERM impact on shareholder wealth. The 

following aspects are worth further investigation as part of this theme of future research: risk 

quality; risk contingency theory; risk knowledge generation; risk reporting and risk 

communication; risk aggregation; and risk maturity. 

7.6.2 Enterprise risk management implementation model and assessment tools 

As the study postulated a validated ERM implementation model and confirmed assessment 

tools, the logical next step is to utilise this model to ascertain the approach to ERM of various 

organisations within different industries, and to provide assurance of the actual level of 

implementation of the ERM programs within these organisations. This information can then be 

used to develop project plans; as well as risk stakeholder roles and responsibilities matrices 

per deliverable with the objective to transform the ERM implementation model into a unique 

ERM implementation and assessment plan with organisation specific deliverables, project 

plans and assigned responsibilities, thereby increasing transparency and also improving the 

effective allocation of scarce risk resources.  

The King IV Code on Corporate Governance was approved and it will be adopted by 

organisations in the second half of 2016. The impact of the risk management requirements as 

described in the King IV Code on Corporate Governance therefore presents an area for further 

research in terms of its bearing on the validated level 1 and level 2 best practice requirements 

and the derived deliverables captured in the validated ERM implementation model and 

confirmed ERM implementation assessment tools.  
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ISO standards come up for revision every five years, and ISO 31000 and its accompanying 

Guide 73 on risk management terminology are no exception. The ISO/TC 262/WG 2, the 

working group responsible for developing core risk management standards, started the 

process in 2015. Further research is recommended on the potential impact of the revised 

international best practice risk management principles, guidelines and risk vocabulary on the 

validated ERM implementation model, and as a result the confirmed ERM implementation 

assessment tools. 
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